V) H

Web-koHdwmrypaTtop MJIK/CIK ¢ cuctemon
ucnonHeHna CODESYS V3.5

—
© openwirt

PyKOBO,EI,CTBO NnoJsib30BaTeENnA

09.2025
Bepcua 1.15



CopepxaHue

MNMepeyeHb COKpaLLEHMUN U YCITOBHBIX OOO3HAUEHMM ......ooeeeereersmrsmssmrsersmssessnssmssnssnssnssnssnssnssns 6
I =7 = 1= T 8
1.1 ToaAEPKMBAEMBIE KOHTPOIIITEPD ceeiiiiiiieiieeieieeeeee e e e e e e e et e et e ee e e e e e s e ae e ae s seereseaeeeeeeeeees 10

1.2 T1000EPKNBAEMBIE DPAYBEPDI ....cueviieieeeeeeaeieeieeeeeeeaaatneeeeeeeeeaaasseeeaaaeeaaaanseeeeeeessaannsseeeaessanns 10

1.3 MogkntoveHne K Web-MHTEPMENCY LUCH ..........oooiiiiiiiie et 11

1.4 ABTOMaTNYECKOE OBHOBMEHNE MHAOPMALMM ....coeeeeiiiieeeeaaeeecaeiteeeeaaeeessaseenaeaaassennssnaeeaaanens 11

2 MacTep HacTpPOMKN (TONBKO ANA NMITK2XX) ....cccceeeerrresrrerssessassssrssssessssssesssssssssssssessssssassssess 12
B2 B < T SRRSO PSRRRR 14

P W E-To o) a1 =3 o 1 oL o 1 == TS 14

235G 10, T3 S 15

B = I = o 1=V R 15
2.4.1 HacTPOWMKM NTOKATBHOTO BPEMEHWM ....cc.eeiivieeeeeeeeeetiieeeeaeesesteeeeeaesesssssssanaaaesansnnnaeeeens 16

2.4.2 CYHXPOHMBALMA BPEMEHM ... .eieeiieiaeeeeeeiieieeaaaeaaaeeteeeeeaeesasseeeeeaeeeaaasnnsaeeaaesaaasnnneeeeens 16

2.5 Bbi6op cxembl ceTeBbix NOPTOB (TONMLKO ANSA TITK2XX) ...oiiviiiiiieie e 17

2.6 KOHOUIYpaLms CETEBBIX UHTEPMEMCOB. ... . .uuuiiieeeeiiciiiiieeeeeesaeieeeeaeeeesneaeeeeeesaaannenneeaeesanns 19

P Al = Toa g o T 111 IS 1 S 22

2.8 HACTPOMKU FTP ...ttt et e e e e e et e e e e e e et eeeaeeeaannneeeeaeeeanns 23

2.9 KOHUIYpaLMUA MEXKCETEBOTO SKPAHA ....eeeeeeeeeeeeeeeeeieeeeeeeeseeeseassesensannneanssnesenseneeseaeeeeeeeeeeees 24
2.10 KoHdpurypaums mogema (TonbKo 518 NITK210-4G)..ccceeiiiiiiiiiiiiiieee e 26

B 00T o o2 T 28
K TRt 5T o TSR 28

B T I I (o T o T= KT =Ty IR O T =T Y = D PR 29
3.1.2TMM0Apasaent «TITKY ... e 30

3.1.3 MNoapasgen «OnepatnBHas NamMATh (RAM)» ... 31

3.1.4 Moapasgen «Mogem» (Tonbko AN MIK210-4G)......coveiiiiciiieiiee e 31

3.1.5 MNoapasgen «CocTosiHne NOPTOB CETEBBLIX MHTEPMEMCOBY .....eveevrrreeriieeeeaieeeaennnees 34

3.1.6 TTOAPABAEIT KCETBY ..uuuiiiiiie et e ettt e et ee e e e e e et e e e e e e e e e etabeee e e e e e e taaeaeeaens 36

3.1.7 MNMoapasgen «AKTUBHBIE DHCP @PEHOBIN ....c..ccooiiiiiiieiee et 36

3.2 MEXKCETEBOM SKP@H ....uuvvverieeesieitreeeeeaesasasseeeeeessaaasssseeeaaessassnsseeeeeessaassseseeaessannssnnseeeessennsssens 37

G TR I = T 1T o )Y 1 =) U 37

3.4 TPaUKM B PEATNTBHOM BPEMEHM ....eeeeeeeeieeiiiieeeeeeeasueteeeeaeessensteeeseesssassseseeaessaasssnseeeeesssansssens 38

G TR 18/ o = 1 = U 41
S I Y o1 T= T 1 152V o = SRS 43

3.5.2 CUCTEMHBIN HKYPHATT ...uteie ettt ee ettt e et e e et e e et et e e s nne e e e e annee e e s aste e e e annnneeesnees 43

3.5.3 3annaHMpOBaHHBIE 3a0AHUS (CION) ........uviieieeeeieciiieeee e e e e eetie e e e e e e e e esrarr e e e e e s eeaaaeaeeeens 44

3.5.4 OWENCIOUQ .....cooiiieiiieee ettt e ettt e e e e e e ettt e e e e e s e snneeeeeaee e e nnneaeeeens 45
07 T = - T 46
4.1 OBLUME HACTPOMKM ..veeeeieeeitiieeeeeeeeeeetteeeeeeeeeebtbeeeeeeaesaassteesaaeeasasssseeesaseeaaassbeseaaeesaaassaseeeeans 46
o I I =TT R = V= TR0, o Yo S 46

4.1.2 BKrnagka «KYPHATUPOBAHME .......eeeieeaeiaiiueiiieeaaaaaaeeeeaaaeaaaanneeeeeeaeesaanssaneeeaaeseannnenns 46

O RN S T R = Y a = TR0 g 11 T 48

4.1.4 BKNagKka «JOMOTMHUTEIIBHDBIEY ........evuuieeeeeeeeeeeeeeiiteieeaeeeeeeeeeeesaaeaeaeeeeeeeeeeraaanaaeeeeess 48

= T o T 48

4.3 YNPABNEHME JOCTYIMOM ...ueiieiiauitieeeaastteeeaaseeeaaasseeesaaseeeessasteeesasseeesaaseeeesaasseeeeaanbeeesanrneeeans 50
4.3.1 HacTporika napons NOMb30BATENSA FOOL ....cuvviiiieiieeieeeeee e e 50

4.3.2 HacTpomka OOCTYNA MO SSH .....ooiiiiiiiiiiiie e 50

IR 1] 4 T SRR 52

4.3.4 Hactponka nocnegoBatefnibHOro nopta RS232 ... 52

4.3.5 Hactponkn pexkxuma padotbl USB (Tonbko ans CIK210) ..., 53



N O o] 0Ty (= =10 I =171 1= o J U 54

4.5 TOUKN MOHTUPOBAHMS ... euttieeeeeae ettt e e e e e e ettt et e e e e s sabe e e ee e e ea s s bbbt e ee e e e e bbbeeeaeeesanbbbeeeeeens 55
4.5.1 TNOBANBHBIE HACTPOMKM ....cceeieeiiuiiiieeeeeeseeitieeeeeeeeesetatreeeeaeeasnabseeeeaeeseasbasseaeasssassrens 56
4.5.2 CMOHTUPOBAHHBIE PABMEITB ...cceeeeeieeeeeseatteeeeeaeessssnseeeesasessasssseeeesesssaasssnseeeesssansssnes 57
4.5.3 TOUKN MOHTUPOBAHMS «....eeeirreeeeaaeeieieeeaaesaaauneeeeeaaasssnneeeeeaaeeaaannseeeeeaeesaasenneeaeassaannnnns 57

4.5.3.1 [lo6aBneHNE TOUKA MOHTUPOBAHMS .........uuvrveeeeeeeeierieeeeeeeesastsreeeaaeesesssnnneeeens 58
4.5.3.2 PegakTnpoBaHNE TOYKM MOHTUPOBAHUS ......ureeeeeeiieiiieeeeaeeeaainieeeaeeeseaeeneeeeeens 58
4.5.3.3 YOaneHne TOMKN MOHTUPOBAHUS ....cceeeeveiiieiieeieieeeeeeaeeeeeeeeeeeeee e e e ssees e sennnnens 60

4.6 PE3EPBHOE KOMUPOBAHME ......uuvuureeirenenerineeeeeeeeeeeeeereeeeeeeseaaaeaaaaaasaaeaeeseesensensansesanaasaassannnnssnses 61
4.6.1 BoccTaHOBNEHME PE3EPBHOM KOMUM HACTPOEK ..oeeeieeeeeeeeeeeeeeeeeeeeeeeeee e e s e 62
4.6.2 HacTtponka cnncka qpannoB PE3EPBHOM KOTINM ............eeieeeaiiuurieeeeaanaaiieeeeeeaeseaneeees 63

4.7 OOHOBITEHMNE MPOLLMBKM ......vveieeeeieieeesestteeesssseeesaasseeesassseesassseeesanssssessassesssasssssessnsseeesnnnseneanns 64

R T 11T 0.1 = o 66
4.8.1 HACTPONKN TEPMUHATIA. ... eeeeeeeeieiuuieeeeeaeesaaataeeareaeessssnseeeeaaeeaaanssseeeeeessaaassenseeeasssansssees 69

B 1T 0T T= T o)< = 70

TS O\ =Tox =T o I o T= T o o 1 SRRSO 71

E5 N 1 1 S 73

5.1 BEO BUBYATIMBALMA ...ttt ettt ettt ettt e bt e ettt e e be e e sabe e emte e e nbe e enne e e e b e e enneeennreas 73

5.2 3acTtaBka (Tonbko Anst KOHTPONNEPOB CITK) ... 74

5.3 YNPaBREHNE NMPUITONKEHMEM ........oeeieeeeeiieiiiieeeeeeeaaeeaeeeeeasseasteeeeaeesaansseeeeaessaasssseseeaasseannssees 78

LS o =T 01 R 79
5.4.1 TeHepaUUA SSL CEPTUMIMKATA ....uereeeeiiieiiiiiieeaeeaaaeiieeeeeeesaaeieeaeaeeessaenneaeaaeeseasnneaeeeens 80
5.4.2 YOaneHNE SSL CEPTUMIMKATA ......eeeeeeeiiiiiiieeieeeieeeiieeee e e e e e erreeee e e e e e e etaaraeaaeeeeaessanaeeaens 81
5.4.3 3arpy3ka SSL CEPTUMMKATA ....uvvreieeeeiiciiiiiieeeeeeeestiieeee e e e s estteeeeeesesssssnaanaaeesensnneaeeeens 82
5.4.4 OUNCTKA retain MAMSATU . ..coeiiiiiiiiiie e ettt e e e e e e e e e e e e e e e e e e e e e e e enneeeeeens 82
5.4.5 Mepe3anyCk CODESYS...... e 83
LR G /a =T a =T T ] 0T 1= L - I 84

TR IRC T L )V SRR 84

B.6 TTPUIMIOMKEHUIE .....ooiieeeeeieie e ettt e e ettt e e e e e e ettt eeeee s e nntteeeeee e e e nnseeeeeaeeeaannnneeeaaeseannnnens 85
LT I\ T 7 o] o JcT= = L 87

IO = 17 Ty o A o E= T Lo = F U 88
5.7.1 OCHOBHbIE 3NEMEHTbBI YMPABITEHMS ..c.cevveeeeeuiieieeeaiieeaeeieeeeeasneeeeessaneeeeessseeeeaneeeeesnnees 88
5.7.2 OUIBTP BATMMCEM ...ttt e e e e e ettt e e e e e e ettt aeaeeeaaannssaeeaaeseannneaeeaens 89
5.7.3 COOBLLEHMS KYPHAI .. eeeieeee i ciiieeieeeeeeettitae e e e e e esaettbeeeeeeesesatbeeeeaeeesaassssaeeaeesanssanneeeans 90

SIS @721 o oTo o 1=T o] @@ 11V, Ex (o] o 1 o] - J0 SR 90

6 MoaeMm (TonbKO ANA MITK210-4G).......ccccceicririerssssessssssssssssssssssssssssssssssssssssssssssssssssssssassssass 92

G0t I O Yo o < 1 T = SRR 92

G S 3 R 92

LR o = To 1 0o 7<= TSR 92

7493 1372 (o 93

7.1 AMHAMUYECKMIA DNS (DDINS).....ooiiiiiiiiiiiiice e 93
4% 0 I 7712 T oo .Y =T < 94
7.1.2 TTI00ANBHBIE HACTPOMKM ...ceeeietieeiaaeeeeeeiieteeeaaeeaaastaeeeaaeesaanseeeaeaeeesaasnseneaaeesaansnnseeeeens 96
A B T 0 1170~ ISR 97

7.1.3.1 PepaktnpoBaHue DDNS CRYKOBI ........cciiiiiiiiiiieeeeiiee e 98
7.1.3.2 lo6aBneHne HOBOM DDNS CITYXKObI .....cevviieiiiiiieiieee et cee e e e e 105
7.1.3.3 YOaneHNE DDNS CIIYXKOBI .....cocuueiieiiiiiieieiiie et 106

S X N 53 I RSP 107
4 I O Ty o < T T SRS 107
A - Toa 1 0T T 1 R 113

7.3 OPENVPN KITUEHT ... ..uiiiiiiiiii ettt ee e e ettt e e e e e ettt e e e e e e eeeeaataeeeeeeeessaassbeeeeaeeaasbbeaeaeaassannes 118
4 Tt B o Yo £} 1 1 = TS 118



7.3.1.1 Py4Howm 3anyck u octaHoBka ak3eMnnsapa OpenVPN KnreHTa ..., 119

ARSI (oL To o) 1Y o =T 1 < PP 119
7.3.2.1 PegaktupoBaHue ak3emnnapa OpenVPN KIMUEHTA........ccoceeeeeeiiciiiieeeeeee, 121

7.3.2.2 lo6aeneHne HoBoro ak3emMnnsapa OpenVPN KIMEHTA .......coveevieiiiiieeeeeeenne 125

7.3.2.3 YganeHnue ak3emnnspa OpenVPN KIUEHTA ........coevveeiieiiiieiieee e e e 126

A N = I TSR 127
7.4.1 MapameTpbl CAaMOMOLMMCAHHOTO CEPTUMDMKATA ... .uvvrreeieeeeiriirieeeeeeeeiirereeeeeeeenneens 128

7.5 Hactpovika koHTponnepa B peXXUMe MQT T-OPOKEPA .......cceeiirireeeiiieeeeeeeeeeieeeeenieea e enes 129
4808 I PSPPSR 130
7.6.1 HACTPOMKM CIIYIKODBI .....uvvveiieeieiciiiiie ettt ettt e e e e et ee e e e e e atrae e e e e e e e nnnees 131
7.6.2 OCHOBHDBIE HACTPOMKM .....eeeiuiiiieeaaiieeeeaiieeaessteeeaesssteeeeansseeaesaneeeesanneeeesanneeesennneeeeeannes 132
7.6.3 HACTPOMKM NMOOKITHOMEHUIS. ... eeieieeeeeeeiieiee e e e e e ettt eeaeeessnmsteeeeeaeeaaannnneeeeeeeaannneees 133
SR F= Lo g oYY e I g L) g To] == = = 134
7.6.5 HaCTPOMKM SKYPHATMPOBAHUST ....eeveeeeeeiieieeeaeeeeteeeeeeeeeaansseeeesaesaaansseeeeaessaannnsees 134

L= 0= 136
S I T = T =T T SR USUERR 136
8.1.1 PeOaKkTUPOBAHNE MHTEPMEMCOB ......ceeeiiiiiiieieaeeeiieiee e e e e ettt ee e e e e eaneeeeeee e e e e nneees 138
8.1.1.1 O6Wwue N AONONMHUTENBHBIE HACTPOMKM .coceeiiiiiiieeeeeeetiiee e e e e eeetiirae e e e e e 138

8.1.1.2 HACTPOMKM KAHAJIA ...eeeiieeeiiiiiiiiieeeeeeietiieeeeeeesestteeeeaeesssnssaeeeeeessnnsnssseeaaeseaans 140

8.1.1.3 HaCTPOMKN MEXKCETEBOTO IKPAHE ....uvveeeineeeeeeieieeeassieeeeaineeesssnseeesennneeassnnees 141

8.1.2 MMpOTOKOMNbI CETEBBIX MHTEPMIEMCOB ... eeeieeiaeeeeiiiieaaeeesaeeeeeeeaeeeaaneeeeeeeeeeaaanneees 141
8.1.2.1 MpOTOKOM «DHCP-KITMEHT ...vviiiieeiiiiiiiiieie e ettt ee e e esaaae e e e e e 141

8.1.2.2 NpoTOKOM «CTATUYECKUM QLAPECH .ceeeeeee e e eeeeeeeee i ennnnsnsenesnesssseseeseseeeeeeeeees 142

8.1.2.3 MpoTokon «UMTS/GPRS/EV-DO® ......cccoiiiieeeieeeeeeee e 146

8.1.2.4 MpoToKON WireGuard VPN ..........coooiiiiiiiiie et ee e e e 147

8.1.2.5 MpOTOKON HEYMPABAAEMDBIM ...cceeeeeeeeeee e e e e e e e e eeeeees 149

8.1.2.6 MpOoTOKON MEHEANKED MOAEMA .....ceeeeeeei et e e e e eeereeeeeeeeeeees 149

8.1.3 C0o34aHME HOBOIO MHTEPMIEMCA. ....eeieeeeiiiiiiiie e e e ecieteee e e e e e st ee e e e e e nreeeeee e s e e nnneees 149
8.1.4 YOANEHNE NHTEPMEMCOB........ceeeeieeeeeee ettt e e aeeeeeeees 150
B.2DHCP M DINS ...t e e e e e e et e e e et e e e e e e e e e e e e e aar e e e e raaaeeennes 150
8.2.1 OBLLUME HACTPOMKM. ......uvvreeieeeeiiiireieeeeeeeieitteeeeeaaeeeeibsreeseeeessiasbreaesaesaaasssaeeeeesaaaannsens 151
8.2.2 HacTponku dpannoB «resolv.conf» N «hOStS».......cccoeiiiiiiiiiieeeeeeee e 153
8.2.3 JONONHUTENBHBLIE HACTPOMKM ......eeeeieeeeaiieieeeaeeeaateeeeaeeeesaneseeeeeaeseaanneneeeeeeaaaanneees 154
8.2.4 Hactpowka noctosiHHbIX apeHd DHCP-cepBepa .......ccooeeevicviveieeie e 155

8.3 VIMEHA XOCTOB ...cciieeeiitiiiiieeeee ettt e e e e ettt e e e e e e aeeeeeee e e e e s msbeeeeeees e e nnabeeeeeeeaaannnssneaaaeaanns 157
8.4 CTATUYUECKME MAPLLPYTB .. eeeeiueeteeeauuteeeeeuuieeesaueeeeaasseeassasseeeeaasseeeaanneeeesaneeessanneeeeaanneeeessnses 158
8.5 MEKCETEBOM GKPBH .....eeeeeeieeeeaaauiteeeeraeeaaaaeeteaeeaaasaaaneteaeeaeaasaaansaeeeeeeassaassseeeeeasaaasnnsseeaaaseaans 159
8.5.1 OBLLUME HACTPOMKM.......uvvreiieeieiiiirtieeeeeeeeetieeeeeeeeeeeebaseeeeeeeesasbaeeesaesaaassseeeeeeeaaaannrens 160
IR I o F= T 1 0T 1= T o PR 160
8.5.2.1 PEAAKTUPOBAHME BOH ....cceieeeeeieeeeeeeeeeeeeeseseeeseesse s s enasseeneaseeesseeneseeeeeeeneeees 161

I 1 (oloT=1=1 (=T R [T o] - 165

8.5.2. 3 YAANMEHUE BOH ..euunceeieieeeeeee e e ettt e e e e e e et e ettt e e e e e e e e e e e re e e e e eeeees 165

8.5.3 TepeHaNPABMEHNE MOPTOB ..oeeeiieeeeeeeeeeeeeeeeeeesesessesssasasaasaassnsnnnssnnssnesssssennsnreereenenees 165
8.5.3.1 NMopsagok npyMeHeHNs npaBun nepeHanpPaBneHNs NOPTOB ........c..eeeeeeeeennne 166

8.5.3.2 PegaktupoBaHue npasun nepeHanpaBneHNs NOPTOB ........cceeerercvurreeeeaarannns 166

8.5.3.3 [loGaeneHne npaBunn NepeHanpPaBneHNS MOPTOB.........cccuvvereeeeeeeeurrreeaaeeeaans 169

8.5.3.4 YaaneHue npaBun nepeHanpPaBfiE€HNS MOPTOB ..........uruururrmrrrerrrrrreerereereeeeeens 169

8.5.4 MpaBnna ANA TPAMMKA ...ocoeeeeeieeeeeeee ettt e e ee e eeeeeees 169
8.5.4.1 MNopsigok npuMeHeHUst NPaBUM ANA TPAMUKA .........evururrurvnrrrnrrerrreerereeeeeeeees 170

8.5.4.2 PegaktupoBaHme NpaBumn 515 TPAMUKE . ......ooiveieieeeaeeeiiieeeeeaeeeeiiaieeaaa e 171

8.5.4.3 [loGaeneHne npaBumi AN TPAMUKA .........cceeeeeeeeeeneirnranrerinreresrrreseerereeeeeeeeees 174

8.5.4.4 YaaneHne npaBun AN TPAMOUKA ......ccceeeeeeeeeeeeeeccceneneeee e eeese e eeeeeeeees 174

TR TN oY= 1= F= T AN SRS 174
8.5.5.1 MNopsgok npumeHeHnst NPaBU NAT ... e 175



8.5.5.2 PepaktmpoBaHme NpaBuit NAT ... 175

8.5.5.3 [lo6aBneHmE NPABUIT NAT ......oooiiiiiiiieieeee et e e e e e e 178
8.5.5.4 YaaneHne MPaBui NAT ... e ee e e e e e e 178
8.5.6 N10Nb30BATENBCKNE MPABUIIA ..ceeeeeeeeeeeeeeeeeeeeee et ee e eeeee e e e e naeear s e sesseseeseseaeeeeeeees 178
ISR A E= T 2 ToToa = 179
e T T I I 172 Tk =Y o o o 180
I I I oY= Tete3 o To )1 e NPT 180
T CIRC I D VST =T | o o o 181
8.6.4 OnpefneneHmne BHELIHETO IP-a0peCa........cccciieeiiiiiiiee e 181
e 0 - T o 1T 182
9.1 HacTpowikn c6opa N OTOBPAKEHUA CTATUCTUKM ..c..vveeeeeieiieeeiieeeeesiieeeeenieeeessnseeeeennneeeeennees 182
9.2 MnarvHbl (MOAKITHOHAEMBIE MOLYITM) ...ceieiiiiiieeeeeeeeittireeeeeeeeesitbeeeeaeesssissbeeeeeesaaasnnnreeaaasesns 183
9.2.1 OCHOBHDBIE MITATMHBI ..c..cceeeeieieeieeeeeeeeee e e e e e ettt e s e e e e e eeeeeees 184
O.2.2 CETEBBIE MITAMMHDBI ......eeeieeeee e e eeeeieeeeee e teeeeeaaae s e ateeeeeaeeesansseeeeeeesaaaanseneeeeeeaaaannsees 190
NMPUNOXEHUE A. [lpoBepka poctyna K KoHconu yctpouctBa [1JIK210 no
MPOTOKOMY SSH......rrrrrrrs s s 193
NMPUNOXEHUE bB. [poBepka poctyna Kk copepxumomy FTP-cepBepa Ha
YCTPOUCTBE MITK210 ... s 197
NMPUNOXEHMUE B. NMpumep HacTpouku cnyx6bl DDNS ans npoBangepa no-ip.
(o Wy, SRR U O Y 0. 200
NMPUNOXXEHUE T. NMpumep HacTponku OpenVPN KITUEHTA ......ccccrvmrersmssessnssessssssessannas 206



lMepeyeHb CokpaLleHWii U YCIOBHbBIX 0603Ha4YeHNI

lNMepe4vyeHb COKpaLLeHUN N YCNOBHbIX 06003Ha4YeHUMN

3G Third Generation

APN Access Point Name

ARP Address Resolution Protocol

ASCII American Standard Code for Information Interchange
BPDU Bridge Protocol Data Unit

CA Certification Authority

CDMA Code Division Multiple Access
CHAP Challenge Handshake Authentication Protocol
CPU Central Processing Unit

Ccsv Comma-Separated Values

DDNS Dynamic DNS

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

EV-DO EVolution-Data Only

F2FS Flash-Friendly File System

FAT File Allocation Table

FAT32 File Allocation Table 32

FIFO First In First Out

FQDN Fully Qualified Domain Name

FTP File Transfer Protocol

GPRS General Packet Radio Service

HTTP HyperText Transfer Protocol

HTTPS HyperText Transfer Protocol Secure
ICMP Internet Control Message Protocol

ID IDentifier

IGMP Internet Group Management Protocol
IP Internet Protocol

IPv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

LAN Local Area Network

LCP Link Control Protocol

MAC Media Access Control

MMC MultiMedia Card

MSS Maximum Segment Size

MTU Maximum Transmission Unit

NAT Network Address Translation

NDP Neighbor Discovery Protocol

NTFS New Technology File System



lMepeyeHb CokpaLleHWii U YCIOBHbBIX 0603Ha4YeHNI

NTP Network Time Protocol

OPC Open Platform Communications
OPC UA OPC Unified Architecture

PAP Password Authentication Protocol
PID Process IDentifier

PIN Personal Identification Number
PPP Point-to-Point Protocol

RA Router Advertisement

RNDIS Remote Network Driver Interface Specification
RSS Resident Set Size

RSTP Rapid Spanning Tree Protocol
SFTP File Transfer Protocol

SIM Subscriber Identification Module
SSH Secure SHell

SSL Secure Sockets Layer

STP Spanning Tree Protocol

TCN Topology Change Notification
TCP Transmission Control Protocol
TTL Time To Live

UDP User Datagram Protocol

ULA Unique Local Address

UMTS Universal Mobile Telecommunications System
URL Uniform Resource Locator

USB Universal Serial Bus

uTC Universal Time Coordinated

UTP Unshielded Twisted Pair

uuiD Universally Unique IDentifier
VFAT Virtual File Allocation Table

VPN Virtual Private Network

VsSz Virtual Set siZe

WAN Wide Area Network

MK Mporpammupyemsbin Jlorndeckunin KoHtponnep



1 BBegeHue

1 BBegeHue

B gaHHOM [0OKyMEHTE OMMCbIBAKOTCA OCHOBHblE CTpaHuubl Web-uHTtepderica ynpaenenuss LuCl (Web-
koHdurypaTtopa IMJIK/CIIK).

Web-nHtepdenc ynpaenenusi LUCI aBnsietcst cTaHgapTHOM (MCnonb3yeMor no ymonyaHuto) cuctemon Web-
ynpasneHna ans onepaunmoHHon cuctemol OpenWirt.

CocTosaHue P
Cuctema »
MK »
Cnyx6b1 P
Cetb P
Cratuctuka b

Boiintn

PucyHok 1.1 — FrmaBHoe meHo Web-nHTtepdenca ynpaBneHus LuCl

B pasgene MacTtep HacTpOMKM [OAETCS OMMCaHME MacTepa HaCTPOMKKM, MO3BONSAIOLEro BbIMOMHUTL
NepBUYHYIO HACTPONKY OCHOBHbIX NapaMeTpPOoB 3a HECKOSbKO MNPOCTbIX LLAroB.

B pasgene CoctosiHMe MpuBedeHbl OMUCAHUSA CTPaHWL, OTODpaXarWmx pasnuyHyo WHgopMauui o
cucTeMe B LENoM, U MHPOPMALMOHHBIE CTPaHWULbI KOHKPETHBIX CNy>X0 MnvM npunoxeHun. B 4yacTtHocTH, B
OaHHOM pasgene onncaHbl CTpaHuLbI npocmoTpa COCTOSAHMSA MEXCETEBOIO 3KpaHa,
aKTMBHbIX MapLUpyTOB W MpaBuil, CUCTEMHOrO )XypHara, XypHana sgpa, U CcTpaHuubl Afsi NpocMoTpa
rpadunkoB B pearilbHOM BPEMEHU ANt HEKOTOPbIX CUCTEMHbIX MApaMeTpPOB.
B pasgene Cuctema npvBedeHbl ONMcaHms CTpaHuL yrpaBneHus pasnmyHbiMyY CUCTEMHbBIMU NapaMeTpamu:

* TeKyLLMe fata v BpeMms;

* HaCcTpoOWKM KrnneHTa u cepeepa NTP;

* yrpaBsrieHve JoCTynoM Kk cucteme no SSH-npotokony;

* ynpaeneHue kniovyamm SSH;

* ynpaBneHune cny>xbomn ctopoxesoro Tanmepa (watchdog);

* yrpaBreHne MOHTUPOBaHMEM Pa3aeroB;

* ynpaBneHne pe3epBHbIM KONMMPOBAHNEM U T.4.

B pasgene Cucrema Takke onncaH yHkumoHan obHOBNEHNS NPOLLUMBKM YCTPOWCTBA U (PYHKUMOHaN gocTtyna
K TepMUHany ycTponcTea Yepes cnyxby Beb6-tepmuHana.

B pasgene MIJIK onucaHbl cTpaHuubl AN HACTPOWKN M MOHUTOPUHIa (PyHKLMI KOHTponnepa. B yactHocTy,
30eCb OMnUChbIBAKOTCS CTpaHuubl C OToGpaeHnem Beb-Bu3yanusaumy Mnonb30BaTENbCKOrO MNPUMNOXEHUS
CODESYS, Hactporiku CODESYS, ctpaHuua npocmotpa xypHanoB CODESYS, a Ttakke cTpaHuua c
noapo6bHon nHopmMauuen o 3anyLweHHOM B TEKYLLMI MOMEHT nonb3osaTtensckom npunoxeHun CODESYS.

B pasgene Cnyxbbl cogepxatcsi CTpaHuLbl HAaCTPOEK pasnuuHbIX cryx0 u npunoxenun (HTTP-cepsep,
cnyxba STP/RSTP, cnyx6a DDNS, FTP-cepsep).

B pasgene CeTb onucaHbl CTpaHuubl ynpaBlieHUd ceTeBbiIMU NMapamMeTpamMmm CUCTEMbI (HaCTpOIZKa CeTeBbIX
MHTepd)eﬁCOB, HaCTp0I7IKa CTaTU4eCKMX MapLipyToB U T. I'I.) N TakuMmn 6a30BbIMKU CETEBLIMU CJ'Iy)K6aMl/I, Kak


https://openwrt.org/

1 BBegeHue

DNS n DHCP. Takke B gaHHOM pa3sgernie NpuBoanTCS onucaHne HacTPONKN MEXCETEBOIO aKpaHa 1 onuvcaHue
MCNONb30BaHUS [MarHOCTUYECKUX ceTeBbiX yTunut (ping, traceroute, nslookup), ans kotopbix B LuCl
peanunsoBaH rpaduyeckuin nHTepdenc.

B pasgene CtatucTuKa cogepXaTca cTpaHuLbl npocMoTpa rpadukoB crnyxbbl ctatuctukm collectd n RRDtool
ONs Ux BU3yanusauum, a Takke CTpaHuLa HacTpoeK AaHHOW CryX0bl.



1 BBegeHue

1.1 NMopaepxxmMBaemMbie KOHTpoNnepbl
B naHHOM pykoBoacTBe onmcaH BeD-nHTepdenc ynpaBneHns cregyoLlmMy KOHTponiepaMmm npon3BogcTea
komnaHun OBEH:

* [71K200 — koHTpoNnep Ans cpegHux n Manbix CUCTEM aBTOMaTu3auuu;

* [MJIK210 — koHTponnep 4Na CpeaHnx u pacnpenenéHHbIX CUCTEM aBTOMaTU3aunu;

* CIMK1xX — KOHTpOMnep ¢ CEHCOPHbIM 3KPaHOM 151 NTIOKaNbHbIX CUCTEM aBTOMATU3aLMMK;

* C[1K210 — KOHTpOnnep ¢ CEHCOPHbIM 3KPaHOM A1 NOKaNbHbIX CUCTEM aBTOMaTM3aunn.

El NMPUMEYAHUE
Habop dyHKkumMIN BED-NHTEphEica ynpaBneHnsi 3aBMCUT OT BEPCUM NPOLLMBKM KOHTposnnepa. Tekywas
BEPCUSI JOKYMEHTa COOTBETCTBYET MPOLUMBKE 3.5.XXXX. XXXX.

1.2 NopnepxnBaembie bpay3epbl

Beb-uHtepdpenc ynpasnenusi LUCl paccumtaH Ha paboTy co cnegywowmmn 6paysepamu:
» Google Chrome (Bepcus 85.0.4183.102 nnu Bbiwe);
* Mozilla Firefox (Bepcus 80.0.1 nnu Boliwe);
* Opera (Bepcusa 70.0.3728.178 vnu Bbiwe);
* Microsoft Edge (Bepcus 87.0.664.66 nnwu BbiLe);
* Microsoft Internet Explorer (Bepcusi 11.0.9600.18817 nnu Bbiwwe).

Pabota Beb-uHTepdenca Ha apyrux bpaysepax (MM Ha NepevMCrieHHbIX, HO C Bonee HU3KMMK BEPCUSIMM)
BO3MOXHa, HO NOrHas PYHKLMOHANbHOCTb HE rapaHTUpyeTCs.

Beb-uHtepdpenc ynpasneHus KOHTpornnepamy SBASETCS afanTuMBHbIM W nogaepxusaeT paboTy Ha
MOBUIMBbHBIX YCTPOMNCTBAaxX (MOOUNbHbIE TeNedOHbI, NMaHLWeThbl) C paspelueHnem akpaHa He meHee 400 x 600
Touek. MobunbHas Bepcusi Be6-uHTepdenca otnnyaeTcs OT HACTONbHOW NULLIL PACMNONIOXKEHUEM U Pa3MepoMm
HEKOTOPbIX ANTEMEHTOB.

B cBA3M ¢ aTum MoOuMnbHas Bepcus BebG-mHTepdperica B OOKYMEHTE OTAENbHO HEe paccMaTtpuBaeTcsd, a
onucaHa TOmnbko paboTa ¢ Beb-mHTepdencom yepes Opaysep C MCMNOMb30BAHNMEM OObLIMHOIO HAaCTOSTBbHOIO
nepcoHanbHOro koMmnetoTepa. Bce npencrtaBneHHble B AaHHOM [OOKYMEHTE CKPUHLLOTHI Beb-mHTepdpenca
BbINOMHEHLI C ucnonb3oBaHMeM bpaysepa Mozilla Firefox, 3anyLieHHoro B onepaumoHHon cucteme Microsoft
Windows 10 (x64).
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https://owen.ru/product/plk200
https://owen.ru/product/plk210
https://owen.ru/product/spk1xx/
https://owen.ru/product/spk210

1 BBegeHue

1.3 NoakntoveHne kK Web-nurepdency LuCl

Mpn nepeom nogkntodeHmnn kK Web-nHtepdericy LUCl no npotokonam HTTP nnn HTTPS 6yaet otobpaxeHa
CcTpaHvua ayTeHTMdMKauum ¢ nonsiMum ANnd BBOAA MMEHW MNoMb30oBaTenst M Napons, Kak Mnoka3aHo Ha
pucyHke 1.2.

UBI:H
plc210

BbINosHUTE ayTeHTUdUKALMIO

Wwms nonb3osaTens root

Naponb sses

PucyHok 1.2 — CtpaHuua ayTeHTUdUKaLmm
Mo ymonyaHuto, ons ayteHTudmkaumm Heob6xXoamMmMo UCNonNb30BaTh CreayloLme YYETHbIE AaHHbIE;
* MMS NOMb30BaTEeNs — «rooty;

* Mapornb — «owen».

NMPUMEYAHUE

El HacTpolika napons nonb3oBarens «root» ¢ ucnons3opaHmeM Web-nHtepderica LuCl paccmotpeHa B
pasgene 4.3.1 gaHHoro pykosogcTea. Kpome Toro, naporb nonb3oBaTens «root» MOXHO 3agaTh npu
nomoLum MacTtepa HaCTPOMKu.

Ecnu Bxog B cMcTeMy BbINOMHAETCA NEPBLIN pas, TO NOCME YCNeLHON ayTeHTUgmKaLmMm nons3osarento dyger
npeasioXKeHo BbINOMHUTL HACTPOWKY YCTPOMCTBA Npu nomowwm Mactepa HaCcTPOWKM.

1.4 ABTOMaTn4yeckoe obHoBneHne nHdopmaumm

Ha mHorux ctpaHuuax Beb-uHtepdenca LuCl peanmsoBaHa yHKLNSE aBTOMATU4ECKOro 06HOBNEHUSA AaHHbIX
B peanbHOM BpeMeHu. Ecnun Ha cTpaHuue ucnonb3yeTcsa AaHHas yHKUMS, TO B 3arofloBke CTpaHuLbl crnpasa
OT rmaBHOro MeHto Byget npucyTtcTeoBaTth Hagnce ABTOOBHOBJIIEHUE BKINKOYEHO (cm. pucyHok 1.3, a).
ABTOMaTM4Yeckoe OOHOBMEHME AaHHbIX MOXHO OTKIOYUTbL HaxkaTtueM Ha Hagnucb «ABTOOBHOBIEHUE
BKITKOYEHO». Mocne atoro Hagnuck namenntca Ha ABTOOBHOBJIEHUE BbIKITKIOYEHO, kak nokasaHo Ha
pucyHke 1.3, 6.

S ABTOODHOBNEHWE BENKMEHD c ABTOO@IIDBHEIIHE EbIKNHYEHD
(8) ABTOMATHYECKDS () ABTOMATHUECKDE
OGHOBNEHWS BEMIGYEHO 0GHOBMEHKE BRIKMIOYEHO

PucyHok 1.3 — ABToMaTuyeckoe o6HOBMEeHNe AaHHbIX CTPaHULbI

WHTepBan aBTOMaTnyeckoro obHOBMEHUs MHopMaLMKM MO YMONYaHU paBeH 5 cekyHaam U MOXET ObiTb
HacTpoeH Bo Bknaake JononHuTenbHble cTpaHuubl O6Lme HaCTPOWNKM pasgena rmaBHoro MeHio Cucrema
(cm. pasgen 4.1.4).
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2 MacTep HacTpouku (Tonbko ans MNJIK2xx)

2 MacTtep HacTpomku (Tonbko ana MJK2xx)

MacTep HacTpoWikun NO3BOMSET BbINOMHUTL KOHUIYpaLIMIO OCHOBHbIX MApaMeTPOB YCTPOWCTBA 3a HECKOIbKO
MPOCThIX LUAroB.

[Mpn nepBom 3anycke yCTPOWCTBA, NOCMEe BbIMNONMHEHNS BXxoaa B cuctemy (cM. pasgen 1.3), 6yaert BbiBeaeHo
OKHO C NpeanoXeHneM 3anycka Mmactepa HaCTPOWKM, Kak NMoka3aHo Ha pUCyHke 2.1.

MacTep HacTpoOlKHK
[do6po noxanosaTb B Be6-uHTepdeic KoHpurypayuu yctpoictea IMJIK210
. 1. p.oﬁpo noxanoeaTb

PekOMeH/YeTCA BbINONHMTE HAYaNbHYK KOHPUIYPaLMIo YCTPORCTES C NOMOLLBHD MacTepa HACTPOMKK. MacTep HacTpoiki
No3BONAET BbINOMHUTEL KOH(PUIYPaLWK OCHOBHBIX NApaMETPOR YCTPORCTEA 33 HECKONBKD NPOCThIX Waros.

Ecnw Bbl He xoTUTE HacTpaveatob ‘y'CTpC'FICTEID CENYAC HAMMUTE KHONKY <=33KpDITD mMacTep HaCTpDﬁKH". Bbl moxeTe
3anycTHTb MacTep HaCTpDﬁKH nosxe, Bblf‘paB MYHKT 'ZZN13CTE‘|3 KC-HC‘JHI'}'DGLI,HH:‘- W3 MeHio «CucTemas

MHTepdeicor [LNA 3anycKa HayanbHOH KOHGUIYpPaLMK YCTPORCTEA C MCNONb30BaHUEM MacTepa HACTPOMKM HaXKMUTE KHOMKY
«[lanees

INanee

PucyHok 2.1 — 3anyck «MacTepa HacTpOuKu» nNnpu NepBOM BKJTHOYEHUMU YCTPOMCTBA

Ons npoaomkeHna pa6OTbI mMmacTepa HaCTpOl7IKI/I HeobxoaMMo HaxaTb KHOMKY Danee.

m NMPUMEYAHUE
B panbHenwem mactep HaCTPOMKN MOXKHO 3amnyCTUTb BPYYHYHO Mpy NoMoLLM nyHKTa MmeHio MacTtep
HaCTPOWKM rMaBHOro MeHo Cucrema.

KoHdhurypaumsa napaMeTpoB B MacTepe HaCTPOWKN pasfderneHa Ha criegylowme waru:
1. Bbibop a3blka uHTEpPGENCa;
. YcTaHOBKa napornsi 4OCTyna K yCTPOWCTBY;
. KoHdburypauums napameTpoB XocTa;
. Hactpoiika gatbl 1 BpemeHu, Bkntoyasi KoHurypaumio knmeHta n cepeepa NTP;
. BbIbop cxeMbl ceTeBbIX NOPTOB TONbKO ANns KoHTponnepos MIK2XX;
. Hactpoiika ceTeBbIx MHTEPGENCOB;
. Hactpowika cnyx6bl SSH;
. HacTpowika cnyx6bl FTP;

© 00 N O o~ WDN

. HacTpoliika npaBun mexceTeBoro akpaHa.

NMPUMEYAHUE
B 3aBMCUMOCTM OT 1CMONb3yemMoro KOHTPOsepa KONMMYeCcTBO M COCTaB HacTPOEK Laros mactepa
HaCTPOMKM MOXET OTNMYaTLCA.

=

B nesow yacTu okHa MacTepa HacTpoek pacnonoXeHa nHgopmauusa 0 XoAe BbIMOSTHEHUS HACTPOWKKN B BUAe
crnucka LaroB, B KOTOPOM 0603HaYeHbl yXXe MPOMAEHHblE Luark, TEeKyLWMW war U OCTaBLUMEeCH wWarn Ao
3aBEPLUEHNSI HACTPOWKMN (CM. PUCYHOK 2.2).
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2 MacTep HacTpouku (Tonbko ans MNJIK2xx)

'8 N

MacTep HacTPOAKK HacTpoiku SSH

' 1. [ofipo noxanosats
J 1. HablK

J 3. Mapons yoTpaikcTea BRAOYATE SSH-Cepsep
+ 4. oot

o 5. Jiawa v Bpems

3AECh Ehl MO Lels

o 6. Bblfiop cxemMbl ceTERLIX NOPTOR
+ 7. Kordwrype und cetestin nHTephiehcos BHIE SR P
+ B. HECTPORKS PEZEDENPOBEHINA
= 9, Hactpoiku S5H

10. Hecrpownkw FTF

KoH ?IL-!_\'['-.'-!l 1A MEXCETERGID IKPAHA

X0, BbINONMHEHWA

HACTPOWKA rootigplc210
RSA, 2048 Gur
ARARRINZaClvcl EARRATACARARRBADCHA . Hi cFedLCgEQPQOEWEdHxGOF1ISi lwHn2ZR

LoCasATb KU

v

Kiomar ynpasnerits =

PucyHok 2.2 — MacTep HacTpOMKU. NeMeHTbI yrpaBneHus
B HWXXHel YacTu CTpaHuLbl MacTepa HacTPOEK PACMoNoXeHa NaHernb KHOMOK YNpaBneHns (CM. pUCYHOK 2.2).

KHonka 3aKpbITb MacTep HaCTPOWMKU BbIMOSHAET HeMeaSieHHOe 3aBeplueHne paboTbl MacTepa HacTPOMKM
6e3 NpuMeHeHVs1 NapaMeTPOB TEKYLLErO Liara.
El NMPUMEYAHUE

3akpbITMe MacTepa HacTPOWKK NPY MOMOLLM KHOMKM 3aKpbITb MacTep HaCTPOMKM He
BOCCTaHaBJMBaET UCXOOHbIE NapaMeTpbl KOHDUrypaLumm (akTMBHbIE 4O 3anycka MacTepa HaCTPOWKH).

KHonka Hasap (OTcyTCTByeT Ha nepBOM u.|are) BbINOJTHAET nepexon K npenbiayuiemy Liary. M3meHeHHble
napamMeTpbl TEKyLLEero wara npm 3ToM He NpUMeHAKTCA.

El NMPUMEYAHUE
I'IpvuweHeHme Bbl6paHHbIX napamMeTpoB Ha KaXXOoM Liare BblNMOJIHAETCA HeNnocpenCTBEeHHO nocne
HaXaTtna KHOMKN anMeHVITb U NpoAoITXUTb (I/IJ'IVI 3aBepI.LWITb ana nocnegHero Luara).

Mexgy obnacTblo MacTepa HaCTPOWKM (CM. PUCYHOK 2.2) N MaHEeNb KHOMOK YNpaBrieHNs pacnosioKeHbl cCamm
3NeMeHTbl HAaCTPOEK NapamMeTpoB Kaxaoro 13 waroe (obnacte HacTtporku Ha pucyHke 2.2). B nocnegytowmx
pasgenax NpMBOAMTCA ONMCaHUe 3TUX HAaCTPOEK Anst KaX4Ooro wara Mactepa HaCTPOWKU.
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2 MacTep HacTpouku (Tonbko ans MNJIK2xx)

2.1 A3bIK

Ha aTom ware macTepa HacTpOWKM npeanaraercs BbIMOMHUTL HACTPOWKY si3bika BeO-uHTepdpenica LuCl.
OneMeHTbI CTpaHuLLbl HACTPOEK si3blka MOKa3aHbl Ha puUcyHke 2.3.

MacTep HacTporKK
HacTpoiku AsbIKa
+ 1. Jo6po noxanosaTb

« 2. A3bIK

apon: : A3bIK Pycckuii (Russian) hd

PucyHok 2.3 — Mactep HacTpoiku. Hactponku sisbika uHTepcenca

B Bbinagatowem cnvcke S3bIK MOMMMO CMMCKA SI3bIKOB COAEPXKUTCS 3reMeHT auto, KOTOpbIfi MO3BOMSET
UCMonb3oBaTb PEXUM aBTOMAaTUYecKoro Bbibopa fA3blka WHTepdoeiica B 3aBMCUMOCTM OT  si3blKa,
ucnonb3yemoro B 6paysepe KnneHTa.

El NMPUMEYAHUE
B panbHenwem ycTaHOBKY (CMEHY) fi3blka MHTEPdIENCA MOXHO BbINOMHUTL BO BKNaAKe A3bIK NyHKTa
MeHto O6LmMe HaCTPOMKM rmaBHOroO MeHto Cucrtema (cm. pasgen 4).

2.2 NMaponb ycTpoucTBa

Ha atom ware macTepa HacTpOWKM npefnaraeTcsl BbIMOMHUTL YCTAaHOBKY (CMeHy) nmapons JocTtyna K
YCTPOWCTBY (CM. PUCYHOK 2.4).

MacTtep HacTpoiku
Mapone ycTpoWcTBa
v 1. [o6po noxanoeaTtb
v 2. f3blk
« 3.Maponb ycTpoiicTea
oy W3MeHuTs Nnapons

Naponb w

MoarsepxaeHne napona X

PucyHok 2.4 — MacTep HacTponku. YCTaHOBKa Napons yCTPpoucTBa

Mpy HeoBXoANMMOCTU YCTAaHOBKU HOBOIO Mapons Hy>KHO OTMETUTb onuuio U3aMeHUTb Nnapornb 1 BBECTU HOBbI
naponb B none Maponb. B none MNoareepxaeHue napons Heo6xoaUMMO NOBTOPUTbH BBOA HOBOrO Mapons.
Maponu B nonsx Maponb 1 NMoaTBepxAaeHMe Napons JOMKHbI COBNaaath.

Ecnn cmeHa napons He TpebyeTtcs (HEOGXOOMMO OCTaBUTb TEKYLLMA Naponb 6e3 U3MeHEeHMit), TO onuuto
MN3MeHUTb Napornb HYXXHO OTKIOYNTb.
El NMPUMEYAHUE

B panbHenwem ycTaHOBKY (CMeHY) naporns 4oCTyna K yCTPOMUCTBY MOXHO BbINOMHUTL BO BKIaake
Maponb ycTponcTBa NyHKTa MeHo YnpasneHue rnasHoro meHio Cucrtema (cMm. pasgen 4.3.1).
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2 MacTtep HacTponku (Tornbko ans MIK2xx)

2.3 XocT

Ha paHHOM Lware macTepa HacCTPOWMKM BLIMOSIHSAETCA KOHUrypauus napameTpoB XOCTa yCTpowmcTBa (CM.
pUCYHOK 2.5).

MacTep HacTpoiKu

HacTpoiiku xocTa
J 1. No6po Noxanoeats

J 2. fizbik YKamMTe MMA X0CTa IHHOTO YCTPOMCTEa
v 3. Maponb ycTpoicTea
* 4. Xocr

MmA xocTa plc210

5. [lata v BpemnA

6. BbiGOp CxeMbl CETEBLIX NOPTOR

7. KoHpurypauns ceTeBbix mHTepdeiicos
8. HacTpoiiku SSH

9. Hactpoiiku FTP

10. KoHurypauma MexceTeBOro 3KpaHa

e

PucyHok 2.5 — MacTep HacTpounku. HacTpoika napameTpoB xocTa

[lna HacTpowikv JOCTYNEeH TOMbKO OAUH NapamMeTp — UMS XocTa.
m NMPUMEYAHUE

B panbHenwem KoHdurypauumio napameTpoB XOCTa MOXHO M3MEHUTb BO BKNaake XOCT NMyHKTa MEHI0
OO6uime HacTPOMKM MmaBHOro MeHo Cuctema (cMm. pasgen 4.1.1).

2.4 Nlata n BpemA

Ha paHHOM LWware macTepa HacCTpOWKM BbIMOMHSAETCH KOHMUrypauusi napameTpoB JOKanbHOrO BPEMEHU
YCTPOWCTBA, a TakKe NapameTpoB CUHXPOHU3ALIMIU BpeMeHM Npu nomoluy cnyx6el NTP (cM. pucyHok 2.6).

MacTep HacTponKu

HacTpoHKKH NOKanbHOro BpeMeHH!
v 1. [o6po noxanosaTs

W 2. A3bIK HacTpoWka NoKansHOTO BPEMEHW YCTPOWCTBA

+ 3. Mapons ycTpoicTea
4. XocT Hata v BpeMa 2024-05-22 14:41:07 +0300

© S:H=tamepens CHMHXpOHW3NpOBaTh ¢ 6pay3epom
6. BolBOp CXeMbl CETEBbLIX NOPTOE = prer

KoHDUrypaLMA ceTeBhX MHTepheRcoB
8. HacTpo#kn SSH YacoBol nosc GMT+3 ~
9. HacTpo#kn FTP

10. KoHurypauma MexceTeBoro akpaHa CHHXPOHM3ALMA BPEMEHN

Bxnwo4unTe NTP-KAMEHT

Bknwo4nTh NTP-cepeep [

Mcnonb3oBaTh cepBepbl, 06bABNEHHbIE Yepe3 DHCP

Cnucok NTP-cepsepoB

1.ru.pool.ntp.org %
0.europe.pool.ntp.org *
2.europe.pool.ntp.org *

Hasag TpPUMEHWTD W NPOJOMKUTE

PucyHok 2.6 — MacTep HacTpowku. Hactponka natbl u BpeMeHu
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2 MacTtep HacTponku (Tonbko ang MIK2xx)

El NMPUMEYAHUE

B ganbHenwem HacTporKK AaTbl U BpEMEHU MOXHO M3MEHUTb Ha cTpaHuue Bpems nyHKTa rnasHoro
MeHto Cucrema (cm. pasgen 4.2).

2.4.1 HacTpoOMKK NOKanbHOro BpeMeHu

B noapasgerne HacTpoek fokarnibHOro BpeMeHu (CM. pucyHok 2.6) B nose JlokanbHoe BpeMsi oTobpakaeTcs
TeKyllee fokarnbHoe BpeMs 1 aaTa.
El NMPUMEYAHUE

3HauyeHuWe TekylLei AaTbl M BpeMeHu B nore «JlokarnbHoe BpeMsi» 0GHOBSIETCS C NepUoaoM 5 cekyHa.

Mepuon 06HOBMEHWS 3aBUCUT OT HAaCTPOVKM aBTOOBHOBMEHUS CTPaHULbl, @ TOYHOCTb OGHOBIEHNS
paBHa +1 cekyHae OTHOCUTENbHO 3a4aHHOM.

KHonka CMHXpOHM3MpOBaTb Cc 6pay3ep0M 3afaeT JioKalnbHyKO OaTty U BpeMA Ha KOHTponnepe B
COOTBETCTBUN C TeKyLIJ,eIZ naTton n BpeMeHeM, YCTaHOBIIEHHbIMW Ha KOMMNbKOTEPE KIMUEHTa (B 6pay3epe). I'Ipvl
cnegymwowiem obHoBneHun nons JlokanbHoe BpemMsA 6y,lJ,yT yCTaHOBINEeHbl HOBbl€ 3HA4YeHUA OaTbl 1 BPEMEHWN.

B Bbinagatowem cnucke YacoBoW NOSAC BbINOMHAETCA BbIOOP 4acoBOro nosica foKarnbHOrO BpeMeEHU
yctporicTta. [ns otobpaxeHusi B none JlokanbHoe BpeMs BpeMeHW B COOTBETCTBUM C BbIOpaHHbIM YaCcOBbIM
NosicoM, HEOBXOAMMO HaxaTb KHOMKy MpuMeHUTb BbIOPaHHbLIN YacOBOMW NOAC U AOXAATbCA CneayoLwero
obHOBNEHMS 3HayeHns nons JlokanbHoe Bpemsi.

2.4.2 CuHxpoHU3auus BpeMeHu

Onuma Bknwountb NTP-KNWeHT BKMOYAET CUMHXPOHU3aUMO BpemMeHu npu nomowm NTP-knueHTa.
CWHXPOHM3aLMs BbINOMHSETCS ¢ ncrnonb3oBaHnem cnucka NTP-cepBepoB, nepeuncrieHHblx B cnucke Cnmcok
NTP-cepBepoB.

Onuuns Bknrounte NTP-cepBep Bkrtovaet cnyxby NTP-cepsepa. Ecnu gaHHas onuus BKtoYeHa, TO
YCTPOMCTBO MOXHO MCMNOnb3oBaTth B kadyectBe NTP-cepBepa B ceTu.

Mpn BknoveHnn onuumn Ucnonb3oBaTb cepBepbl, 06bABNeHHble 4Yepe3 DHCP ans cuHxpoHusauum
BpemMeHn ByayT ncnonb3oBaHbl cepBepsl, 00bsiBneHHble DHCP cepsepom (DHCP option 42), koTopbliii Bblgan
YCTPOWCTBY NapameTpbl KOHpUrypaumm ceTu.

B cnucke Cnucok NTP-cepBepoB ykasblBaeTcs cnucok agpecos NTP-cepsepoB, ucrnonb3dyembix Ans
CUHXPOHM3aLMM NOKanNbHOro BpeMEHU NpU BKMOYEHHON onuun Bknounte NTP-knueHT.
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2 MacTep HacTpouku (Tonbko ans MNJIK2xx)

2.5 Bbi6op cxeMbl ceTeBbiX NOpPTOB (Tonbko Ana MNIK2xx)

Ha paHHOM ware macTepa HacTPOMKM BbIMOMHSETCS BbIOOP CXeMbl CETeBbIX MOPTOB YCTPOWCTBA (CM.

pucyHok 2.8). Cxema ceTeBbIX MNOPTOB oOnpedensieT porb Kaxgoro u3 @usnM4eckMx CceTeBblX MNOPTOB
YCTPOWCTBA.

Bbibop cxeMbl CETEEBIX NOPTOB

Beifepure cxemy onpeienauly pony ceTeskix NopTos yo

®  Cxema1:
Mopt Onucanue
WAN
Ethemnet 1 =
Ethemet 2 Moctoeoe LAN nogkntouenie - Eth4
S - e = e
Ethemet 4 WAN nogknoyeHmue Eth ::E
HMI |
Eth 1 Eth 2
(- STR/RSTP )
LAN
Cxema 2:
Mopt Onncanue
WAN _. :
Ethernet 1 -
MocTosoe WAMN nogkmouenmne LANN Bl = LAN n+1
Ethemet 2 B by
Ethemet 3 LAN nogkrovenne #1 i : STP/RSTP
Ethemet 4 LAN nogkmoueHue #2 = i

LAN1 1 LAN 2

O Cxema3:

Mopt Onucanue ; 3 WAN n——
Ethemet 1 LAN 2 m &6 -
Ethemet 2 LAN nogrnodenne #1 (mocT) Eth 4 Eirewa
Ethemnet 3 _—.Eth = .—
Ethemet 4 LAN nogknioyenne #2 - —p

8 » i B =
Eth 1 Eth 2

(- STP/RSTP (- STP;’RSTF‘)

LAN 1 | | | LANN

PucyHok 2.7 — MacTtep HacTpounku. BbiGop cxembl ceTeBbix noptoB MJ1K210

Onsa MJIK210 gocTynHel criegytoLwme Tpy CXeMbl CETEBbBIX MOPTOB (CM. pUCYHOK 2.8):
1. Cxema Ne1

MopTtbl Ethernet 1, Ethernet 2 n Ethernet 3 06beanHeHbl B MOCTOBOE NOAKITHOYEHME K JTOKaIbHOW CETH
(LAN).

MopT Ethernet 4 ncnonb3yeTca Kak oTAeNbHbIN N30NNMPOBaHHBINA CETEBOW MHTEpPdEC Ans
noakntoyeHust K rnobanbHomn cetn (WAN), 3aLULLEHHBIN MEXCETEBBIM SKPAHOM.
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2 MacTep HacTpouku (Tonbko ans MNJIK2xx)

2. Cxema No2

MopTbl Ethernet 1 n Ethernet 2 o6beanHeHbl B MOCTOBOE nopktoveHue K rmobansHon cetn (WAN),
3aLUULLEHHOE MEXCETEBbIM 3KPAHOM.

MopTel Ethernet 3 n Ethernet 4 agnsatoTca oTaenbHLIMY 30MMPOBaHHLIMU CETEBBIMU MHTEPdEncamm
Ons nogknioveHus Kk nokansHbiM cetsim (LAN).

3. Cxema Ne3

MopTtbl Ethernet 1, Ethernet 2 n Ethernet 3 06beanHeHbl B MOCTOBOE MOAKITHOYEHME K JTOKAIbHOW CeTH

(LAN).

MopT Ethernet 4 aBnseTcs oTAenNbHLIM 30NMPOBAHHLIM CETEBLIM MHTEPdENCOM ANA MOAKNIOYEHUS K
oTaenbHon nokansHow cetn (LAN).

@ ‘I'IPEHYI'IPE)KD,EHI/IE

Cxema 3 He NMeeT 3aLMLLEHHOIO MEXCETEBBIM 3KPaHOM NOAKMoYeHUs K rmobanbHon cetn (WAN).

Onga MJIK200 goctynHbl cnegyowwmye Tpy CXeMbl CETEBbLIX NMOPTOB:

MacTep HacTpolKu

Y 1. Oobpo nomanoeark

e T

¥ 3. Maponb ycTpoRcTea

+ 4. Xoct

¥ 5. [aTa v epemsa

* 5. Boiffop cXeMbl CETEBbIX NOPTOR

Bbi6op cXemebl CeTeBbIX NOPTOB

® Cxema 1

TMopT 1 MCONb3YETCA KaK OTAENbHbIA MB0NMPoBakHbIA CeTeBON MHTepdeiic ANA NOAKNIOYEHMA K IOKANbHON CETH
(LAN). MopT 2 UCnoNb3yeTCR KK OTAENBHDIR M30NWPOESHHBIN CeTeE0N WHTepheic ANA NOAKNMOUEHUR K TNOGanbHOR
ceTH (WAN), 231LMILEHHBIR MEMCETEERIM 3KDAHOM. B ONepauMoHHON CUCTEME Kam bl NOPT NpeAcTasneH
OTAENEHLIM CETEELIM MHTEPhEACOM.

Mopt Onucanme

Ethernet 1 LAN nogxnrodeHue

Ethernet 2 WAN nogxknueHme -

() Cxema 2

MopT 1 MCNONB3YETCA Kak OTASNbHbIA M30NWMPOBaHHBIR ceTeROR MHTepdeic ANA NOAKIHOUSHMA K NOKANEHON CETH
(LAN 2 1 3). TTopT 2 MCNoNbayeTcA KaK 0TAeNbHbIA M30NMPOBaHHBIA CeTeBoW MHTepdeiic ANA NOAKMHOYEHNA K
OTAENbHOR NoKanbHoW ceTh (LAN 1). B onepalMoHHOR CUCTEMe Kax(Obid NOPT NpefCTaBNeH OTAeNbHbIM CETEBLIM
MHTEpGercom

Mopt Onucaxue
L
Ethernet 7 LAN nogknoyeqne #1 izl Ll
LNz ol LAN 3

Ethernet 2 LAN nogkmoueHune #2 - i -

Hasag TNpUMEHUTD U NPOACIKATE

PucyHok 2.8 — MacTep HacTpounku. BbiGop cxembl ceTeBbIX NOPTOB Assi KOHTponnepa MNJK200

* Cxema Neo1:

MopT Ethernet 1 ucnonb3yetcs Kak OTAENbHbIN M30MMPOBAaHHLIN CETEBOW MHTEPMENC ANs NOOKIMI0YEeHNs

K nokanbHon cetn (LAN).

MopT Ethernet 2 ncnone3yeTtcst Kak oTAerNbHbLIA N30MMPOBaHHLIN CETEBOW MHTEPdIENC ANA NOAKNI0YEHUS
Kk rmo6anbHoi cetn (WAN), 3aLMLLEHHBIN MEXCETEBBIM SKPaAHOM.

[aHHasa cxema nossonser pa3aennTtb CeTb Ha ABE 30HbI, obecneymBas ogHO NPOCTpPaHCTBO |P-a,El,peCOB

ans nopta Ethernet 1.
(D NPEAYNPEXOEHUE

PekomeHayeTcs ycTaHOBUTL auHamudeckuii IP-agpec u Bktountb pexxum DHCP ans nopta
Ethernet 2. IP-agpec B 30He LAN pekomeHayeTcst HacTpamBaTbh Kak CTaTUYECKUIA.
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2 MacTep HacTpouku (Tonbko ans MNJIK2xx)

"
______________________________________________________________________ - B
$ VA
Eth 2 Eth 1 Firewall

I | !1 i1 i

» | |

H

| I

LAN

PucyHok 2.9 — Cxema Ne1 ceteBbix nopToB KoHTponnepa MNJ1K200

» Cxema Ne2:
_5 WAN @-_-‘;
= R = [t —— v rviiebany _.._.':‘;_'__'-f:_. = . =t . ettt i v e L TR I“ - ‘
' Firewall
LAN 1 i :
LAN 2

-ll—élll P
| WA |
. | |® I

PucyHok 2.10 — Cxema Ne3 ceTeBbIx nopToB koHTponsepa MNJK200

MopT Ethernet 1 ucnonb3yeTcs Kak OTAEMNbHbIN M30MMPOBAHHLIN CETEBOW MHTEPMENC ANs NOAKNoYeHns
k nokanbHown cetu (LAN 1).

MopT Ethernet 2 ncnonb3yeTtca Kak OTAeNbHbIN N30NMPOBaHHbINA CETEBOWN MHTEPdEC AN NOAKNIoYEeHNSs
K oTaenbHon nokanbHom cetn (LAN 2 n LAN 3).

NPEQYNPEXOEHUE

G) Cxema He UMeeT 3aLUMLLEHHOTO MEXCETEBBIM 3KPaHOM NOAKMNtoYeHMs Kk rmobansHom cetn (WAN). B
cny4yae HeobxoaMMocCTu nogknoyeHus K rnmodansHon cetn (WAN) pekomeHayeTcs UCnonb30oBaTh
NPOMBILLITEHHbIA MapLUPYTU3aTOpP C NOAAEPXKKON PYHKLMM MEXCETEBOrO 3KpaHa.

2.6 KoHdurypaumsa ceteBbiX MHTepcdencon

Ha paHHOM Luare BbINOMHAETCS KOHUrypaLms ceteBbiX MHTEPEENCOB B COOTBETCTBUM C BbIBPAHHOW CXEMOW
CeTeBbIX MOPTOB Ha npefblaywiem Lware (CcMm. pasgen ). B 3aBucumMocTu OT BbIGpaHHOW CXeMbl CETEBbIX
MOpPTOB, KaXabl HacTpansBaeMbln MHTEPdENC MOXKET BbiTb OAHOIO U3 CriedyoLmX TUNOB:

* moctoBoe LAN—noaknto4eHme;
» moctoBoe WAN-nogkntoyeHue;

* oTAenbHbIn nHTepdenc ana LAN—nogkntodeHus;
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2 MacTep HacTpouku (Tonbko ans MNJIK2xx)

* oTAenbHbIN nHTepderc ans WAN—nogknoyeHus.

HacTpoliku kaxxgoro ceteBoro MHTepenca pacnonoxeHbl B OTAENIbHOW BKIIaaKe:

MacTep HacTpoOAKu

Kondwmrypauus ceTesbix nHTepdeiicos
J 1. JoGpo nomanoeaTb

J 2. fzbik

J 3. MNaponb ycTpoiicTea
= fTokaaaTb BbiOPaHHYI0 CXemMy

J 4. Xoct
+ 5. [aTta u epemA
+ 6. BoiGOp CxeMbl CETEBDIX NOPTOB Brumanue

» 7. KoHMrypaumwa ceTeBbiX MHTepdeicos

LAN noggnrodenmne | WAN nogknoyeHne
MpoTokon CTaTWYECKUi aapec .o
|Pv4-anpec 192.168.0.10|

Macka ceTu IPv4 255.255.0.0

Brnwoynto DHCP-cepeep

Mpegen agpecos DHCP 100
CtapToBbii agpec DHCP 150
Bpemn apeHani agpeca DHCP 12h

PucyHok 2.11 — MacTep HacTpouku. HacTponku ceteBbIX MHTepchencoB

[nsa nHtepdericoB BCEX TUNOB JOCTYMHbI CNEAYIOLWNE HACTPOWKM:

* [MpoTokon — NpoToKon nHTEpgenca.

Bo3MoxeH BbIGOp M3 CreayoLLMX NPOTOKOMOB:
— CraTtuyeckuit agpec — IP-agpec 1 Macka NoACETU YKa3blBAKTCS BPYYHY!HO;

— KnueHnt DHCP — IP-agpec n macka nogcety Ha3HayalTCsl aBTOMaTUYECKU C UCMONb30BaHNEM
DHCP-npoTtokona.

* IPv4-appec — IP-agpec ceteBoro nHtepdenca ans IP-npotokona sepcun 4. [laHHasa HacTponka
[OCTynHa TornbKo npu Beibope npotokorna CtaTu4yeckui agpec.

» Macka cetu IPv4 — macka nogcetu ans IP-npotokona Bepcum 4. [laHHasa HacTpomnka AOCTYMNHa TONbKO
npv Boibope npotokona CtaTuyeckui agpec.

* lLinpokoBewaTenbHbIn IPv4-agpec — wnpokoBeLaTenbHbIn agpec cetn ang IP-npoTokona Bepcun
4. llinpokoseLLaTenbHbI agpec CeTU MOXHO He YKa3biBaTb (OCTaBUTbL MOrie NyCcTbiM), Torga oH byaet
BbIYMCINEH aBTOMATM4YECKM Ha OCHOBaHUK 3Ha4YeHun IP-agpeca n mackn cetu. [laHHast HacTporika
[oCTynHa Tonbko npu Beibope npotokorna CtaTuyeckui agpec.
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2 MacTtep HacTponku (Tonbko ang MIK2xx)

Ona nHtepdeincoB MocToBbIX nogknoyeHnn (MmoctoBoe LAN 1 WAN noakrnodeHrs) AoCTynHbl cnegyowne
[OMNONHUTENbHbIE HACTPOMKMK:

* Bepcusa STP/RSTP — Bepcus npoTtokona cBs3Horo agepesa (Spanning Tree) anga mocra:
— RSTP — ucnonb3oeatb npotokon RSTP (Rapid Spanning Tree Protocol).
— STP — ncnonb3osatb npotokon STP(Spanning Tree Protocol).
— OTKNIOUYEHO — OYHKLMM CBA3HOIO AepeBa OTKMOYEHbI.
El NMPUMEYAHUE
C 6onee nogpobHon nHgopmaumern o6 ncnonbdosaHuu ycrponctaa MNJ1K210 B cetax Ethernet ¢

noaaepxkon nporokonos STP/RSTP MOXXHO 03HaKOMUTBLCH B CPaBOYHOM PYKOBOACTBE U
PYKOBOACTBE Morb30oBaTernsi.

IOna wvHTepdericoB nogkntodeHus k rnobanbHonm cetmu WAN (MoOCTOBOe WM OTAENbHbIN UHTEpPdeENC)
OOCTYMHbI cneayoLme AONoNHUTENbHbIE HACTPOWKN:

* IPv4-agpec wnto3a — IP-agpec wnto3a gns IP-npotokona Bepcum 4. [laHHaa HacTponka 4OCTynHa
TOINbKO Npw Bblbope npoTokona «CtaTnyecknn agpecy.

* UIcnonb3oBaTb cob6cTBeHHble DNS-cepBepa — HacTpolika No3BoNseT ykasdaTb COOCTBEHHbIE agpeca
DNS-cepBepoB ansi 4aHHOro ceTeBoro HTepdenca.

Insa nHTepdelricoB nogkntoveHus k nokansHon cetu LAN (MOCTOBOE Mnu oTaenbHbIn MHTepdenc) AoCTynHa
BO3MOXHOCTb BkNntoyeHuss DHCP-cepBepa, koTopas npeacTaBneHa CregylolwyMn  OOMONHUTENBHBIMM
HacTpoWKaMu (gaHHble HACTPOWKM LOCTYMHbLI TONBKO Npy BbiGope npoTokona CtaTuyeckun agpec):

* Bknrountb DHCP-cepBep — BKntovaeT cnyx0y DHCP-cepBepa Ha ceTeBoM MHTEpdeNce.

* Mpenen agpecos DHCP — makcumarnbHoe KonnyecTBo afpecoB, BblaaBaeMbix B apeHagy DHCP-
cepBepom. [laHHas HacTporKa AOCTYNHa, TONbKO ecnu BbibpaHa onuua Bknrounts DHCP-cepBep.

* CtaptoBbit agpec DHCP — HavanbHbI agpec apeHabl. [laHHas HacTporika AOCTYNHa, TONbKO ecrnu
BbliOpaHa onuusi Bknounts DHCP-cepBep.

* Bpems apeHabl agpeca DHCP — Bpemsi ncteyeHus cpoka apeHabl apeHao0BaHHbIX agpecos.
MuHuManbHoe 3HavyeHne — 2 MuHyThl (120 cekyHa). [JaHHasi HacTpovika OOCTYMHA, TONbKO eCrv
BblOpaHa onumsa Bknrounte DHCP-cepBep.

El NMPUMEYAHUE
CnepnyeTt NOMHUTb, YTO €CINK NOAKMYEHNE K BEO-MHTEPdENCY BbIMONHAETCA Yepe3 OOUH U3

HacTpanBaeMbIX CETEBbLIX MOPTOB, TO NMNOCI1€ Ha)XaTund KHOMKN Hanee nogkntoveHne Kk Be6-|/|HTepcbel7|cy
MOXET ObITb NnoTepsAHO.

HacTtpoliky ceTeBbIX MHTEpPdENCOB Yepes BEO-UHTEPGENC PEKOMEHAYETCS BbINOMHATD, UCMOSb3YS
USB RNDIS-coeanHeHme.
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2 MacTtep HacTponku (Tonbko ang MIK2xx)

2.7 Hactpowuku SSH

Ha paHHOM wWare mactepa HaCTPOWKM BbLINOMHAETCS HacTpoOVKa napaMeTpoB AOCTyna K YCTPOWCTBY C
ncnonb3oBaHmeM SSH-npoTokona:

MacTep HacTpoiKu HacTtpoiku SSH

BicnioumTb SSH-cepeep [

Mopr 22

V8 oKa
.9, HEC‘I'PDEKH SSH PazpewnTb Nnonb3oeaTento sroot BX0A No Naponmo ,JI

SSH wnioum

HeT ny6nuuHbix Knioyer

Jo6autb KNy

PucyHok 2.12 — Mactep HacTpomku. Hactponka SSH

Hactporika Bkniounte SSH-cepBep npeaHasHaudeHa AN BKAKOYEHUSI UMW OTKINIOYEHUST aBTOMaTMYeCKOro
3anycka cnyx6bl SSH-cepBepa npu 3anycke cuctembl.

El NMPUMEYAHUE

Mpu HeobxoguMoCTM OTKIHOYEHUS cny6bl SSH-cepBepa pekoMeHAYETCS BbINMONMHUTL PYYHYHO
HacTpowky cepsepa Dropbear.

Homep TCP-nopta, Ha koTopom ByaeT 3anyuieHa cnyx6a SSH-cepBepa ykasbiBaetcs B none Moprt.

HacTtpoiika PaspewnTb nonb3oBaTento root Bxoa No naponto onpeaensieT BO3MOXHOCTb aBTopusaumm ¢
MCMONb30BaHNMEM Mapons npu nogknoyeHun 4vepe3d SSH. Ecnv gaHHass HacTpoyika OTKIYeHa, To
aBTOpU3auusa Mo Maponio Ans nonb3oBartensd root Gyger oTkntodeHa. Torga Bxod B cuctemy 4vepe3 SSH
BO3MOXEH TOJTbKO C Ucnonb3oBaHmeM SSH-kntouven.
El NMPUMEYAHUE
B pnanbHenwem HacTponku cnyxobl SSH-cepBepa MOXHO M3MeHUTb Ha Bknaake foctyn no SSH
CTpaHuubl YnpaBreHue nyHKTa rnaBHoro MeHio Cucrema, a ynpasneHne SSH-knovamm — Ha
Bknagke SSH—Kmno4mn To1 e cTpaHumubl.

B nogpasgene Hactpoek SSH SSH knoum MoxHO 400aBUTL O4MH UMK HECKOMbKO NyGnuyHbiX SSH-knoyen.
O™ SSH-knoum ByayT Mcnonb3oBaHbl ANS BbIMOMTHEHNS aBTOpPU3aLnn.

Ona no6aBneHms HOBOro NyGNUYHOrO Knkoya HeobxoAMMO BCTaBUTb CTPOKY nybnuyHoro SSH-kniova vnu
nepetawwmTb «.pub» ¢bann B none BBoAa Krya 1M HaxaTb KHONKy lobaBuTb. YcnewHo aobaBneHHbIn SSH-
Kntoy 6yaeT otobpaXkéH Ha CTpaHuLLe, Kak NOKa3aHo Ha PUCYHKE:

22
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SSH kmoum

test@test.local
RSA, 2048 Gur x
AARARINzaClyc2EARARDROABAARBAQCIO SPtdlEghE2EZT+I0PWnxcE/ qwEgTwMOolr

LobaeunTe Knioy

PucyHok 2.13 — MacTtep HacTpounku. [lo6aBneHmne SSH-knrouen

Ona ynaneHns go6aBneHHoro kroya, HeoBXoaMMO HaxaTb KHOMKY C KpacHbIM KPecTUKOM crnpaea OT
MHpOPMAaLIMK O Krtove.

Ons yoaneHus nobaBneHHoro krova HeobXxoouMo HaxaTb KHOMKY C KpacCHbIM KpPeCTUKOM chnpaBa OT
VIH(*)OpMaLIMVI O KIo4ye. I'Ip|/| 3TOM 6yp,eT 0To6pa>|<eHo BCnJibiBakoLwlee OKHO C 3anpocoM noaTBepXAEeHUA
yoaneHua Kino4a, Kak noka3aHo Ha PUCYHKe:

Yaanutb Knoy
Bbl AefCTBUTENBHO XOTUTE YAANUTb cnegyowmin SSH knwoy?

ssh-rsa
ARRAR3NzaClyc2EAAAADAQABAAARAQCHHZIKOX 3nNiKHShS+fr INEWCRX70UTMP1+wINOShHpLaXeQnNLPmivpOcR1ah01VCYh2H/ul
/92UTBXWb78CcSAPVvZbg8yiH9MabdUgafE4agyVSrNdF8ZJzYR4A1CealZEaXEQUeTVZquiWSihAof11uxH
/vhD3/03xMVh223YEeWNebgl kBFSI4XA0I&C1V+e9Z 50whXYNSFPBYFQRSSfhOnK +eyFhdKol 6t 7TxAHON2hIIOYqg

/Y¥qS5oleuR4ve 6wnMDSUJPINIVEYU] rSMM3GSFAZV2t0g65K0ACZzxGP1HkaSmz08xKicFeJLCaeQFQQKwhdXxGEGF1I5i1wWn8ZR
root@plc210

OTmeHa

PucyHok 2.14 — Mactep HacTpouku. lMoaTeepxaeHne yaaneHnsa SSH knroya

2.8 Hactpowku FTP

Ha paHHOM ware MacTepa HaCTPOWKM BbINOSHAETCS HacTpolka napameTpoB FTP-cepeepa (cm.
pucyHok 2.15).

MacTep HacTpoHKu
Hactpoiiku FTP

v 1. Ao6po noxanoearb

v 2. fAabik

+ 3.Mapons ycTpolicTea

v 4. Xoct

J 5. [lara v BpeMA

+ 6. BuiBop CXeMbl CETEBLIX NOPTOR

BrntounTe chywby FTP

=t i Wma nonbzoBaTens ftp
V 7. KoHdurypauma ceTesbix wHTepdelicos
+ 8. HacTpoiiku SSH s
* 9. HacTpoiiku FTP
10. KoHDUrypaLua me
Maponb A
OomaluHui kaTanor (mnt/ufs/home/ftp/in v

PucyHok 2.15 — Mactep HacTpounku. Hactponka FTP

Hactporika Bknrountb cnyx06y FTP npegHasHadyeHa Onisi BKITHOYEHUSI UMW OTKITHOMEHUS] aBTOMaTUYECKOro
3anycka cnyx6bl FTP-cepBepa npu 3anycke CUCTEMBI.

Mmsa nonb3oBaTtena ons goctyna K cogepxumomy FTP-cepBepa ykasaHo B none Uma nonb3oBartens n He
MOXeT ObITb N3MeHeHo. [Napornb Ansa nonb3oBaTens ykasbiBaeTcs B none Maponb.

B Bbinagatowem cnucke [lomawHum Katanor BbibupaeTcs nyTb kK foMallHemy katanory FTP-cepsepa.
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El NMPUMEYAHUE

B panbHenwem HacTponku crnyxobl FTP-cepBepa MOXHO n3MeHnTb Ha cTpaHuue FTP pasgena
rmaBHOro MeHto Cnyx6bl (CM. pasgen 7.6).

2.9 KoHdurypaumsa mexxceTeBOro aKkpaHa

Ha paHHOM ware mactepa HacTpPOWKW BbINOMHAETCA HacTpovika npaBuil MEXCEeTeBOro 9SKpaHa Ans
nogkntoyeHmns k rmobansHomn cetn (WAN).

B Tom cnyyae, ecnu npu BbINOMTHEHWM HACTPOWNKKM Bbina BbibpaHa cxemMa ceTeBbIX NopToB 6e3 nogkmnyYeHus K
rnobansHon cetn (WAN), HaCTPOMKM MEXCETEBOro akpaHa ByayT He AOCTYMHbI:

MacTep HacTpONKKn

KoHpurypauua MeXceTeBoro aKpaHa
v 1. [o6po nomanoeaTb

J 2. flabik

v 3. Maponb ycTpoicTea

v 4. XocT KoHurypaLma npaeun Mex(CeTeBO0ro 3KpaHa He TpeGyeTcA, Tak Kak BbiGpaHa cxema CeTeBblX NOPTOB YCTpoACTEa Ge3
+ 5. lata n BpeMA ncnonbaosadMA WAN nogknioyeHmns.

+ 6. BbiGop cxembl CETEBLIX NOPTOB

+ 7. KoHurypauma ceTeebix MHTepdeiicos
+ 8. HacTpoiiku SSH

¥ 9. HacTpoiiku FTP

» 10. KoHdurypauma MexceTeBoro sKkpaHa

PucyHok 2.16 — Mactep HacTpounku. HacTponka mexceTteBoro aKkpaHa 6e3 nogkntoyeHusi K WAN

[nsa cxembl ceTeBbIX MOPTOB C MoAkmno4eHnemM K rmobansHor cetn (WAN) HacTpoOrKn MeXCeTeBOro akpaHa
ONS faHHOro wara 6yayT BbIrMSAAeTh Tak, Kak Noka3aHo Ha pucyHke 2.17.
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MacTep HacTpoNKu

v 1. [obpo noxanoeaThb

v 2. fzblk

+ 3. MNaponb ycTpoiicTea

¥ 4. XocT

+ 5. [laTa v BpeMA

+ 6. Boifop cxeMbl CETEBLIX MOPTOE

V' 7. KoHburypauma ceTeBblx MHTEpheicos
' 8. HacTpoiikn SSH

v 9. Hactpoiiku FTP

* 10. KoHdWrypauusa MemceTeBoro aKpaHa

Kondurypauma mexceTeBoro akpaHa

Be6-nHTepdeiic LuCl

HTTP
HTTF Secure

06wme cny6bl M NPOTOKO/bI

BezonacHblid shell (SSH)
File Transfer Protocol (FTP)

CODESYS agpo IJIK

Bef Bu3yanu3auua

CpE‘ECTEE oTnagKu

O

O

MpoTokonbi o6MeHa ¢ NoneBbIMM YCTPOHCTBaAMMU

ModBus TCP

OPCUA

O

O

PucyHok 2.17 — MacTtep HacTpomnku. HacTponka mexxceTeBoro akpaHa ¢ nogknovyeHuem kK WAN

Kaxxgas HacTporika Nno3BonsaeT OTKpbITb AoCTyn n3 rmobansHorn cetn (WAN) K onpegenéHHbimM crnyxbam (ecnum
HaCTpOWKa BKMOYEHa — AOCTYN pa3peLLEH, ECNU BbIKIMOYEHA — A0CTYN 3anpeLuéH):

* HTTP — poctyn k Beb6-uHTepdency LuCl no npotokony HTTP (no ymonyaxuio TCP-nopt 80).

* HTTP Secure — goctyn k Be6-nHTepdericy LuUCl no npotokony HTTPS (no ymonyanuto TCP-nopt

443).

+» Secure Shell (SSH) — goctyn k yctponctay no npotokony SSH (no ymonyanuio TCP-nopt 22).

* File Transfer Protocol (FTP) — poctyn k yctponctsy no npotokony FTP (no ymonyaHuio TCP-nopThl

211 10050-10100).

* Be6 Busyanusaumsa — goctyn k Beb-susyanmsaumm CODESYS (no ymonyanuio TCP-noptel 8080 n

8443).

« CpeacTtBa oTnagkym — otnagoyHsle cpeactesa CODESYS (no ymonyanuio TCP-nopt 11740, UDP-nopt

1740).

* ModBus TCP — pgoctyn k ModBus TCP nHtepdericy CODESYS (no ymonyaxuio TCP/UDP-nopt 502).
* OPC UA — pgoctyn k OPC UA nHtepdericy CODESYS (no ymonuyanutio TCP/UDP-nopt 4840).

El NMPUMEYAHUE

B ganbHenwem HaCTpPONKM MEXCETEBOIO 3KpaHa MOXHO M3MEHUTL Ha cTpaHuue MexceTeBow aKpaH
pasgena rnasHoro meHio CeTb (cM. pasgen 8.5).
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2 MacTep HacTpouku (Tonbko ans MNJIK2xx)

@ NPEAYNPEXOEHUE

JtoBble OTKPbITbIE MOPTHI BO BHELLHIOW (r1o6arnbHy0) CeTb MOTYT NPEACTaBMSATL CEPbE3HYIO Yrpo3y
6e3onacHoCTW.

OTKpbIBas BO BHELLHIOKW ceTb A0CTyn K Be6-nHTepdency LuCl no npotokonam HTTP unn HTTPS,
cnegyet obsizaTernbHO N03aboTUTHCS 06 YCTaHOBKE CIIOXHOIO Napons ang sxogda (CM. pasaen 2.2).

OTKpblBasi BO BHELLHIOW CeTb A0CTYN K Be6-Bu3yanusaumm CODESYS, cpeacrteam otnagku
CODESYS, wuHam OPC UA unu ModBus TCP, crniegyet noHMMaTb, YTO AaHHble Cryx0bl OyayT
OOCTYNHbI MoBOMY BO BHELLHEN ceTu 6e3 Kakon-nmbo aBTopmsaLmm.

OTKpbIBas BO BHELLHIOKW CETb AOCTYN Mo npotokony SSH, cnegyet ob6s3aTensHO No3aboTnTbes o
©e3onacHOM nNapone unu BKMYWUTb aBTOPM3aLMIo TONBKO C UCMONb30BaHNeM SSH-kMoYel, To ecTb
3anpeTuTb BXoZ Mo naposnto (CM. pasgen 2.7).

OTKpbIBas BO BHELLHIOW CETb AOCTYN Nno npoTokony FTP, cneayet o6s3aTensHO No3aboTuTbes o
©esonacHoM napone (cm. pasgen 2.8).

2.10 KoHdurypaumsa mogema (Tonbko ansa MNJ1K210-4G)

Ha gaHHOM LWare BbINOMHAETCSA yCTaHOBKa HAaCTPOEK BCTPOEHHOro Moaema.

MacTep HacTpOMKH

¥ 1. Jofpo noxanoBaTh HacTpoiiku

V 2. A3bik

+ 3. NMaponb ycTpoicTEa HacTpoiiku Mogema

v 4. Xoer

+ 5. [lata u BpemnA AKTMBHBIA cnoT SIM-KapTbl 1 v

+ 6. Boiiop cxeMbl CEeTEBbIX NOPTOR

o 7. KoHndurypauwa ceTeBbix wHTepdeiicos PeancTop noaTaxkn RS485-3  ehikmoueHo W

¥ 8. Hactpoikm SSH

¥ 9. HacTpoiiku FTP Murauue GNSS-mogyna BHTHOYEHO W

¥ 10. Kontburypalua MEXCETEBOID 3KpaHa

» 11. Konpurypaums mogema Pemum GNSS gps_glonass_galileo_sbas_gzss v
Tun cetn aBTo -
Bepcua IP cetn ipvd w
3oHa IP ceTn NyGnMuHaR w
APN dynamic

PucyHok 2.18 — MacTtep HacTpomnku. KoHdurypauma mogema

* AkTuBHbIN cnoT SIM-kapTbl — Homep crota SIM-kapTbl, € KOTOPOro Ha4yHeTcs pabota mogema (1 unu

2);

* Peanctop noarsxxkn RS485-3 — BkntouUeHNE/OTKIIOMEHME pe3nCcTopa NOATAXKMN MHTepdenca RS-485-3

(MHTepd)eVIC He MMeeT OTHOLWLEeHNA K Mo4eMy, HO ynpaBneHne ero pe3ncTtopomM noaTAXkKn npon3BognTCA
Yyepes gparisep Moaema);

* Mutanne GNSS-mopayns — BknioveHue/oTkntodeHme nutaHna GNSS-moayns. B cnydae oTknoyeHus

dyHkumoHan GNSS byaeT HegoCTyneH;

* Pexkum GNSS — BbIGOp 1CNONb3yeMon CNyTHUKOBOW CUCTEMbI HaBurauumn. BoamoxxHble 3HaueHusi: GPS

L1+SBAS+QZSS, BDS B1, GPS+GLONASS+GALILEO+SBAS+QZSS, GPS_BDS_GALILEO;

* Tun cetTn — pexxum paboTbl ceTn. Bo3amoxHble 3HaveHus: aBTo, 2G, 3G, 4G;
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2 MacTtep HacTponku (Tonbko ang MIK2xx)

* Bepcus IP ceTu — Bepcus ucnonssyemoro IP-npotokona. BoamoxHble 3HadeHus: Tonbko IPv4, Tonbko
IPv6, IPv4 1 IPv6. B TekyLlel peanusaumm He3aBUCMMO OT 3HAYEHUSA HAaCTPONKM UCNONb3yeTcH
npotokon IPv4;

» 3oHa IP cetun — nybnnyHas (c BO3MOXHOCTbIO gocTtyna k MNJ1K 13 nitepHeTa npu Hannuum cTaTtmyeckoro
IP-agpeca) unu npuatHas. CtaptoBbil IP-agpec ons npyueaTtHou 3oHbI: 192.168.10.117;

* APN — umsa Toukm goctyna (npu ncnonb3oBaHun SIM-kapTel co ctatnyeckum IP-agpecom). Tpebyemoe
3Ha4YeHuWe creayeT YTOYHUTL Y NpoBagepa.
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3 CocTosiHME

3 CocTosiHMe

3.1 O630p

Ha ctpanunue O630p pasgena CocrtosiHue oTobpaxaeTcs cBogHasi
ycTponcTBa. BHewHun Bug, ctpaHnubl O630p nokasaH Ha pucyHke 3.1.

& plc210 - O63op - LuCl

¢ c @

GBI

><|+

MHOpPMaLMSA O TEKYLLEM COCTOSIHWM

® 172.16.0.1/cgi-bin/luci/

U" ApToobHOBNEHNE BKNIOYEHO

- U w ' InN@D e B =

CocrtoAHue +
Obaop
MesceTesol 3kpaH
MapLpy el
CucTemHbIR #ypHan
HypHan Aapa

Tpatikn B peansHom
BpeMeHK

Cucrema P
MK »
CryuBel b
Cets ¢
Cramnctuka b

Briiin

plczl0

CocTrosiHue

Cucrema

WMmn xocTa

Mogens

CepuilHelil HoMep
Apxutertypa

Bepcua npolumski
Bepcua Aanpa
TNokansHoe BpemA
Bpema paboTul
CpegHAR 3arpyaka
MpuunHa nepeaarpyaku

HanpaxeHue Batapen yacos
Temneparypa

KaHan nutaxna 1

KaHan nutanns 2

Cocroanwe USD

nnK

HAapo NNK
Bepcua agpa MK

Cocroanue aapa MK

MonkaoeaTenkckoe npunoxeHne

HDEHE,D'HEE WCENKYeHWe

OnepaTtuBHasa NnaMATb (RAM)

CeoBoaHo

plc210
OWEN PLC210-01

ARMVT Processor rev 2 (vTl)
plc210 1.0.0525.0103
4.14.67-rt40-g3011944cfe

Fri May 31 14:16:37 2019 +0300
3n 214 37w e

0.24, 0.81, 1.16

MporpamMmukil cBpoc

(576w (good )

EER

| MogknoueHo
| He nogknyeHo

He nogknioyeHo

CODESYS
351410

| Paboraet |

| He aanyuieHo

| Mothing |

176608 kb [ 250384 kb (T0%)

PucyHok 3.1 — CtpaHuua «O630p»

Ctpanuua O630p pasgeneHa Ha HECKONbKO NOApa3aernos:

* Cucrtema;
* MJIK;

* OnepatusHas namatb (RAM);

+ CocTosiHMe NOPTOB CeTeBbIX MHTepPKheNncoB;

* CeTb;

* Moaem;

» AkTnBHble DHCP apeHgbl.
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3 CocTosiHME

3.1.1 NMoppaspen «Cucrema»

Cuctema
MmA xocTa plc210rk
Mogenb OWEN PLC210RK-15
CepHAHbIA HOMED 136487230632323597
ApXUTEKTYPA ARMvVE Processor rev 0
BepcvA NpoWMEKK plc210rk 3.7.0909.2347
BepcwA Aopa 4.19.206-rt87-rt-g3ddaf19412-tano4.1.18.17.1.0men98.136
Oata v BpemMA 2025-09-19 08:43:47 +0300
Bpema patoTsl 10234 22m 17cC
CpepHAA 3arpy3ka 0.20,0.47,0.65
MNMpu4KuHa Nnepe3sarpysKu MuTaHue
HanprmeHue GaTapen Yacoe 2924 MB (good)
M2HOC BHYTPEHHErD HaKoNUTENA 0.0%
Temnepatypa CPU / ycTpoicTEa 431 °C /| 421 °C
KaHan nuTaHuA 1 MogKnoYeHo
KaHan nuTaHuA 2 He nogknwJyeHo
CocToRHMe USE He nogkniouyeHo
COCTOAHWE WOHWCTOPOE 3apR¥eHbI
OBHOBNEHWE NPOLMBKM MocnegHAA NpoLLMBKa

PucyHok 3.2 — CocTosinue. NMoagpaspen «Cuctema»

B nogpasgene Cuctema ctpaHuubl O630p (CM. pUCYHOK 3.2) NPUBOASATCS OCHOBHbIE NapaMeTpbl CUCTEMBI:
* UM xocTa — uMS cucTembl (MMs XOCTa);
* Mopenb — mMofernb yCTPOUCTBA;
* CepUrHbIA HOMEP — CEPUNHBIA HOMEP YCTPOWCTBA;
* ApxuTeKTypa — MoZerb 1 apxuTekTypa npoLeccopa;
* Bepcusa npowunsku (tTonsko Ans MNI1K2xx) — Bepcus npoLumeky;
* Bepcusa sppa — Bepcus agpa onepaunoHHOM CUCTEMBI;
« [laTta 1 Bpems — TekyLuMe aaTa u Bpems;
* Bpems paboTbl — Bpemsi paboTbl YCTPOWCTBA (C MOMEHTA BKIIOYEHUS);

» CpegHAA 3arpy3ka — TekyLue 3HadyeHusa cpegHen 3arpysku (load average, cpeaHue 3HadeHmsi 3a 1, 5
n 15 MnHyT);

° I'Ipwwma nepe3arpy3km — onmcaHme npuHmnHbl nocnegHen nepesarpysku;

» HanpsixkeHne 6aTtapen 4acoB — 3Ha4YeHUe HanpsXkeHus GaTtapemn YacoB (3HaYeHVE N3MEPSIETCS NpU
BKIIOMEHWNW, fAarnee — OAUH pas B CYTKM);

* Temnepatypa CPU / ycTpoucTBa (Temnepartypa yCTponcTBa goctynHa Tonbko ans MJIK210-1x) —
3Ha4veHune Temneparypsbl npoLeccopa n TemnepaTtypbl LeHTpanbHOW naTel YCTPONUCTBA;

* Kanan nutanua 1, Kanan nutanums 2 (tonbko ans MJIK2xx) — coctosHue nepsBoro u BTOPOro kaHarnos
nuTaHus;
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3 CocTosiHME

» CoctosiHne USB — cocTosiHne USB-nogkntoveHust. B gaHHoM cTpoke oTobpaxaeTcs MHgopmauust o
ckopocTu nogkrntodéHHoro USB-ycTponcTBa (CM. pucyHokK 3.3), a Takke UHopmaLms o neperpyske no

TOKY, €Cfi1 OHa BO3HMKAET (CM. pUCYHOK 3.4).

MoakntoveHo Low-speed ycTpOUCTBO

PucyHok 3.3 — CocTosiHue. NMoapaspen«Cucremar. UHcpopmauus o ckopocTu nogknroveHus USB-

ycTponcTBa

Mpeesiwenne noTpebnedya no Toky

PucyHok 3.4 — CocTtosiHue. NMoapasgen«Cucremar». UHdopmaumsa o neperpyske no Toky Ha USB-

MHTepdence

» CocTosiHue MOHUCTOPOB — COCTOsIHUE 3apsaaa MoHUcTopoB Ans MNJ1K210-1x. Bo3aMOXHble 3HaYeHuUs:

3apsAXXeHbl, pa3psaXXeHbl;

* AKTyanbHOCTb NPOLUMBKU — OTOOpakaeT Hanuyme 1 Cebirky Ha 6oriee CBeXyo BEPCUIO BCTPOEHHOTO
MO npu HanU4MM TakoBOMW. AKTyanbHOCTb OTOBpaXkaeTCst TONbKO A KOHTpOosiepa, NOAKMYEHHOTO K

CEeTUN UHTEPHET,

* U3HOC BHYTpeHHero HakonuTens — cTeneHb N3Hoca BCTpoeHHow flash-namaTtn koHTponnepa B

npoLeHTax;

» AktuBHbIN USB nopT (Toneko ansa CrK210) — tekywmn aktneHeln USB nopt (USB A nnu USB B).

3.1.2 Nopgpasgen «MJK»

MNK

Aapo NNK
Bepcwa agpa NNK

CocToAHwe Aagpa MNNK

Monb2oBEaTensCKOE M PHAOHEHWE

MocnegHese MCKNKYEHWE

Uncno JeckpunTopos, Mononoayemblx CODESYS

CODESYS
3.5.17.30

PaBGoTaeT

PaGoTaeT

Hazeanwe: Tesi_CD_SPK1xx_SP17
ApTop: e kislov

Bepcoua: 3.5.14.1

Mameneno: 30.01.2025 09:55:18

Nothing

169/1024

PucyHok 3.5 — CoctosiHue. NMoapasgen «MJK»

B nogpasgene MIK ctpaHuubl 0630p (cM. pucyHok 3.5) npmMBoasTcst napaMeTpbl YHKLUMIA YCTPOUCTBA:

* Aapo MNINK — HanmeHoBaHue ucnonb3yemoro aapa MJK;

* Bepcusa appa NJK — sBepcna ncnonssyemoro sapa MJK;

» CoctosiHue sigpa NIK — coctosHue agpa MJIK. MoxeT npyHumaTh 3HayeHus:

— Pa6otaet — sapo MNJIK 3anyweHo 1 paboTaer;

— OcTaHoBneHo — sapo NJ1K octaHoBNeHo 1 He paboTaer.



3 CocTosiHME

* Monb3oBaTenbckoe NpUNoXeHne — kpaTkas MHPOPMaLMs O NONb30BaTENILCKOM MPUIIOXKEHWUN.

MoxeT NpMHMMaTb OAHO U3 CreayoLLUX 3HAYEHWIA:

— Pab6otaeT — nonb3oBaTenbckoe NpuoXeHue 3anyLeHo 1 paboTaer;

— He 3anyweHo — nonb3oBaTenbCckoe NpUNoXeHne He 3anyLeHo;

— OcTaHOBNEeHO — MOoJ1b30BaTENbCKOe NPUNOXEHNE OCTAHOBMEHO;

— WUcknroueHne — paboTta nosnb3oBaTenbCKoro NpunoxeHust Goina npepsaHa 13-3a NPon3oLLEeALLIEro
UCKIoYeHust. MIHdopmaLms o nocrnegHeM Npon3oLIEeLLLIEM UCKITIOYEHMN NpUBEAEeHa B None
NMocneaHee ucknoyeHue;

— Yucno peckpuntopoB, ucnosnb3yembix npouteccom CODESYS — Tekyuiee uncno ¢annoBbix
[OEeCKpMNTOPOB, UCMONb3YEMbIX NPOLLECCOM cucTembl ncnonHeHns CODESYS. MakcumarnbHoe
3HaveHne — 1024. Mpun LOCTWKEHUN MaKCUMaNbHOIO 3HaYeHUs1 HeobxoaMMo nepesarpysmTb
KOHTpornep.

Ecnu nonb3oBaTenbCcKoe NpUIioXeHne 3arpykeHo, BbIBOAMTCA crieqytoLlas AononHuTeNnbHas
WHopMaLns O NPUNOXeHUK (CM. MPUMepP Ha pUCYHKe 3.6):

— Wma — HasBaHue (MMS1) NPUNOXeHUs;
ABTOp — aBTOP NPUNOXEHUS;
Bepcusa — Bepcusa npunoxeHns;

MN3meHeHO — pgaTa n BpeMA nocrnegHero nsMeHeHNA NpuiioXeHus;

IMoNb30BATENLCKOE NPUNOKEHNE | PaBoraet |

Mma: naladka_PLC210

Agtop: Melnik A. G.

Bepcua: 3.5.14.1008

Mameneno: 27.05.2019 09:05:22

PucyHok 3.6 — CocTtosiHue. NMogpasgen «MJIK». UHcpopmauums o 3anyweHHOM
Nnonb30BaTesIbCKOM NPUITOXKEHUN

— lMocnegHee UCKNOYEHUE — MH(bOpMaLlMFl O nocneagHem npousowleglem UCKIMYeHnn.

3.1.3 Noppasagen «OnepaTtusHasa namatb (RAM)»

B nogpasgene OnepaTtuBHas namATb (RAM) crtpaHuubl O630p npumBoauTcs MHGOPMaUMS O 3aHATOW U
cBoboaHOM onepaTMBHOM NamMATN YCTPOMUCTBA B BUAE LUKanbl, Kak NOKa3aHo Ha pUCyHke 3.7.

CeofogHo 184800 kb / 250384 kb (T3%)

PucyHok 3.7 — CoctosiHme. NMoppaspen «OnepaTtuBHas namatb (RAM)»
3.1.4 Noppasgen «Mogem» (Tonbko ana MNIK210-4G)

B nogpasgene Mogem ctpaHuubl O630p npmBoanTcst MHpopMaumsi 0 BCTPOEHHOM MOLEME.
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3 CocTosiHME

Mopem
HacTpoiku mogema [Opaiieep mogema Wudopmauma

AKTHEHbBIA cnoT SIM-KapTbi: 1 Bepcua NO: 1.0 Mopens: A7602E-H

PesauncTop noaTaxku RS485-3: BLIKNIOUEHO MNpeabigyulee cocToanKe:  init Bepcua npoluMeku:  AS0C4B0TA7600M7_CUS_OVENK_230815

Muranue GNSS-Moayna: BKNIOYEHO Tekyuiee cocToAHKe: op IMEI: 860803060805559

Pemum GNSS: gps_glonass_galileo_sbas_gzss Kop owmbrm: none CocTosHue cnoTa SIM-KapTbl 1: ecTb SIM-kapTa

Tun ceTu: aeTo o CocToaHue cnoTa SIM-KapTh! 2@ HeT SIM-KapThl

Bepcua IP cetu: ipvd

3oHa IP ceTk: nyBnudHan

APN: dynamic Mepeiti B INIT

SIM-kapTa GNSS CeTb

IMSI: 250991632459623 CocToAHKe: [OCTYMNHO CocToAHKe: NogKnYeHa

ICCID: 8970199200910978231F Pemum hHKcaLi: 3d Mposaitpep: beeline
LnpoTa: 48.8554535 Tun: 4g/LTE
MHOMKaTOp LUAPOTBLI: north YpoBeHb CBA3M: medium
HonroTa: 0.0000172 RSSI: -76.00 gbm
MHAMKaTop AonroThl: west RSRP: -111.00 gbm
BbicoTa: S11.20m RSRQ: -14.50 gb
Mo3WLHOHHOE CHUMMEHHE TOUHOCTH: 2.20 SINR: 3.00 pb&
MopH3oHTanbHOe CHUMEHWe TOYHOCTH: 1.20 RSCP: -124.00 gbm
BepTUKanbHOe CHUMEHWE TOUHOCTH: 1.80 ECIO: -20.00 gb
HonMYecTEOo UCNONB3YEMbIX CNYTHUKOE: 9 IP: 11.235.68.119
KonuyecTeo BNAMMbIX CYTHHUKOB: 15 Winwoz: 11.235.68.136
Jata n epema: 06-02-2025 00:00:27 CueTumk Rx: 0

CueTumnk Tx: 0

PucyHok 3.8 — CoctosiHue. Noagpasnen «Mogem» (Tonbko ans MK210-4G)

MapameTp ’

OnucaHue

HacTpoiiku Mogema

OnucaHue napameTpoB npueeaeHo B pasagene 2.10

OpanBep

Mmogema

Bepcusa MO

Bepcua gparneepa mogema

Mpeablaywee cocTosiHNe

Mpeablayllee cocTosHWE ApaiiBepa mogemMa.
Bo3MoXHble 3HaYeHuUs:

* init — nHMYManmn3aums;

* error — owwinbKa;

* nosim — otcytcTBue SIM-kapThl;
* op — paboyee cocTosiHME.

Tekyllee cocTosiHue

Tekylee cocTosiHue apariBepa MogemMa (CM. CIMCcokK
BO3MOXHbIX COCTOSIHWM BbILLE)
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3 CocTosiHME

Kog owmnbkm Kog owinbkn. BoamokHble 3Ha4YeHus:

* none — HeT oWnboK;

* no_answer — oTBeT Ha AT-komaHAy OTCyTCTBYET
W HE COOTBETCTBYET OXNAAEMOMY;

* sim_locked — SIM-kapTa 3abnoknpoBaHa
(Hanpumep, NMNH-kogom unu naponem);

» sim_removed — SIM-kapTa 6bina n3enevena,
Korga gpaviBep MoAeMa Haxo4uIicsl B COCTOSIHUM
op

* sim_crash — Bo BpeMsi nHMunanusauum unm npm
yCTaHOBKe HacTpOeK ModeM BepHyn owunbky,
XapaKTepuayoLLylo Gusmyeckoe noBpexageHme
SIM-kapTbl;

» fatal — HeycTpaHumas owmnbka B npouecce paboThbl
OpariBepa Mofema (CBsidaHHas, Hanpumep, ¢
NOTOKOM MW Nanmnom).

Mepentn B INIT KomaHga nepeuHuymnanusaumm gpansepa mogema.
Wcnonb3yeTcs ansa nepexoga U3 COCTOAHMS hosim
Unu error B coctosiHue init (Hanpumep, ecnu 13
mogema MJIK 6bina nssneyveHa 1 NOBTOPHO
BcTaBneHa SIM-kapTta)

UHdopmauusa
Mopenb Mopenb BCTpoeHHOro mogema
Bepcusa npolumekm Bepcusa npolumBky BCTPOEHHOro Moaema
IMEI IMEI BCTpOEHHOrO Mogema
CoctosiHme cnota SIM-kapTbl 1, 2 CocTosiHMe SIM-kapTbl COOTBETCTBYHOLLENO CroOTa.
Bo3moxHble 3HavyeHus: ecTb SIM-kapTa 1nuv HeT
SIM-kapTbl
SIM-kapTa
IMSI NaeHTndukatop SIM-kapThbl
ICCID CepunHbin Homep SIM-kapThbl
GNSS
CocTogHue CoctosiHne GNSS.
Bo3MmoXHble 3Ha4YeHUsA: AOCTYNHO UM HEAOCTYMNHO
Pexum dukcaumm Pexum dukcaumm reonosnumu.
Bo3moxHble 3HaveHus: 2d nnu 3d
WwnpoTta LnpoTa 3ahmkcnpoBaHHOM reonosnumnm
WHavkaTop WnpoTsl HanpaeneHue wupotsl (north unu south)
Honrota [onrota 3aguKkcMpoBaHHOM reono3nunm
MHaukaTop 4onroTol HanpasneHue ponrotel (east nnu west)
BobicoTa BbicoTa 3achmkcupoBaHHOM reonosnumm
(Tonbko ansa pexvuma dukcaumm 3d)
[MO3ULMOHHOE CHMXKEHNE TOYHOCTH CHwXeHune To4HOCTM No mectononoxeHuto (PDOP)
ropm30HTaanoe CHUXKEHUe TOYHOCTU CHWXeHne TOYHOCTM B rOpVI3OHTaJ'IbHOl7| NJIOCKOCTU (
HDOP)
BepTMKaanoe CHUXXEHUe TOYHOCTU CHWXeHne TOYHOCTM B BepTVIKaJ'IbHOVI MNJIOCKOCTU (
VDOP)
KonunyecTBo ncnonb3yemblx CyTHUKOB KonunyecTtBo ncnonb3yemblx CYyTHUKOB
KonunyecTBo BUOMMBIX CYTHUKOB KonnyecTBo 06HapyXeHHbIX CMYyTHUKOB
[ara n Bpems [ata n Bpems, nonyyeHHble no GNSS (UTC+0)
CeTb
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CoctosiHne Hanvyue nnu otcyTcTBmne NOAKMIOYEHNS K CETU
MpoBangep HassaHue npoBangepa
Tun Tun cetn. Bo3aMoxHble 3Ha4eHus: oTcyTCTBYET, 2G,

3G, 4G/LTE

YpoBeHb CBA3N

O0606LEeHHbI NokasaTenb curHana. Bo3amoxHble
3Ha4yeHus:

* no_signal — HeT curHana;

» weak — nnoxo;

* medium — ygoBNETBOPUTESNLHO;
* good — XOpOLLO;

» excellent — otnnyHo.

RSSI [MonHas MOLWHOCTb MPUHMMaEMOro MPUEMHNKOM
curHana, obm

RSCP MOLLHOCTb CUrHaNbLHOro KoAa, NosTly4eHHOro
npnbopoM Npu NOAKIHOYEHUN K GA30BOW CTaHL MK
onepatopa, obm

RSRQ MokasaTenb kKayecTBa NPUHATBLIX MUITOTHLIX CUrHaNoB
OT TekyLlen 6a30BON CTaHLUMW, paCCYNTaHHbIA Ha
ocHoBe RSSI n RSRP, nb

SINR OTHoLeHne nocTynaroLero curHana K wymy, ab

RSRP Tun RSSI, xapakTepuayoLmnin MOLLHOCTb ONMOPHOro
curHana, obm

ECIO OTHoOLEHMe HecyLLel K MOMeXe HUCXOQALWEN FTMHUA
cBd3n, b

IP IP-agpec, nony4yeHHbIn B pamkax GPRS-coegmHeHns

L3 IP-agpec wnto3a, nony4eHHbIn B pamkax GPRS-
coeguHeHus

CueTumk Rx KonnyecTBo nonyyeHHbIX AaHHbIX B pamkax GPRS-
coeguHeHus (B 6antax). B Tekylwien peannsauum
napameTp He nogaepXaH v Bcerga paseH 0

CyeTumk Tx KonuuecTBo oTnpaBneHHbIX AaHHbIX B pamKax

GPRS-coeanHeHus (B 6avitax). B Tekyien
peanusauuv napameTp He nogaepkaH 1 Bceraa
paBeH 0

3.1.5 Noppasnen «CocTosiHME NOPTOB ceTEBbLIX UHTEPhENCOBY

B nogpasgene CoctosiHMe NopToB ceTeBbIX UHTepdencoB cTpaHuubl O630p NPUBOAUTCH CMUCOK BCEX
NMopTOB CeTEBbLIX MHTEPeNCcoB B BUAe Tabnuubl (CM. pucyHok 3.9).
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CocToAHue
NOAKNIYEeHHA

Wuma u MAC.appec

Ethernet 1
42:6C:4C
Ethernet 2 m 100 Meut/c,
426C4E = NORHEIA AyNReKe
Ethernet 3 m 100 Mbut/c,
42:6C:4F B NOAHLIA AyNReKe
Ethernet 4 m 100 Meut/c,
42:6C:40 = NOAHLI Zynnekc
USB RNDIS

g—‘ MoAKnKYEHD

48:6F:73:74:50:43

Wurtepdpeiic B coctaee
MocTa

swipl brlan (LAN),
noprt 1

swip2 brlan (LAN),
nopr 2

swipd br-lan (LAN),
noprt 3

eth1 (WAN) -

usb0 (USBO) -

30HBI MEXKCETEBOTO
JKpaHa

lan

lan

lan

wan

Mony4enue
(RX)

9.90 MB
(213640 naretos)

7.71 MB
(167581 nareTor)

139.88 MB
(616094 nareTor)

24 .29 MB
(328930 naretos)

Mepepna4a (TX)

498 MB
(17170 naketog)

318 b
(6 nakeToB)

511.68 Kb
(4741 naketos)

55.44 MB
(323294 naweTos)

PucyHok 3.9 — CocTtosinme. NMoapaspen «CocTtosiHME NOPTOB ceTEeBbLIX UHTEpPthencoB»

Kaxxgas ctpoka Tabnuubl COOTBETCTBYET OfHOMY U3MYecKoMmy ceTeBoMmy uHTepdency. B Tabnuue ectb

cneayoLwme ctonbubi:

* Uma n MAC-appec — nms cetesoro nopta 1 MAC-agpec guaundeckoro nHtepderica nopra;

» CocTosiHMe NOAKITIOYEHUS — TeKyLllee COCTOSHUE NOAKII0YEHMS CETEBOIo MHTepderica. Takke
oTobpakaeTcsi MHpopMaLmsi O CKOPOCTU M AynreKce NOAKIIOYEHNs, ecnn Takas nHdopmaums
[OCTyrMHa Ans AaHHOro nHtepdeica.

HononHutensHO B JaHHOM cTonGLe oTobpa)aeTca MKOHKa, KoTopasi onpeaenseT TUM U Tekyllee

COCTOsAHME MOOKITHOYEeHUA.

Bo3MOXHbIE TUMNbI U COCTOSAHUSA MOAKMOYEHNI npmBeaeHbl B Tabnuue 3.1.

Tabnuua 3.1 — UKOHKM TUMOB N COCTOSIHUM NOAKNIOYEHNN NOPTOR ceTeBbIX UHTEPdEencoB

CocTosiHMe noaknyYeHus

Twvn noaknoyeHus

OTKno4YeHo

He nogknioyeHo

MopgknrovyeHo

lMpoBogHOEe noaknyeHne

BecnposogHoe Wi-Fi-
noakntoYeHne

BecnposogHoe LTE/3G/2G
nogkntoveHne

USB RNDIS-noaknto4eHune

VPN-nogkntoveHne

PPP-nogkntoyeHne

“o| D Ub | 0|9 E

“oD| Uy )| E

* UHTepdenc— nms cnctemHoro ceteBoro nHtepdenca nopta. B ckobkax ykasbiBaeTcs UMsi
BMPTYyarnbHOro CETEBOTrO MHTEpderica, K KOTOPOMY NPUBSA3aH CUCTEMHBIN CETEBOWN MHTEPMENC (ecrnu
ecTb). [1py HaxxaTuM Ha UMS BUPTYanbHOro MHTEpdenca Npon3onaéT nepexon K CTpaHuLLe HacTPOKK
COOTBETCTBYIOLLIEro ceTeBoro nHTepderica (cM. pasgen 8.1.1).
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* B cocTtaBe MmocTa — MMSA CUCTEMHOIO CETEBOIO MHTEPdenca MoCTa, B KOTOPLIN BKIMIOYEH AaHHbIN NOPT.
B ckobkax ykasblBaeTcsi UMsi BUPTYarbHOro CETEBONO MHTepdelica, K KOTOPOMY NPUBSA3aH CUCTEMHBIN
ceTeBoun nHTepdenc (ecnu ectsb). MNMpu HaXXaTMn Ha UM BUPTyansHOro nHTepderica Nnpon3onaéT
nepexop K CTpaHuue HaCTPOMKM COOTBETCTBYIOLLIErO CETEBOro MHTepderica (cM. pasaen 8.1.1).

* 30HbI MEXKCETEeBOro 3KpaHa — nepeyvncrieHme BCex 30H MEXCETEBOI0 3KpPaHa, B KOTOPbIE BKITHOYEH
MHTepdeNnc;
* MonyyeHue (RX) — konuyectso 6anT 1 NakeToB, NPUHATLIX Yepes AaHHbIV UHTepdenc;

» OTnpaeka (TX) — konuyecTBo 6aNT U NAKETOB, OTMNPABIEHHBLIX YePE3 AAHHBIN MHTEPMENC.

3.1.6 NMoppaspen «CeTb»

B nogpasgene Cetb ctpaHuubl O630p npuBoautcs MHGOpMauMs 06 OCHOBHbIX CETEBbLIX MHTepdencax B
BMae GnokoB, Kak NokasaHo Ha pucyHke 3.10.

OcHoeHon IPv4

lNpotokon: Knuent DHCP
Appec: 192.168.0.58
Macka cetu: 255.255.255.0
Wnwz: 192.168.0.1

DNS 1: 192 168.0.1
WcrekaeT: Ou 9m 37c
Mogknioyen: 0y Om 23c

Yerpoicteo: Ethernet-agantep: "eth1”
MAC-agpec: :42:6C:4D

(=
o

AKTHBHEIE COBLNHEHWA 55 /16384 (0%)

PucyHok 3.10 — CocTtosiHue. NMoapasgen «CeTb»
Kpome Toro, BHM3y nogpasgena CeTb oToOpa)aeTcsi Tekyllee M MaKCUMarnbHO BO3MOXHOE KONMYeCTBO
CeTeBbIX COeQUHEHUI B BUAE LLKanbI.
3.1.7 Noppaspen «AkTuBHble DHCP apeHAabi»

B nogpasgene AktuBHble DHCP apeHabl cTpaHuubl O630p npyvBoanTcs Tabnvua akTUBHbIX apeHO0BaHHbIX
DHCP-agpecoB (cMm. pucyHok 3.11).

AKTHBHbIe DHCP apeHabl

HMmna xocta IPvd-apgpec MAC-agpec Ocraeweecs EpemMa apeHakl
hostname 172.16.0.233 55:53:42 18y 37m 10c
PucyHok 3.11 — CoctosiHue. Noapaspnen «AktuBHble DHCPapeHabiI»
Kaxpgasi ctpoka Tabnuubl COOTBETCTBYET OOHOMY apeHAoBaHHOMY afpecy. Tabnuua umeeT criegyolime
cTonoupl:
* UMa xocTta — 1MS XOCTa KNUeHTa, KOTOPOMY BblAaH aapec B apeHay;
* IPv4-appec — IPv4-afpec, BbldaHHbIN KITMEHTY B apeHay;
* MAC-agpec — annapatHbin MAC-agpec knueHTa, Nony4nBLIEro agpec B apeHay;

* OcTaBleecH BpemMs apeHAbl — OCTaBLUeeCcda BpeMA apeHdbl BblAAHHOIo aapeca.
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3.2 MexXceTeBOM 3KpaH

Ha ctpaHuue MexceTeBon 3kpaH pasgerna CoctosiHue oTobGpaXkatoTCA aKTMBHbIE MpaBuiia MEXCETEBOrO
akpaHa pana Bcex Tabnuuy (Filter, NAT, Mangle) n ux uenoyek. BHewHWiA BUAO CTpaHMUbl MOKas3aH Ha
pucyHke 3.12.

& plc210 - Mexcetesoii skpan - | X | =t g ==
& c @ ® 172.16.0.1/cgi-bin/luci/admin/status e @ 0 ¢ IO ® B =
L]
0"‘:‘. S ApTooDHOENEHHE BKNHYEHD
=
CocTtoAHne v T ¥ =: ple2lo
Obaop
CocToAHME MEeXCeTEBOro SKpaHa
MesxceTesoil sKpad
MapipyTel Mewceresoi skpar IPvd | Mexcetesoi axkpat IPvE
CHETEMHBIR Ky pHanN =
HypHan Agpa
Tabnwuua: Filter
Tpadiiku B peansHom
BpEMeHm Lienouka INPUT (Nonuruka: ACCEPT, 1410 MNakeTwl, 107.38 KB Tpaduk)
Cucrema F naketoe Tpadwmk Haanauenue Mpor. B Bue MWcrounwk Hanpaenenwe Onuuu KoumeHntapui
K » 185 K 9274 KB ACCEPT all la * 0.0.0.0/0 0.0.0.0/0 - -
Custom input
e & 5 / -
Crykiel b 17224 K 1230 MB all 0.0.0.0/0 0.0.0.0/0 S
CeTe # cistate
X . v
168.72K 1205 MB ACCEPT all 0.0.0.0/0 0.0.0.0/0 RELATED ESTABLISHED
Cramucvka b
6 3128 syn_flood tcp * * 0.0.0.0/0 0.00.0/0 top flags-0x17/0x02
Bllitti b
1.06 K 38.02KB  zone_lan_input  all lan * 0.0.0.0/0 0.0.0.0/0
105K 10527 KB zone wan input all eth1 * 0.0.0.0/0 0.0.0.0/0
Lienouka FORWARD (Nonutuka: DROP, 0 Naketel, 0 B Tpacuk)
naketoe Tpatpuk HazHnauvenne Mpor. B Bue MWectouynmk Hanpaenewwe Onuumn KommeHtapui
Custom
0 0B forwarding_rule all ® : 00.00/0 00.0.0/0 - forwarding rule
chain
0 0B ACCEPT al o © 00000 00000 i
o R RELATED ESTABLISHED
0 0B zone_lan forward  all le : 00.00/0  00.0.0/0 - -
an
0 0B all eth1 * 0000/0 0000/
0 0B all ® ® 0.0.0.0/0  0.0.0.0/0
Lienoyka OUTPUT (Nonutuka: ACCEFT, 528 MakeTsl, 21.12 KB Tpaduk)
naketoe Tpagmk HazHauyeHue Mpor. B Bue Wecrounnk Hanpaenewwe Onuun Kommentapui

185K 9274KB ACCEPT all > lo 0.0.0.0/0 0.0.0.0/0

PucyHok 3.12 — CtpaHuua «MexceTeBOMW 3KpaH»

[ns noHMMaHust aHHbIX Ha cTpaHuue MexceTeBoM 3KpaH PEKOMEHOYETCS O3HAKOMUTBCS C JOKYMeHTaumen
K MexceTeBOMy 3kpaHy netfilter ansa sgep Linux n k yTunute ynpasneHnus iptables.
El NMPUMEYAHUE

YnpaBnsaTb MEXCETEBBIM 3KpaHOM (peaakTupoBaThb U 06aBnATb NpaBunia) MOXHO Ha cTpaHuue
MexceTteBoM 3kpaH pa3gena Cetb (cM. pasgen 8.5).

3.3 MapupyThbl

Ha ctpaHuue MapuwpyTtbl pasgena CocrtosiHMe oTobpaxatorcs Tekywme IPv4d un IPv6 Tabnuubl
MaplpyTtmsaummn. Takke Ha cTpaHuue npueedeHa Tekywas ARP-tabnuua (tabnmua cootBetrctBua MAC-
agpecos IP-agpecam). BHewHuin Bug ctpaHmubl MaplupyTbl nokasaH Ha pucyHke 3.13.
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| & plc210 - MapwpyTei - LuCl x [z ] =
&« e @ @ 172.16.0.1 bin/lucifadmin/st ves w i m o ® 4 =
VI3 H ]
]
CocToAHne ¥ T " = plc2l0
OBbaop
MapuwpyThl
MesxceTeroi skpaH
Ha pa 1& Npasuna
MapLapyTsl
ARP
CucTemHeli xypHan
HypHan Anpa IPy4-agpec MAC-ampec Nutepdeiic
Tpaditii B peancHom 192.168.01 4C:82:5F wan
oy 172.16.0.233 -56:53:42 usb0
Cucrema b
MK »
_n AxTuBHbIe |Pv4-MapwpyTbl
Ceme # Cems HaznauyeHue IPvd-unioa Mertpuka Tabnwuua
Cramnctika b wan 0.0.0.0/0 192.168.0.1 0 main
Bt usb0 172.16.0.0116 = 0 main
wan 192.168.0.0/24 - 0 main
AxTuBHbIe |PV6-MapwipyTbl
CeTb Haznauenue WeTouHuk MeTtpuka Tabnuua
usb0 ff0::/8 256 local
(eth0) ff00::/8 256 local
lan ff00--/8 256 local
wan ff00::/8 256 local
IPv6 cocegu (neighbours)
IPvb-agpec MAC-agpec Wntepdenc
Powered by LuCl (Owen) / 2018.07

PucyHok 3.13 — CtpaHuua «MapwpyTtbi»

NMPUMEYAHUE
El Ho6asuTb ctatudeckme IPv4 nnn IPv6 mapLipyTbl MOXHO Ha cTpaHuue «MapLupyTei» pasgena «CeTb»
(cm. pasgen 8.4).

3.4 'pachukn B peanbHOM BpeMeHU
Ha ctpaHuue lpadmkm B peanbHOM BpemeHu pasgena CocrTosiHMe oTobpaxatoTcs rpadvkn ans
HEKOTOPbIX CUCTEMHbIX NAPaMETPOB B pearibHOM BpEMEHM:

* TekyLlada 3arpy3ka cucrtemsl (load average, cpegHue 3Hadvenus 3a 1, 5 n 15 MuHyT);

* TeKyLUne BXoOsALLMIA U ncxoadamm Tpaduk ceTeBblX MHTEPGENCOB;

* Tekywmne aktnBHble UDP 1 TCP coeguHeHust, BKIToYasi MOMHbIN CMIMCOK BCEX COEANHEHUN;

* TeKyLiee 4mcno d)alz.l'IOBbIX 0EeCKpUnTopoB, NCNoJfb3yeMblX NpoLecCoOM CUCTEMbI NCMOJTHEHUA
CODESYS.
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BHelwwHun Bug ctpanuubl Mpadmkn B peanbHOM BpeMeHU NS pasfnnyHbIX rpapukoB nokasaH Ha pUCyHKax

HWXe.

) oo

’_'I @ plc21D- Conymermn - LuCl X |+.'

= - okl

D & 1721601 cgi-bin/luci/zdmin/statusreatime/tnnnections

iy

s AnToofisoanosme aamcHo

Ooe@n8 =

Coctonime -
Ofisap
MamceTead sHpas
BABEHEPYTE

Tpogasn B poarmEom
BOEREHM

WypHALE
Crcresn b
MK, »
Coywole *
Cery ¥
CrammscTiea b

BrsiTe

Whhes aucra pledlo

e e pp—

e

=
50
25
E._
TCR:
Apyree.

IPva UDF 172160.157:17500
1Py uoP 17216011740
1Py uUpF TRZ768.0.1001 7500
IPva ToP 17260157442
v ok 192 168.0 3520385
Pva unF 172160.1657:137
P4 Bk 192 1680100137
P UDF. 17216.0.157:53892
IPa Uk 17216.0.157.50845
IPWa UpF 192768.0.35:24371
Pua uoP 192.168.0.35:44848
PV upE 192.168.0.35:44548
1Pya uoP 192.168.0.35:427598
P4 upP 192.168.0.35:24084
IPva upP 172160.157:54370
Py Uk 192.168.0 3518608

2

Hanpanneme
T72.16.255.255:1 7500
17216011740
192168 0235717500
172160160
BEBESD
172.16.265.255:137
192 188.0.255:137
172.16.0.1:53
172160153
1927680153
BBBRSE3
192.166.0.7:53
192.168.0.7:53
192.16600.7:53
172.16.0.1:53

1921880183

(3 smnyTeoe oxRo, 3 cexyrmmin nETEREN)

Mindaan: 68

MNurosan: &

13.76 KB {77 naxeTos)
219 KE (56 naweton)
1.07 KE {& naxkeTra)
970 E (5 naneros)
546 b (4 nakaToE)
468 B {6 naweToR)
468 & (6 naweToR)
&£25 F {6 naxeToa)
380 6 (3 naxeTop)
360 E (3 nanetos)
352 & (4 noneton)
313 6 (2 nawatoR)
208 & (2 naKeToR)
298 & (2 raxeToa)
208 B (2 nakeTos)

298 & (2 naxeToR)

PucyHok 3.14 — CtpaHuua «padmku B peanbHOM BpeMeHU». Mpaduk akTMUBHbIX COeAUHEeHUN

39



3 CocTosiHMe

| a0 X | G0 Tl X | @ a0 o -tatl X |+ - oIl
el e 6 I e Ly ep——— @ g meEen =

m“ A

Cogromiee *

e oETEand FeH

Magupyr

Ipadsrn & peanssoss
BOEMEHN

EATE R
Cwciesa ¥
e &
Crygmfici #

Cete ¥

CTaTTHEa F

Biiiaral

Sarpyaus 33 1wy 152 Cpapara; 095 Mewosar: 152
Barpyawa 3a § Myt 070 Cpeaunm: .45 Mawosan:  0.70
Jarpyaa 33 15 Myt 046 CpagueRm:  0.37 TMewngan: 046

PucyHok 3.15 — CtpaHuua «pacmkn B peanbHoMm BpemeHu». Fpacuk 3arpyskm
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@ piciD - Tpadei - LuCl 3| phei0 - Cosgumernn - LuEl ¥ | = - IEN
&« G o D & 1721600 Lty - ’ - &= n D & g =
OBEN e prm—
T plozle

Sarpyakn | Ipades | CoRAMHEHWA

brdan | et | sWIp | swipd | swlpd | usbid

L
[3 My THOE OKHD, § CERYHIHDIA BHTERSEN)

BanpAugss: 368 Giric Cpapunm: 327 BWT/G Muogan: 7577 KuT/io
(48 Bfc) (412,52 B'c (%47 KE/c)
Mexopmugies: O Oanie Cpeguam: 32496 dur/c Meocogan: 9,50 Kiric
LD Ee) (40.62 B/'c) {119 KE/c)

PucyHok 3.16 — CtpaHuua «'pachuku B peanbHoMm BpemeHu». Mpacuk Tpacduka mocta «br-lan»

\/ u ~
“ u %+ ABTOCGHOBNEHNE BHMIOUGHO
=

CocToAHle ¥ Spk2xmat

063op
3arpyaka | Tpaguk | CoeguHesws | Odeckpuntopki CODESYS

MemceTeB0il IKpaH

Sm Zm Im
MapuwpyToi

rpaduky B peancHom 159
BpeMeHH

MypHanb
L]
Cuctema b
K

54

CnyxGot b

Cetn b

Cratuctuka b (3 MUHYTHOE OKHO, 3 CEKYHHbIA MHTepaan)

BolATi
KonuyecTeo Cpegnas: Muxosan:
= 166 161 171
LecKpUNTopoB

PucyHok 3.17 — CtpaHuua «pacdmku B peanbHOM BpeMeHu». Mpadmk konnyecTsa ¢pannoBbix
peckpuntopoB npouecca CODESYS
3.5 XypHanbl

Ha ctpaHuue XypHanbl pasgena CocTosiHue oTobGpaXkaroTcs 3anmcu CneayroLmx XypHarnos:
* Bknagka XXypHan sagpa;

* BKNagka CMCTeMHbIN XypHan.
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QB

CoctoaHuwe ¥
063op
MemceTesoi 3kpaH
MapupyThi

Tpadukn B peanbHoM
BpEMEHN

HypHans
CucTema b
K »
CryxGoi ¥
CeTn b

CratucTika b

m

BLATH

plcZiark

MpocMOTp XypHanos

HypHan agpa

CUCTEMHBIF XypHan

3annaHnpoBaHHbIe 3a4aHud (cron)

OToGpaMaTh NO yGbIBaHWKD BpEMEHK (NOCNedHes CBEpXy)

OTobpamaTb NMPHOPUTETHE

12(7) || 14(26)

30(2) || Info (504)

OTo6paKaTh cTONBL kI

Notice (19) || Debug (131) || Error (25)

Oweneloud

Warning (203)

N || Bpems || MpuopuTeT || CooflieHne

DUABTP 3anucei m
3anuck wypHana (917)

N2 Bpewms Mpuoputer CoobujeHne

917 1764.862511 Info IPv6: ADDRCONF(NETDEV_CHANGE): ethl: link becomes ready

916 1764.862082 Info IPvG: ADDRCONF(NETDEV_UP): eth link is not ready

915 1764.861638 Info rt183@4mb stmmac-@:8a ethl: Link is Up - 1@a! - flow control rx/tx

914 1764.861463 Info rt183@84mb stmmac-8:0a ethl: configuring for phy/internal link mode

G613 1764.823821 Info rtl83@4mb stmmac-8:8a ethl: Link is Down

812 1453.641%66 Info android_work: sent uevent USB_STATE=CONMFIGURED

911 1453.841245 Info IPy \DDRCONF (NETDEV_CHANGE) :

918 1453.640742 Info conf: gadget gadget: high-speed

983 1453.@85203 Info android work: sent

988 1452.945841 Info dwc3 FccB@@ed.dwc3: devic

987 1452.752034 Info phy phy-fe820@08.usb2-phy.1: charger = USB_CDP_CHARGER

ses 28.294152 Warning ttys3 - failed to request DM&, use interrupt mode

ges 28.294884 Error of_dma_request slave_channel: dma-names property of node '/serizl@fecb@@gd’ missing or empty
LTS 28.290824 Warning ttys4 - failed to request DMA, use interrupt mode

983 28.2798753 Error of_dma_request_slave_channel: dma-names property of node '/serial@fe69028@' missing or empty
982 27.288346 Info IPw6: ADDRCOMF(NETDEV_UP): usb@: link is not ready

9@1 27.865867 Info IPvG: ADDRCOMF(NETDEV_UP): usb@: link is not ready

oee 27.26379% Info usb8i MAC 48:6f:73:74:58:43

839 I7.263421 Info usb@: HOST MAC 42:61:64:55:53:42

898 27.946874 Warning using random host ethernet address )

PucyHok 3.18 — Bknapgka «XKypHan sgpa»

OToBpakaTh No y6biBaHUIO BpeMeHU (NOCNeiHee CBEPXY)

OTO6paXaTh NPUOPUTETbI:
12(7) || 14(18) | 30(2)

OTo6paxarb cTonbupl:

Ne || Bpemsa | lpuoputeT

DUNbTp 3anuceit:

Info (315)

Notice (77)

CoofbLleHue

Debug (6)

Critical (1)

Warning (8)

Error (7)

e

OYUCTUTb

PucyHok 3.19 — CtpaHuubl «XXypHanbi». 9neMeHTbl ynpaBrieHUs NpoCMOTPOM XypPHaroB

CTpaHnua Kaxgoro >KypHanma B BepxXHeW YacTu CoaepXuT obracTb Cco crnegylowumy  3neMeHTamm

ynpaBneHus:

* nepekntoyatens OTo6paxaTb No yobiBaHUIO BpeMeHU (nocriegHee cBepXxy) — No3BONSAeT
NepeKoYNTb PEXMM COPTUPOBKU 3anucen. Mpun BKOYEHHOM NepekrodaTtene 3anncu xXypHana
oTobpaxaroTcsa No yobiBaHMIO BPEMEHU perucTpaLmm, NoCneaHss 3anucb Bceraa ceepxy (pexumm
oTobpaxeHus No ymonyaHuio). Ecnn nepekntoyartens BbIKIHOYEH, TO 3anMcn oTobpaxatoTcs no
BO3paCTaHWUIO BPEMEHW perncTpaunm, NocrnegHas 3anncb BCerga CHu3y;

* KHonka OGHOBUTb — BbLIMNOJIHSAIET MOBTOPHOE YTEHWE 3anuceii U3 COOTBETCTBYIOLLErO XKypHana ¢
0oBHOBMEHVeM 3anuceli B Tabnuue Ha cTpaHuLe,;

* kHornka CKa4yaTb — NO3BOSIET BIMOMHWUTL CKaunmBaHue dpanna xypHana B Tpebyemom cdopmare.
[ocTynHble bopmaTbl:
— RAW — npocTou TekcToBbI hopmaT (MCXoaHbIN hopmar);
— CSV — tekctoBbIV opmat CSV;

— JSON — tekcTtoBbIi hopmat JSON.
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3 CocTosiHME

* KHOMKU-Nnepekn4yartenm 0T06pa)KaTb NPUOPUTETbl — NO3BOJAKOT BKIMKOYUTb UIN BbIKITIOYUTDb
0T06pa>KeH|/|e 3anucen onpeaerneHHbIX NPpUopnuTeToB,

* KHOMKK-Nepekrn4vaTtenu 0T06pa)l(aTb CTONOLbI — MO3BOMSAIOT BKITHOUYUTbL MU BbIKITHOYNTD

0T06pa)KeHV|e COOTBETCTBYHOLLUNX cTonbuoB B Tabnuue 3anvcen XypHana,

* none BBoaa (DVI.I'Ipr — NO3BONAET BbIMNOINTHUTb d)MJ'IpraLI,I/IIO 0To6pa>|<aeMb|x 3anucen XypHana no

3afjaHHOMY LLIABMoHy;

* kKHoMka OYNCTUTBb — KHOMKA OYUCTKM BBEOEHHOIO LWabnoHa cbvu'lepa B norne BBoAa «(DI/U'Ipr».

3.5.1 XypHan sgpa

Ha ctpanuue XypHan sgpa pasgena CocTosiHMe oToOpakaeTcsl BbIBOA >KypHana sapa, B KOTOPbIA
3anucbiBaloTca cooblueHus paboTbl sigpa Linux, HauMHas ¢ MOMeHTa 3arpy3ku. BHelwHuin BuAa cTpaHuupbl

XypHan sapa nokasaH Ha pucyHke 3.20.

GBI

CocTosAHHe ¥ plczlerk

06z0p MpocMoTp KypHanos

MeXCETeE0H 3KpaH

JMypHan Anpa | CMCTeMHBIA XypHan | 3annaHvpoBaHHble 3apanus (cron) | Owencloud

MappyToi

padik B peanbHom

OToBpasaTh MO yiblBaHWE BpEeMeHU (NocnefHes cBepxy)

BpEMEHN

OToBpaxaTs MPUOPUTETDI:
HypHano! 12(7) || 14(26) || 30(2) || Info (504) || Notice (19) || Debug (131) || Error (25) || Warning (203)

CucTema b OTobpaxaTs cTonbusl
N2 [| Bpemr || MpuopuTeT || CooblleHne

nnK »
@UNbTP 3anNnCei:

Cnyx6bl P

Cetb b

3anucK xypHana (917)

QUHCTUTE

Cratuctuka »

Ne Bpemsa MpuopuTeT
BoiATu 917 1764.862511 Info

916 Info

915 Info

914 Info

913 Info

912 Info

911 Info

918 1453.642748 1Info

989 1453.805203 1Info
988 1452.945841 Info
927 1452.752034 Info
986 28.294152 MWarning
9es Error
9@4 Warning
983 Error
9e2 Info
9e1 Info
9ee Info
839 . Info
838 27.846374  Warning

Coofiw,eHue
IPvE: ADDRCONF(NETDEV_CHANGE): ethl: link becomes ready
TPy ADDRCONF(NETDEV_UP): ethl: link is not re

rt18304mb stmmac-8:0a ethl: Link is Up - 184l

1 - flow control rx/tx

rtl8384mb stmmac-8:8a ethl: configuring for
rt18304mb stmmac-8:@a ethl: Link is Down
android_work: sent uevent USB_STATE=CONFIGURED

IPv ADDRCONF (NETDEV_CHANGE): usb@: link becomes ready

configfs-gadget gadget: high-speed

phy/internal link mode

onfig #1: ¢
-CONNECTED

rk: sent uevent USB_STAT
008.dwc3: device reset

hy.1: charger = USB_CDP_CHARGER
ttyS3 - failed to reguest

y-feBagaes. u:

A, use interrupt mode

of_dma_request_slave_channel: dma-names property o

ttyS4 - failed to request A, use interrupt mo

of_dma_request_slave_channel: dma-names property of node '/sericl@fef98888' missing or empty

IPvG: ADDRCONF(METDEV_UP): usb@: link is not ready
. ADDRCONF(NETDEV_UP): usb@: link is not ready

\C 48:67:73:74:58:43

HOST MAC 42:61:64:55:53:42

using random host ethernet address

f node '/serial@fecb@oed" missing or empty

PucyHok 3.20 — CtpaHuua «XXypHan sgpa»

OCHOBHbIM OTNMYMEM XypHana agapa OT CUCTEMHOro XXypHala ABNAeTCA TO, YTO B XypHane Agpa He

perncTpupyoTcs Kakme-nnbo cobbiTusa OT NPUMOXKEHUN 1 CY>KO yPOBHSA NONb3oBaTens.

3.5.2 CucteMHbIN XXypHan

Ha cTpaHuue CuctemMHbIN XypHan pa3sgena CoctosiHMe oToOpa)kaeTcs BbIBOA CUCTEMHOIO XypHana, B
KOTOpbIV 3anucbiBaloTcA Bce cobbITMA sapa Linux, NpunoXeHun u cnyxo, 3anyLeHHbIX B cucteme. BHelwHWi
BUA CTpaHuLbl CUCTEMHbIN XypHan rnokasaH Ha pucyHke 3.21.
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3 CocTosiHME

OIBIEH

CocTOAHHE ¥ plc2lerk

O6aop MpocMoTp XypHanos 53

MemceTeBoi 3KkpaH ~
JKypHan Agpa | CMCTEMHBIRA MypHan | 3annaHupoBaHHble 3adanus (cron) | Owencloud

MapLpyTol
TpadMku B peancHoM OTofpamaTs No yORIBAHMIO BPEMEHN (NOCNEgHes CBEDXY) Ckauats (RAW) B
BpemMeHn
OTo6pamaTh NPHOPUTETLI:
Hypans! OToGpamaTs cTonGUs!
CucTema b |£H BpemeHHasa meTka || Ter H MpuopuTeT || CoobuieHue |
MK » DUNLTD 2aNUCEi:
CyxGbl b
3anucu XypHana (0)
CeTb b
N2 BpemenHaa Ter [MpuoputeT CooblieHne
Ctatuctuka b MeTKa
BriAtn MypHan He cofepxuT 3anvced

PucyHok 3.21 — CtpaHuua «CMCTEMHbIN XXypHan»
3.5.3 3annaHupoBaHHbIe 3apaHua (cron)

Ha ctpaHuue 3annaHMpoBaHHble 3agaHuA (cron) pasgena CocTosiHue oTobpaxkaeTcsl BbIBOA XKypHana, B
KOTOPbIN 3anucbiBalOTCA UHGOpMauMs o paboTe nnaHMpoBLUMKaX 3adad cron. BHelwHwui BuAg cTpaHuubl
3annaHupoBaHHble 3agaHus (cron) nokasaH Ha pUCyHKe:

.

wosap MpOCMOTP KypHanoB b2

MeXCETeB0i 3KpaK -
JypHan agpa | CMCTEMHBIA XypHan | 3annaHupoBaHHble 3agauua (cron) | Owencloud

MapipyTol
Mpaduku B peanttom B OToGpamaTh No YOLIBAHWKD BPEMEHH (NOCNEOHES CEEpXY) Ckauatb (RAW) ‘ -
BpeMeHHn
OTOGPEKaTh NPUOPUTETEI:
HypHans! | Info (683) H Notice (93) H Debug (148) H Warning (25) || Error (67) \
CucTema b Otobpamatb cTonbubl:
| Ne || Bpemennas metka || Ter || Mpuoputer || Kateropus || Coobwenme |
MK » — —
DUNLTP 2aMUCEi
CnyxSbl »
Ceto b 3anucw wypHana (739)
CTaTucTika P N2 BpeMmeHHan MeTKa Ter MpuopuTeT KaTeropus CoobuieHue -
Boli 739 93.86.2024 96:88:81 (ROND[12875] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
BIMTH
738 93.86.2024 06:86:81 (CROND[12854] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
737 93.86.20824 86:084:81 C(ROND[12834] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
736 93.86.2024 06:82:81 (CROND[11986] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
735 ©3.86.2024 06:81:01 C(ROND[11281] Info cron (root) CMD (cd / && run-parts /etc/cron.hourly)
734 93.86.2924 96:89:81 CROND[11981] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys)
733 ©3.086.2024 85:58:81 CROND[11933] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
732 93.86.2924 ©5:56:81 CROND[11911] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys)
731 93.86.20824 @5:54:81 (CROND[118%8] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
738 93.86.2024 05:52:81 C(ROND[11842] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
729 93.86.20824 05:52:81 CROND[11822] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
728 ©3.86.2024 05:48:01 C(ROND[11791] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
727 93.86.2924 95:46:81 CROND[11771] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys)
726 ©3.86.2024 @5:44:81 CROND[11751] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
725 93.86.2924 ©95:42:81 CROND[11726] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys)
724 93.86.2024 05:42:81 CROND[11673] Info cron (root) CMD (fetc/init.d/sysfixtime hctosys)
723 93.96.2024 05:38:01 C(ROND[11648] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
722 93.86.2024 @5:36:81 CROND[11623] Info cron (root) CMD (retc/init.d/sysfixtime hctosys)
721 93.86.2024 05:34:81 C(ROND[11687] Info cron (root) CMD (/etc/init.d/sysfixtime hctosys)
720 93.86.2924 ©95:32:81 CROND[11585] Info cron {root) CMD (/fetc/init.d/sysfixtime hctosys) -

PucyHok 3.22 — CtpaHuua «3annaHMpoBaHHble 3agaHus (cron)»
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3 CocTosiHME

3.5.4 OwenCloud

Ha ctpanuue OwenCloud pasgena CoctosiHue oTobpaxkaeTcs BbIBOA XXypHarna, B KOTOPbIA 3anucbiBaeTcs
MHpopmaumss o6 obmMeHe AaHHbIMM C obravHbiM cepBucom OwenCloud. BHewHWid Buag CTpaHuUubl
OwenCloud noka3saH Ha pUCYHKe:

OBI:H

CocTosHue ¥
O6sop
MexceTeBoi 3KpaH
MapuwpyTol

Tpathmki B peansHomM
BpeMeHn

JKypHanbl
Cuctema b
MK k
CyxGbl b
Cetb b
Cratuctuka b

BbiiATi

plc2lérk

lMpocMoTp KypHanoe o2

JKypHan Aapa | CUCTEMHbIA XypHan | 3annaHupoBaHHble 3aAaHus (cron) | Owencloud

OTobpamaTh No yObIBaHWIC BpEMEHK (NOCNefHee CBEPXY) Ckauatb (RAW) -

0To6pamaTE NPHOPUTETLI:

OTo6pamaTs cTonGUbI:

N2 || BpemeHHan meTka || Ter || Mpuoputet || CoobuieHne

DUNLTP 3anucei: OUMCTHTD

3anwcu xypHana (0)

N2 BpemeHHaa Ter [puopuTeT CoobLieHHe
MeTKa

JHYDHAN He COREPKHUT 3amncelt

PucyHok 3.23 — CtpaHuua «OwenCloud»
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4 Cucrtema

4 Cucrtema

4.1 OOwme HACTPOMKH
O6wwwme HacTpoKikn cucteMbl pasMelLleHbl Ha cTpaHuue O6wme HacTponkmu pasgena Cucrema v pasgeneHol
Ha HEeCKONbKO BKNaAoK:

« XocT;

* )KypHanvpoBaHue;

* A3bIK;

» [lononHuTenbHbIe.

BHewHun Bug ctpaHnubl Cuctema nokasaH Ha pucyHke 4.1.

6 plc210 - OBuwne HacTpoiky - X | + * - 0O
&« C @ @ 172.16.0.1/ o LN D ® B8 =
UBEEH
=
CocTtoAHne » : plc2io

Cucrema ~

O6LWMe HaCTPOWKK CUCTEMbI

QbW ne HacTpoiiki

Bpema

= Koct | JRypHanupoBavue | Hswik | JlononHWTEnsHbie

YnpaeneHue

Cropo:xesoi Taiimep
MmA xocTa | plc210

MoxTuposaxue paagence

PesepsHoe KonuposaHie

" CoXpanuTs M npuMennTs | Coxpanuts
OBHOBMEHIE NPOLLINEKN

TepmiaHan

Nepeaarpyaka
Mactep HacTpoiikun
MK »
Cnyiel b
CeTb b
Cratuctvka b

Bt

Powerad by LuCl {Owen) / 2018.07

PucyHok 4.1 — CtpaHuua «O6Lwme HacTpoOnKu»

4.1.1 Bknagka «Xoct»

Bknagka XocT no3BonsieT HacTpoOWUTb MMS XOCTa cucTeMbl. BHewHwii Bug Bknagkm XoCT MokasaH Ha
pucyHke 4.2.

Xoct | MypHanwpoeanue = Hawlk | JononHWTEnkHbIE

Mma xocta  plc210

PucyHok 4.2 — CtpaHuua «O6wue HacTponkn». Bknagka «Xoct»
4.1.2 Bknagka «XKypHanupoBaHue»

Bo Bknagke XXypHanupoBaHue BbINOMHAETCA HACTPOMKa CUCTEMHOW CIYXXObl XypHanMpoBaHus. BHeLHWI
BuA Bknagku XypHanupoBaHue nokasaH Ha pucyHke 4.3.
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4 Cucrtema

Xoct | HypHanupoeanwe | H3ek | JononHuTensHele

PESI’v‘IEp CUCTEMHOID ¥y pHana 64

BHeLUHWIl CepBep CUCTEMHOMD 3KYpHana
MopT BHELUHErD cepEepa CUCTEMHOMD ¥y pHana
BHelwHui npoTokon nor-cepeepa upp v
3anwcelBate cucTeMHele cobeituA B daiin - /tmp/system.log
3anuck cobeimui OTnagka v

3anuce cobeituit cron HopMankHo v

PucyHok 4.3 — CtpaHuua «Cuctemar. Bknagka «XKypHanupoBaHue»

[na KoHUrypaumm QOCTyMNHbI CriedytoLume HacTPOVKK:
+ Paamep cucTeMHOro XXypHana — pa3Mep XpaHUMOro CUCTEMHOTO XXypHana B kunobawnTax. Mpu
NPEBbILIEHUM YKa3aHHOTO pa3Mepa caMble cTapble 3anucy GyayT yaanaTbes U3 XypHana;
 BHeluHKWIA cepBep cUCTEMHOrO XypHana — IP-agpec BHelwHero syslog-cepeepa CUCTEMHOIO
XypHana. Ecnu yka3aTb agpec BHeLLUHero cepBepa XypHanupoBaHusi, cobbiTusi 6yayT AyGnmpoBaTtbes
Ha Hero;

MopT BHelHero cepeBepa CUCTEMHOrO XXypHarna — Homep nopTa BHeLLHero syslog-cepsepa
XypHanupoBaHus;

BHeluHMI npoToKon nor-cepBepa — BbIOOP NPOTOKONa BHELLHEro syslog-cepBepa >XypHanupoBaHusl.
JocTynHble NpOTOKONbI:

— UDP;

- TCP;

3anucbiBaTb CUCTEMHbIE COOLITUS B pans — foKanbHbIA NyTb K dansly CUCTEMHOTO XXypHana;

3anucb cobbITUM — BLIGOP YPOBHS COBLITUIA ANS XypHaNUpoBaHus. B cuctemHbivi xxypHan 6yayT
3anMcbiBaTbCs BCe COObLITUSA C YPOBHEM BbILLE UMM PaBHbIM BbIBpaHHOMY.

[ns BbIGOpa AOCTYMNHbI CrieayoLme YPoBHU:

— oTtnagka (debug);

— WHopmauus (information);

— 3amertka (notice);

— npegynpexaeHue (warning);

— owwubka (error);

— KpuTnyeckas cutyaums (critical);

— Tpes.ora (alarm);

— 4pesBblyaniHas cuTyaums (emergency);

3anucb cobbiTu Cron — BbIGOP YPOBHSI cOOLITUI CyXObl cron Ans XXypHanMpoBaHusl.

[nsa BoiGopa [OCTYNHbI CREeAyLINE YPOBHU:
— otnagka (debug);

— HopwmarnbHo (normal);

— npeaynpexaeHue (warning).
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4.1.3 Bknagka «fA3bIk»

Bo Bknagke AsbIk npegocTaBnseTcs BO3MOXHOCTb Bblbopa fA3bika MHTepdenca Web-untepgenca LuCl.
BHelwHUn Bng BkNagkm A3sbIK NokasaH Ha pucyHke 4.4.

Xoct  MypHanwpoBaHwe = Habik | [LONONHWTENBHGIE

Hawlk Pyccrkmit (Russian) v

PucyHok 4.4 — CtpaHuua «Cuctemar. Bknagka «A3bik»

Kpome cnuncka si3bikoB, B BbiMadalolleM crucke SA3bIK COOepXUTCs anemMeHT auto, KOTopbli Mo3sonser
MCMoMNb30BaTh PEXUM aBTOMaTU4Yeckoro Bblibopa f3blka WHTepdelica B 3aBUCUMMOCTM OT  A3blKa,
ncnonb3yemMoro B 6paysepe KnueHTa.

4.1.4 Bknagka «[JononHuUTenbHbIe»
Bo Bknagke [JonornHuTesbHble NpPeoCTaBreHbl OOMOMHUTENbHbIE HACTPOMKW. BHewHui Buag BKNagku

JononHuTtenbHbIe NOKasaH Ha pucyHke 4.5.

Xoct | MypHanwpoeaHwe = Hawk | [ononHWUTENBHGbIE

WHTepean nynnuara | 5 v

PucyHok 4.5 — CtpaHuua «Cuctema». Bknagka «[JononHutenbHbie»

HacTtpoiika UHTepBan nynnuHra onpegensieT MHTepBas aBTOMaTU4Yeckoro OGHOBMEHUs MHGopMauMn Ha
CTpaHuuax, noadepXkvBalolLUMX [aHHYl0 BO3MOXHOCTb. Bonee nogpobHas WHGoOpMauus o YHKUUM
aBTOMAaTM4eCcKoro 06HOBINEHUS CoaepXuTcs B pasgene 1.4.

4.2 Bpems

Ha ctpaHvue Bpems pasgena Cuctema pasmeLleHbl HACTPOMKM NOKanbHOro BpEMEHW YCTPOMCTBA, a Takke
HaCTPOWMKM CUHXPOHM3aUMN BpeMeHM Npu nomowm cryx0bl NTP (cm. pucyHok 2.6). BHelwHuin Bug cTpaHuubl
Bpems nokasaH Ha pucyHke 4.6.
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50 plc210 - Bpemn - LuCl x  + O

| A\ He saupugeno  172.16.0.1/ i/adm tem/time MepesanycuTs u 06HoBMTE +

\/ [ ~
] s ABTOOOHOBNEHNE BRKITIOYEHD
=

e b plc2ia

CocToAHu

0B6LWme HACTROMKM }AeCck Bbl MOXETE HACTDOWTL OCHOBHLIE NAPAMETDL! BDEMEHN

Epema
CucremHoe BpeMA

YrnpaBnexue
LaTa v BpeMA 2024-05-22 16:29:20 +0300
CTopoxesoi TaliMep

CHHXPOHH3WPOBATD ¢ Gpay3epoM
TOUKW MOHTMROEAHHA

CHHXPOHW3MPOBATH ¢ NTP-cepeepoM
PezepEHan Konua

5 S Yacoso# noAc GMT+3 v
OBHOBNEHHE MPOLIKEKN

Soman CHHXPOHU3ALUA BPEMEHU

Brnto4HTE NTP-KAKeHT
MacTep HacTpoikn

BKMHOUMTE NTP-cepaep

nng »
Cnyx6al » Wcnonsaoeato cepeepbl, oGuABNeHHbIe Yepes DHCP
Cetn b s
Crucok NTP-cepBepoE 1§ pool.ntp.org M

CTaTueTHKa P
0.europe.pocl.ntp.org ®

BhIATIA

2.eurcpe.pool.ntp.org *

Emp |

PucyHok 4.6 — CtpaHuua «Bpems»
B none JlokanbHoe Bpems oTobpaxaeTcs TekyLlee rokanbHoe Bpems 1 gata.

KHonka CUHXpOHM3UpOBaTb C Opay3epoM BbIMOMHSAET YCTAHOBKY ITOKaNbHOW [aTbl U BPEMEHM Ha
YCTPOWCTBE B COOTBETCTBUM C TEKYLLEW OATOW U BPEMEHEM, YCTAHOBIIEHHBIMU Ha KOMMbIOTEPE KNMeHTa (B
6paysepe). Mpu crnegytowieM obHOBNEHMN 3HavYeHnst nons JlokanbHoe BpeMms, 3Ha4YeHNst 4aTbl N BPEMEHM
OyayT yCTaHOBMEHbI B HOBbIE 3HAYEHMS.

B Bbinagawowem cnucke YacoBor MNOSAC BLIMNOMHAETCA BbIOOp 4acoOBOro Mosica NOKanbHOMo BpeMEHM
ycTponcTea. [Ans otobpaxeHus B norne JlokanbHoe BpeMsi BpEMEHN B COOTBETCTBUM C BbIBpaHHbIM 4acoBbIM
MOsACOM HeOBX0AMMO MPUMEHNTL N3MEHEHWS, HaxaB KHOMKY CoXpaHUTb U MPUMEHUTb.

CUHXpPOHM3aLMA BpeMeHuU

Onuus Bknountbe NTP-KNMEHT BKMOYAeT CUMHXPOHM3auuio BpemeHn npu nomowmn NTP-knveHTa.
CunHXpoHM3auus BbINOMHAETCS € ucnonb3oBaHvem cnncka NTP-cepeepoB, nepeyncneHHbIX B cnncke Cnucok
NTP-cepBepoB.

El NMPUMEYAHUE

NTP-knneHT KOHTponnepa ucnonbayet Bepcuto npotokona NTPv4, noatomy Ha ctopoHe NTP-cepBepa
[omkHa ObITe MogaepKka AaHHOW BEPCUM NPOTOKONa.

Onuus Bknrountb NTP-cepBep Bkntovaer cnyx0y NTP-cepsepa. Ecnu gaHHass onuus BKIOYeHa, TO
YCTPONCTBO MOXET ObITb MCNonb30BaHO B kavyectse NTP-cepBepa.

Mpu BkNtoyeHun onumm Ucnonb3oBaTb cepBepbl, 06bsBNeHHble Yepe3 DHCP gna cuMHXpoHM3aumu
BpeMeHn ByayT ncnonb3oBaHbl cepBepbl, 06baBneHHsle DHCP-cepepom (DHCP option 42), koTopbi Bblgan
YCTPOWCTBY NapaMeTpbl KOHUIypaummn ceTu.
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B cnucke Cnucok NTP-cepBepoB ykasbiBaeTcs cnucok agpecoB NTP-cepsepoB, ucrnonb3yembix Ans
CUHXPOHM3aLMM NOKanNbHOro BpeMEHW Npu BKMOYEHHON onuun Bknounte NTP-knueHT.

4.3 YnpaBneHue AOCTynom

CtpaHvua YnpaBneHue pasgena CucTema COAEPXUT HACTPOMKM NOKarbHOrO M yAanéHHoro goctyna K
ycTpoiicTtBy. Ha cTpaHuue YnpaBneHue pasmeLleHbl HECKONbKO BKadok:

* Maponb ycTponcTea;

* Doctyn no SSH;

* SSH-kntouu;

* RS232;

» USB (npucytcTtyeT Tonbko y CIMK210).

4.3.1 HacTtpoika naponsi nonb3oBartens root

Bo Bknagke Maponb ycTporMcTBa CTpaHULbl YnpaBneHue MOXHO M3MEHUTb Naporb AOCTYNa nonb3oBaTens
«root» (CM. pucyHok 4.7).

YKkasaHHbI Mapornb UCNomnb3yeTcs Kak Ans AOCTyna K KOHCONW YCTPOWCTBa, Tak u Ana goctyna k Web-
nHtepcpency LuCl (cm. pucyHok 1.2).

UBEH

CocTosHue b spk2xxmal

ucTema v

Maponk ycTpoiicTea | JocTynno SSH | SSH kmiouw | RS232 | USB
Ofuine HacTpoAKK
I'Iaponb YCTpOUCTBa
Bpems
YnpasneHue
Mapone =
CTopoMesoi Taiimep

TouKM MOHTHPOBAHWUA MoaTeepx#aeHne Napons ®

PesepeHan konus

NeHue NPOLKHEKH

Tepmunan

MIK »
CnyxGol ¥
CeTb ¥
CratucTuka b

BoIATH

PucyHok 4.7 — CtpaHuua «YnpaBneHue». Bknagka «lMaponb yctponcrea»
4.3.2 HacTtpomka goctyna no SSH

Bo Bknagke fJoctyn no SSH ctpaHuubl YnpaBneHue pasMelleHbl HacTporku cepsepa Dropbear, koTopbliit
npegocTasnsaeT 4OCTyN K KOHTponnepy no npotokonaMm SSH n SFTP (cm. pucyHok 4.8).
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¥ ple210 - focryn no SSH - LuCl - X + O

| A\ He saupugeno  172.16.0.1/ i/adm te e MepesanycuTs 1 obHoEWTE +

UBEH

e b plc2ia

COCTOAHM

Maponk yeTpoiicTea | OocTynnoSSH | SSH koun | RS232
0B6LWme HACTROMKM
HocTtyn no SSH
Bpemna
Ynpasnexue

T Susemnnap Dropbear
CTopoxesoi TaliMep

QUKW MOHTHROBaHNA YOanute

PezepEHaR Konua

WHTepdeiic HE ONpenensHo

OBHOBNEHHUE MPOLINEKN s Ti T —_—,

TepMUHaN

Mopr 22

MacTep HacTpoikn C nomotbi Napona
MK » PEIpRLITS 5T
Cnywbol » Root BX0AUT Mo Napomo
CeTb b A 1
CTaThcTria b MAopTol wnteaa [

Beiitn

PucyHok 4.8 — CtpaHuua «YnpaBneHue». Bknagka «octyn no SSH»

KHonkn [lo6aBuUTb 1 YAaanuTb MO3BOMSKOT COOTBETCTBEHHO A00ABUTL WM YAanNWUTb 3K3EMMMsipbl cepBepa
Dropbear. Mo ymonuaHuio B cucteme 3anyLleH ToNbKo OauH ak3emMnnisip cepeepa Dropbear, paboTatowmin Ha
TCP nopty 22 Ha Bcex ceTeBbIX MHTepdelcax.
El NMPUMEYAHUE
Mo ymonuyaHuio nobble Bxoasiwme nogknioveHus n3 3oHbl WAN 3anpelleHbl npaBunamMmm MexceTeBoro
3kpaHa (cMm. pasgen 8.5). [MoaTomy HeCcMOTps Ha To, YTO ak3emnnsAp Dropbear HAaCTpoeH Ha Npuém
NOAKIIOYEHMIN Ha BCEX CETEBLIX MHTepdencax, Ha ceTeBbiX nHTepdencax 3oHsl WAN nogkrnitoueHue K
SSH 6yaeTt HEBO3MOXHO.

[na kaxxgoro ak3emnnsapa cepeepa Dropbear 4OCTYNHbI CrieaytoLLne HAacTPONKN KOHDUTypaLmm:

* UHTepdperic — BbIGOp ceTeBOro MHTEpdelica, Ha KOTOPOoM ByayT NPUHUMATLCSA BXOASLLME
NOAKIOYEeHUs] COOTBETCTBYIOLLIEro ak3emnnsipa cepBepa Dropbear. Ecniu nHtepdeiic He BbiGpaH
(3HauyeHue «He onpeaeneHo»), TO COOTBETCTBYOLLMIA 3k3eMNnAp cepBepa Dropbear 6yaeTt npuHMmaTh
NOAKIOYEHUS Ha BCeX AOCTYMHbIX MHTepdencax.

* MopT — Homep TCP-nopTa ans BXoaaLwmx NOAKITIoYeHnI ak3emnnspa cepeepa Dropbear.

+ C nomMolLbIo Napona — paspellaeT unv sanpeLLaeTt ayTeHTUdUKaLmnio npy NoMoLLm napons npu
nogknioyeHumn no SSH. Ecnu ayteHTndukaumsa npy NOMOoLLM Napons 3anpeLleHa, To BXO4 BO3MOXEH
TONbKO No SSH-kMNYam, KoTopble MOXHO 06aBUTb B CUCTEMY B COOTBETCTBYHOLLEM NOApasaene
[aHHOW CTpaHuUbl.

* Root BXxoguT no naponr — paspellaeTt Uiy 3anpewaet ayTeHTM(*)I/IKaLI,VIIO npu noMoLn naponda ana
nonb3oBaTens root. Ecnn ayTeHTMd)I/IKaLI,I/Iﬂ Nno Naporto 3anpeLleHa, To BXo, nosib3osaTens root
BO3MOXXEH TOINbKO MO KIHo4y.

* nOprI Wr3a — pa3peLllaeT unum 3anpeLllaeT nogkryeHne y;l,a]'léHHbIX KIMMNMEHTOB K JTOKalribHbIM
nepeHanpaBieHHbIM nNopTaMm.
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NMPUMEYAHUE
El B npunoxeHun npusoguTtcs NprMep BbINONHEHUS MOAKIIOYEHUS K YCTPOMCTBY Mo npoTokony SSH.

4.3.3 SSH-knoumn

Bo Bknagke SSH-kntoum ctpaHvubl YnpaBneHue (CM. pucyHok 4.9) peanv3oBaHa BO3MOXHOCTb fobaBneHus
ny6nmyHbix OpenSSH kntodeit (.pub). SSH-kNoYM MCNonb3yloTca ANs aBTOPU3aLn.

¥ plc210 - 55H knroum - LuCl x + [m}

[ A\ He saupeno  172.16.0.1/cg

UBEEH

CocTtoaHue b plc2ia

TMepesanycruTs 1 06HOEMTE +

Cucrema ¥
Maponb yeTpoiicTea | JocTynno SSH | SSHkmouw | RS232
0BLWMe HACTRORKK

SSH knioun
Bpemna

Ynpasnexue naponto. Yrobbl 3arpyauTo HOBBIA NYSAMUHGIA SSH KNtoy, BCTaBbTE CTPOKY NyGNMYHOro OpenSSH KNoYa WNu nepeTailuTe
Croposmesoi Taiimep HeT ny6nudHbIx Kntoved

To4kW MOHTMPOBaHWA : LAobasuts Knky
PesepeHan Konua

QBHOBNEHHE NPOLWKMEKN

TepMUHaN

Mepeaa

MacTep HacTpoikn

MK »

CraTucTuka »

BoIATA

PucyHok 4.9 — CtpaHuua «YnpaBsneHue». Bknagka «SSH-knoum»

Ons nobaBneHns HOBOro FIY6J'II/I‘-IHOFO Kniova HeobxoAuMMO BCTaBUTb CTPOKY I'Iy6J'IVI‘-IHOFO SSH-knto4a unu

nepetawmTb hann popmara .pub B none BBoAa Krnova 1 HaxaTb KHOMKY lobaBuTb. YcneLllHo JobaBneHHbIN
SSH-kntou Bynet oTobpaxeH Ha cTpaHuue.

[nsa ynaneHus paHee 006aBNEHHOro KnoyYa HeobXoAuMO HaKaTb KHOMKY C KpacHbIM KPEeCTMKOM crpasa OT
MHpOPMAaLIMK O KITloYe.

4.3.4 HacTtpouka nocnepgoBaTtenbHoOro nopra RS232

Bo Bknagke RS232 ctpaHuubl YnpaBneHue pa3meLlleHbl HACTPONKM nocrefoBaTtensHoro nopta RS232.

NMPUMEYAHUE
El HaHHasa Bknagka otcytcTeyet B Web-uHtepdence ynpasneHus koHTponnepos MJ1IK200.
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= plc210-RS232 - LuCl x  + O

c A\ He saupugeno  172.16.0.1/ i/adm te TMepesanycuTs 1 obHOEWTE +

UBEEH

e b plc2ia

COCTOAHM

Maponk ycTpoiicTa | OdocTynnoSSH | SSHkmouM | RS232

OBLme HacTPOMKM
RS232

Bpema

Ynpasnexue

e CucTemnan koHconb RS232 ]
CTOpOMEBOi TalimMep

Touku MOHTHPOBaHWA

PesepeHan Konua
QOHOEMEHWE NPOLIMEKN

COXpaHWTh
TepMUHaN

Mepesarpyska

PucyHok 4.10 — CtpaHuua «YnpaBneHue». Bknagka «RS232»

Ha Bknagke pasmelleHa TONMbKO opHa HacTpowka CuctemHasi KoHconb RS232, kotopas ynpasnsiet
BKITIOYEHNEM WM  OTKIIOYEHMEM BO3MOXHOCTM [OCTyMa K CUCTEMHOW KOHCOMW YCTPOWCTBa u4epes3
nocnegoBaTenbHbI NopT RS232.
m NMPUMEYAHUE
N3meHeHne HacTporkn CucteMHas KoHcornb RS232 npumeHsieTcs TonbKo nocre nepesarpysky
YyCTpOWNCTBA.
Mepesarpyska ycTponcTBa MOXeT BbITb OcyLlecTBneHa Ha ctpaHuue Mepesarpyska pasgena
Cucrtema.
4.3.5 HacTpowku pexxuma pabotbl USB (Tonbko ansa CMK210)

Y koHTponnepor CIK210 noptel USB A n USB B saBnatoTCcA 3aBUCUMBbIMU — B KaXObli MOMEHT BPEMEHMU
MOXET ObITb aKTUBEH TOMbKO OAMH U3 HUX. [103TOMY y 3TUX KOHTPONIEPOB Ha AaHHOW BKMNaake NpucyTCTByeT
oTOOpaXkeHue TeKyLLEero akTMBHOIO NopTa U BO3MOXHOCTb Bbibopa pexuma nx padoTb:

* USB A - aktmBeH nopt USB A;
* USB B - aktnBeH nopt USB B;

* OnpepenATb aBTOMaTUYECKUN — NEPEKTIOYEHNE PeXrMa NPOUCXOaNT NPU NOAKMOYEHUN YCTPONCTBA
unu kabens K COOTBETCTBYIOLLIEMY NOPTY, NPKU 3TOM NpuopuTeT octaeTtcs 3a USB A (T. e. noka k nopty
USB A 4TO-TO NOAKMYEHO — TO NOAKITYNTLCSA K KOHTposnnepy vyepes nopt USB B He nonyuuTcs).
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UBEH

CocToAHue b Sph2xxmal

CucTtema ¥
MNapone ycTpoiicTea | Moctynno SSH | SSHknoum | RS232 | USB

O6LUKe HACTPOKK
usB

Bpemsa
Ha [aHHOM CTPaHMLE Pa3MeLLiEHbl HACTPOIKK NopTa USB

Ynpasnexue

- Pexwm nopTa USB OnpegenATs aBTOMATUUECKM v
CTopoxeBoil Taiimep

KoHhHrypaumAa pexuma USE nopra.
ToukK MOHTUPOBaHWA

PezepBHanR KOMKA
OBHOBMEHKE NPOLIMBKH
TepMuHan
Mepeaarpyska
nng »
CnyxGor »
Cetb b
CTaTUCTHKa P

BoliTu

PucyHok 4.11 — CtpaHuua «YnpaBneHue». Bknagka «USB»

4.4 CtopoxeBoun Tanmep

Ha cTtpanuue CtopoxeBow Tanmep pasgena Cucrtema pacrnonoXeHbl HAaCTPOWKM CryObl CTOPOXEBOro
Tanmepa (watchdog). BHelwwHui Bug ctpaHmubl CTopoxxeBoM TanuMep NokasaH Ha pUCyHke 4.12.

& plc210 - Croposesoii Taiimep X | i + - O

&« - C @ ® 172.16:0.1/cgi-bin/lucifadmin/system/watchdog ses Pg v IND @® B =
LV

CoctoAHne b Mg wocTa: plcZlo

Cucrtema *

Ha(:Tpou KM CTOpOXeBOro TanmMmepa
Obwne HacTpaiku
Ha 310t cTpaknLe MOXMHO BEINONHWTE HACTPOAKY NapaMeTpoB CTOROMEBOMD TaliMepa (watchdog)

Bpema
YnpasneHue Yerpoiicteo | /dev/watchdog
Cropomesoi TaiMep Taiimayr 30

3HaueHue TaAMayTa B CekyHOaX ECny CTOpoEEoH TalMep He cOPacHIBAETCA B TEYSHIM
YK33AHHOTO BDEMEHN, CHCTEMA GYAST NepesarpykeHa

Moxmwposanwe pazgence

PesepBHOE KONWPOBaHNE Mepwop 5

N VHTepaan cOpoca CTOPOMEE0r0 TAMEpa B CEKYHAAX.
OBHOBMEHIE NPOLLINEKN

MonnTka NNaHWPOBLLMKE 33434 SCHED_FIFOQ | it |
TepmuHan =

MpuopuTer 3agaum 1
Mepeaarpyaka
JaHHbI NapaMeTp ONpeOenAeT 3HAUSHW e MPWOpKTETa anA nenuTuk SCHED_FIFO n

SCHED_RR. 3HaueHe NpUopnTETa RENASTCA YMCNOM B OManasode of 1 (HuEkuil npuopuTeT) Ao
9 OKMA NPMOpUTET).

T

MacTep HacTpoiikn

MK »
3HayeHue «nices 0
Cnyiel » [aHHbIf NapaMeTp onpegenAeT 3HaueHne «nices onA nonutukn SCHED_OTHER. 3HaueHue
<MiC8» ABMASTCA YACNOM B OMAN330HE 0T -20 (BLICOKWA NPUOPUTET) 0o +19 (HU3KUIA NpUOPUTET)
CeTe b

Cramuctuka b

COXPaHUTE W NPUMEHUTE

Biittu

Powered by LuCl (Owen) / 2018.07

PucyHok 4.12 — CtpaHuua «CTopoxeBoi Tanmep»
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B none YcTpoMCTBO YyKasblBAETCA WMS CUCTEMHOIO YCTPOWCTBA anmnapaTHOrO CTOPOXEBOro Tanmepa.
Cnyxb6a cTopoxeBoro TaviMmepa pabotaeT B (POHOBOM pexume M aBTOMaTU4YECKM BhINOMHAET cbpoc
annapaTHOro CTOPOXEBOro TamMepa C nepuoaoM, ykasaHHbiM B none lMepuoa (3apgaétca B cekyHOax).
3HayeHve TarimayTa annapaTHOro TariMepa HacTpamBaeTca npu nomowm nons TanmmayTt (3agaétcsa B
cekyHaax). Ecnu annapaTHbIn CTOpOXeBOW TaviMep He cbpacbiBaeTcs B TEYEHWEe YKa3aHHOro BpeMEHM,
cuctema Oyget aBToMaTU4eCKM nepesarpyKeHa.

HacTponka MNonutuka nnaHMpoBLUMKa 3agad npegHasHadeHa Ans Bblbopa anroputMa guvcneryepusaumm
3apa4dn NporpaMmMHoON Crny>0bl CTOPOXEBOro TanmMepa. [JocTynHbl cneayoLlme anroputMel:

* SCHED_OTHER — cTaHgapTHbIN anroputm nNiiaHMpOoBLLUKKa C pasaeneHnemM BpemMeHun. [JaHHbIn
anropuTM sIBNSIETCS CTaHOAPTHLIM anropuTMoM gucneTtvyepusauum Linux ¢ pasgeneHmemM BpeMeHMU,
npeaHasHavyeHHbIM s NpoLeCccoB, He TPebYLWNX cneLmanbHbIX MeXaHU3MOB pearibHOro BpeMeHU co
CTaTU4EeCKMMMU NpUOpUTETaMMU;

* SCHED_FIFO — nnaHuposwuk FIFO (First In First Out). ABnsaeTtcsa nonuTukon nnaHnpoBaHns
peanbHOro BpeMeHW. [JaHHbIN anropuTM MIaHNPOBaHUSA HE UCTIONb3YET HUKaKNUX MHTEPBarioB BPEMEHU.
Mpouecc ¢ anroputmom SCHED_FIFO BbInonHseTcst 40 3aBePLUEHUS], eCI OH He 3abnoKNpoBaH
3anpocoM BBOAA/BbIBOAA, BbITECHEH BbICOKONPUOPUTETHBLIM MPOLIECCOM, UITN OH A0OPOBOSIBHO
OTKa3blBaeTCs OT NPOLECCOPHOro BPEMEHN;

* SCHED_RR — uuknnyeckun (Round-Robin) anroputm nnaHnpoBaHusi peanbHOro BpemeHu. Beég,
oTHocsweecs k anroputmy SCHED _FIFO, cnpaseanueo u ans SCHED_RR 3a nckntoyeHnem Toro, 4To
KakZoMy npoLieccy paspelleHo paboTtaTb HEMPEPbLIBHO HE AOMbLLE HEKOTOPOro BPEMEHN, HAa3bIBAEMOTO
KapycernbHbIM KBAHTOM.

m NMPUMEYAHUE

Bonee nogpobHasa nHgopmaumsa 06 anroputMmax aucnetyepusauumn 3agad Linux npyusegeHa B pasgene
«Scheduling policies» nokymeHTa «sched — overview of CPU scheduling».

HacTtporiku MpuopuTteT 3agaum n 3Ha4eHUe «nice» sBNATCA NapaMeTpamMmn anroputma aucnetdepmsanmn.

Hactporika lMpuoputer 3apaum onpegensieT 3HaveHuwe npuoputeta ang anroputmos SCHED_FIFO wu
SCHED_RR. 3Ha4eHune npuopuTeTa sIBNSETCS YMCOM B Anana3oHe oT 1 (cambli HU3KMIA npuopuTeT) Ao 99
(cambli BbICOKMIA MPUOPUTET).

HacTtporika 3HayeHue «nice» onpegensieT 3HadeHne nice anga anroputMa SCHED_OTHER. 3HaueHue nice
ABMSETCA YMcnom B gnanasoHe ot —20 (BbICOKMIM npuopuTeT) A0 +19 (HU3KMIA NPUOPUTET).

NMPUMEYAHUE
El Bonee nogpobHble pa3bsACHEHMS 3HAYEHMI NapaMeTpOB NPUOpPUTETa M «nice» NpuBeaeHbl B pasaenax
«Scheduling policies» n «The nice value» gokymeHta «sched — overview of CPU scheduling».

4.5 Toukn MOHTUPOBaHUS

YnpaBrneHne MOHTMPOBAHWEM Pas3nernoB OCYLLECTBMSETCA Ha cTpaHuue TOYKM MOHTUMPOBAHWA pasfena
Cuctema. BHelwHWIn BuA cTpaHuLbl TOYKM MOHTMPOBAHUA NoKa3aH Ha pUCyHke 4.13.
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=i plc210 - Toukn morTuposanms X+ o

MepesanycuTs  06HOBMTE +

plczie
To4YKM MOHTHPOBAHHA

OCHOBHbIE HACTPOHKMH

Cozgars koudurypauworkid daitn

MOHTHPOBATS NOAKAIGUEHHSIE yCTROACTER

HewasecTHeil pazgen

Hotwplug paspena @

Cryws: b Mposepka HaRnoas!x CHCTeM Neped MOHTHPOEaHHEM |

CMOHTHpOBaHHbIE pasaenbl

@aiinosan crcTema TouKa MOHTHPOREHNA Pocrynwo Menonbaosaro OrmonTiposaTe
tdeviroot fom 0/ 74.50 Mu5 100.00% (74.50 MuE)

devtmpfs Jdev 512.00 Knb / 512.00 Kub 0.00% (0 B)

tmpfs ftmp 120.65 Mub / 121.82 Mub 0.96% (1.17 Mub}

/deviubiz._1 Joverlay 65.96 MuS / 70.11 MuE 0.76% (S48.00 KuB)

overlayfs: foverlay ! 65.96 Mub / 70.11 Mub 076% (548.00 Knb)

TO4YKH MOHTHPOBAHHA

; @aitnosan Onyui
Bimioseno  YcTpoiicTes Touka MOHTHPOBAHHA 5 Mposeputn
cnerema MOHTHPOBAHNR
tdev/edal (e cyupectayer)  /mnt/ufs/media/edal auta Her
fdev/mmeblkop1 (ve . . = m
i jmntfufsimedia/mmchlkDp?  aute Her
i o

PucyHok 4.13 — CtpaHuua «TO4KM MOHTUPOBaHUSA»

MoHTupoBaHue pasgenoB ocyliectnsaercs ytunuton block Ha ocHoBe koHdurypaumoHHoro carina letc/
config/fstab. Bce HacTponkn, npeacraeneHHble Ha cTpaHuue MoHTMpoOBaHMe pa3fenoB, XpaHATCA B
KoHdurypauunoHHom danne /etc/config/fstab.

Bce HacTpoliku Ha cTpaHuLe TOYKM MOHTUPOBAHUA pasfeneHbl Ha Tpy Nogpasgena:
1. nobGanbHble HAaCTPOWKY;
2. CMOHTMpOBaHHbIe pasaensl;
3. MoHTupoBaHwue pa3genos.

4.5.1 Fnob6anbHble HaCTPOWNKN
B pasgene MobGanbHble HACTPOMKKU CTpaHULbl TOYKM MOHTUPOBAHUA (CM. PUCYHOK 4.13) npedcTaBneHbl
rnobanbHble HAaCTPOMKM MOHTUPOBAHMS:

* KHonka Co3paTb KOHUrypaumoHHbIN hann — no3songeT co3aaTh (nepenucatb)
KoHdurypaumoHHbii cpann /etc/config/fstab Ha ocHoBe obHapyxeHHbIX B cucteme pasgenos. Haxatne
kHonkn Cospatb config paBHO3HAYHO BbIMOMIHEHUIO B KOHCONW KOMaHApbl:

block detect > /etc/config/fstab

* MoHTUpOBaTb NOAKNIOYEHHbIE YCTPOMCTBA — BbINONTHAET MOHTUPOBaHUE TEKYLLMX
CKOHOUIYPUPOBAHHbIX NOAKMIOYEHHBLIX YCTPONCTB.
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* HenzBecTHbIN pa3gen — aBTOMaTU4EeCKOE MOHTMPOBAHWE pPa3fderoB, JaXKe eCrin 3TW pa3gernbl ABHO
He yKa3aHbl B KOHurypaumm nogpasgena To4ku MOHTUpoBaHuUA (CM. pasgen 4.5.3).

Ecnu onums BkntoyeHa, TO HEM3BECTHbIE pa3aenbl OyayT aBTOMaTU4eCKn CMOHTUPOBaHbI B nanky /mnt/
<UMS_yCcTponcTea>.

Hotplug paszgena — aBTomatnyeckoe MOHTUPOBaHWE pa3genos npu noaknodeHun (hotplug).

ABTOMaTMYECKOE MOHTUPOBaHWE OCYLLECTBNAETCH TOMbLKO AN pasnenos, KoTopble Yka3aHbl B Tabnuvue
nogpasgena Toukn MmoHTUpOBaHusA (CM. pasgen 4.5.3).

Ecnu noakntouéHHbIn pasgen He nepedncneH B Tabnuue pasgena ToYKn MOHTUPOBAHUSA, TO Takow
pasgen byaeT CMOHTMPOBaH, TONMbKO ecnu BKNoYeHa onuus HemaesecTHbIN pa3aen.

Toukor MOHTMPOBaHWA B TakoM criydae byaeT nanka /mnt/<umsi_yctponcrea>.

MpoBepka hannoBbIX CUCTEM Nepen MOHTMPOBaHUEM — BbIMOIHEHNE NPOBEPKU (harioBoOn
CcUCTeMbl pasfena nepen MOHTUPOBaHUEM.

[ns npoBepkM NPUMEHSIOTCA crnegyoLwme yTunnTbl B 3aBUCUMOCTM OT TUNa ¢annoBon CUCTEMBI:

VFAT — /usr/sbin/dosfsck;

F2FS — /usr/sbin/fsck.f2fs;

Btrfs — /usr/bin/btrfsck;

ext2, ext3, ext4 — /usr/sbin/e2fsck.

4.5.2 CMOHTMpPOBaHHbIE pa3genbl

B nogpasgene CMoOHTMpOBaHHble pasfenbl CTpaHuubl TOYKM MOHTUPOBaAHUA MpuUBEOEHa TeKylias
Tabnvua MOHTUPOBaHUSA (CM. pUCYHOK 4.14)

CMOHTHpOBaHHbIe pasaenb!

Maiinoean cucTema Touka MOHTHPOEAHMWA [ocTtynHo HcnonszoeaHo OTmoHTHpOBaTE
ubi0:roatfs rom 13.06 MB / 72.57 MB 82% (59.52 MB) -
devtmpfs Idev 508.00 kb /512,00 kb 1% (4.00 kB) -
tmpfs ftmp 120.75 MB / 122.26 MB 1% (1.51 MB) -
fdevfubi1_0 foverlay 20.07 MB / 21.84 MB 8% (1.76 MB) -
overlayfs:/overlay i 20.07 MB / 21.84 MB 8% (1.76 MB) -

fdew/mmcblkOp1 fmnt/ufs/media/mmcblk0p1 368TB/3.75TH 2% (67.69 MB)

PucyHok 4.14 — CtpaHuua «Toukn MOHTUPOBaHUsA». TeKyLlaa Tabnvua MOHTUPOBaHUA

B Tabnuue nepevyncrieHbl BCe CMOHTUPOBaHHbIE pa3aeribl, X TOYKN MOHTUPOBAHUA U 00BLEM OOCTYNHOIo n
Mcnonb3oBaHHOINo MPOCTpPaHCTBA. Mmeetca BO3MOXHOCTb Py4YHOro pas3MOHTUPOBaHUA MONb30BaTENIbCKNUX
pasgenos npu NnOMoLLK KHOMKK OTMOHTMpOBaTb.

4.5.3 ToYKn MOHTUPOBaHUS

YnpaBrneHne To4Kamy MOHTUPOBaHUS OCYLLECTBNSETCS B pa3gene TOYKM MOHTUPOBaHUS CTpaHuubl TOYku
MOHTUpPOBaHUA. B paHHOM pasgene MOXHO [06aBUTb TOYKM MOHTUMPOBAHUSA AN MONb30BaTENbCKUX
pasgenos (Hanpumep, ons USB-HakonuTenen).

B pasgene npuBegeHa Tabnuua yxe CO3[4aHHbIX (CKOH(MIypMpOBaHHbIX) TOYEK MOHTUPOBAHMS
nonb3oBaTenbCKMX pasfernos ¢ UX napameTpamu (CM. pUCyHok 4.15).
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ToYKH MOHTUPOBAHUA

. Qaitnoean Onuuu
BrnoyeHo YcTpoHcTeo Touka MOHTHPOBaHHA MpogepuTh
cucTema MOHTHMPOBaHWA
/dev/=dal (He cywecTsyeT) /mnt/ufs/media/sdal auto rw HeT

¥oanute

Jdev/mmeblk0p (He

. smnt/ufs/media/mmcblkOp1  auto rw HeT
CyWecTEyeT)

¥oanute

PucyHok 4.15 — CtpaHuua «TOYKM MOHTUPOBaAHUAY». YNIpaBlNeHne MOHTUPOBaHUEM MOJIb30BaTeNbCKUX
pasagenoB

Tabnuua cogepxuT cnegytoime cTonodubl:
+ BknroueHo — onpeaenseT, BKNoYeHa N JaHHas ToYKa MOHTUPOBAHWS;
* YcTpONCTBO — napameTpbl YCTPONCTBA M MPU3Hak, No KOTOPOMY YCTPONCTBO MAEHTUDNLMPYETCS ANg
MoHTupoBaHusa (UUID, meTka ycTporcTBa nnm gann ycTponcTea);

Mo ymonyaHuto fobaeneHbl ABa YCTPOWCTBA, KOTOpbIE NpU NOSIBNEHUN YCTPOCTBa ByayT
aBTOMaTU4YECKN CMOHTUPOBAHbI:

— Idev/isda1l — nepBbin pasgen USB-Hakonutens;
— /devimmcblcOp1 —- nepBbin pazgen MMC-kapTbl namsaTu.
* Touka MOHTUPOBaHUSA — TOYKa MOHTMPOBAHKSA pa3nena;
» dannoBan cuctema — hannosasa cmcteMma CMOHTUPOBAHHOIO pa3gena;

* Onuun MOHTUPOBaHUA — JOMONMHUTENbHbIE ONUMK, NepefasaemMble yTunute mount npu
MOHTUPOBaHUN.

* [poBepuTb — NpM3HaK HeEOBXOAMMOCTU NPOBEPKM PaNNOBOWN CUCTEMbI Nepel MOHTUPOBaHUEM.
4.5.3.1 lo6baBneHne TOYKN MOHTUPOBaHUSA
Jo6GaBneHue TOYKM MOHTUPOBAHUA

Ons gob6aBneHWs HOBOW TOYKM MOHTMPOBAHUSA MOMb30BaTENbCKOrO pasfena HeobXOoAuMO HaaTb KHOMKY
[o6aBuTb, pacnonoXeHHyo Nog Tabnuuen To4ek MOHTUPOBaHNS (CM. PUCYHOK 4.15).

|_|pV| [o06aBrneHnn HOBOWM TOYKU MOHTUPOBAHUA OTKPOETCA TaKaA Xe CTpaHuua peaaktupoBaHUA napamMmeTpoB,
KaK 1 npn peaakTupoBaHun yxxe CyLIJ,eCTByPOLLI,eIZ TOYKN.

4.5.3.2 PepakTupoBaHue TO4YKM MOHTUPOBaAHUSA
PepakTMpoBaHue TOYKM MOHTUPOBaHUSA

[nsa pepakTypoBaHMsA TOYKUM MOHTMPOBAHUSA MNOMb30BATEMbLCKOrO pasfena HeobXoauMO HaxaTb KHOMKY
M3meHUTb B CTpOKe COOTBETCTBYHLIEro pasfgena Tabnuubl TOYEK MOHTMPOBAHUSA (CM. PUCYHOK 4.15).
OTKpoeTca CTpaHuua pedakTVpoBaHWUsA NapamMeTpoB TOYKM MOHTMPOBAHMA pasgena, Kak Moka3aHo Ha
pucyHke 4.16.

Ha cTpaHuue penakTupoBaHUsi MapamMeTpoB TOYKM MOHTUPOBAHUS pPacrnornoXeHbl Bknagku OO6wwme
HacTPOMKMN (CM. pUcyHOK 4.16) 1 [lononHUTeNIbHble HACTPOMKU (CM. pUCYHOK 4.17).
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Touxn MOHTHpOBaHuA — HacTpoiku pasgena

1Me HAcTpoikK | JIONONHMTENBHBIE HBCTPORKN

Bxmioueso [
UuiD  — npoeepka no uuid —
MeTka NpoBEpKa NC METKE

YcTpoWcTBO /dev/sdal

Touka MOHTHPOBEHHA /mnt/ufs/media/sdal

PucyHok 4.16 — O6wwme HacTPOMKKN TOYKM MOHTMPOBaHUA pasgena

Toyku MOHTHpOBaHWA — HacTpoiku paspgena
O6ume HacTpolk | [loNonHUTENBHLIE HACTPORKK
Painogan cicTeMa auto i

OnNyMH MOHTHPOBEHWA rw,codepage=1251 jocharset=utfl

MNMposepuTs

<ETGEN M CoXpaHnTh

PucyHok 4.17 — lononHuTenbHble HACTPOMKU TOYKU MOHTMPOBaHUA pasgena

Bo Bknagke O6wme HaCTPOWKMN pasMeLLeHbl CreayoLLmMe HaCTPOMKU:
* BknioyeHo — onpenensieT, BKNOYeHa N JaHHas To4ka MOHTUPOBaHUS;

* UUID — ecnu BbIGpaHa gaHHasi onumsi, TO MOHTUPYEMbI pasden OyaeT MaeHTuuumnpoBaTbes No
BblOpaHHomy UUID.

BoamoxeH pyyHown Beog UUID nnn Bbid6op n3 cnmcka UUID Bcex NOAKMIOYEHHBLIX pa3aerioB Ha MOMEHT
3arpysku CTpaHuLbl.

» MeTka — ecnv BbiGpaHa gaHHas onuwsl, To MOHTUPYEMbIN pa3aen 6yaeT naeHTMdULMpPoBaTLES No
BblOpaHHOW MeTKe.

BoamoxeH pquoﬁ BBOO UMEHWUN METKUN UInn Bbl60p N3 CNCKa METOK BCEX MOAKMIOYEHHbIX pa3aenoB Ha
MOMEHT 3arpy3ku CtpaHuubl.

* YcTponcTBO — ecnu BolibpaHa AaHHas onuus, To MOHTUPYeMbIN pasaen byaeTt naeHTuduumpoBaTbes
Mo UMEHMW YCTPOMCTBA.

Bo3amoxeH py4HO BBOZA UMEHM YCTPONCTBA UK BbIGOP M3 CNMCKa YCTPONCTB BCEX MOAKIIOYEHHBIX
pasfenoB Ha MOMEHT 3arpy3ku CTpaHuLbl.

» Touka MOHTMPOBaHUA — ONpeaensieT TOYKYy MOHTUPOBaHUS pa3aena.
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BoamoxeH py‘-lHOVl BBO[ TOYKM MOHTUPOBaAHUA pa3aena nnm Bbl60p M3 cnegyruwmnx BapnaHToOB:

Mcnonb3oBaTb Kak KOpeHb (/) — 1UCnonb3oBaTh pa3aen Kak KopHEBOW pasaern.

B cnyyae BbiGopa AaHHOI onummu GyaeT BblAaHO coobLLEHE C pekoMeHaaunaM1 B BUae Habopa
KOMaHz No NoAroToBKe pasaena Ans UCMonb30BaHWA B KaYeCTBE KOPHEBOro Ha OCHOBE
CYLLIECTBYIOLLETO.

[aHHble kKomaHgbl BbIrmMAaaT cneagylowmm o6pa30M:

mkdir -p /tmp/introot

mkdir -p /tmp/extroot

mount --bind / /tmp/introot

mount mMsi_ycTpoMcTBa_pasgmena /tmp/extroot

tar -C /tmp/introot -cvf - . | tar -C /tmp/extroot -xf - umount
/tmp/introot

umount /tmp/extroot

Mpw BBOAE AaHHbLIX KOMaHA UMSA_YCTPOMCTBa_pa3aena crieqyet 3aMeHUTb Ha pearbHoe NMs
ycTpowncTBa pasgena (Hanpuwvep, /devisdal).

Bo Bknagke flononHUTeNbHbIE HACTPOWKM PACMONOXEHbI CReayoLwmne HaCTPONKM:

« darinoBas cucteMa — BbIGOP halrioBoM CUCTEMbI MOHTMPYEMOro pasaena. [JocTynHbl crieayrowne
BapUaHThbI:

auto — aBTOMaTMyeckoe onpeaenexHve GannoBon CMCTEMbI pasgena (3HaYeHne no yMon4aHuio);
ext2 — gpannosas cuctema ext2;

ext3 — dannosas cucrema ext3;

ext4d — dannosas cucrema ext4;

vfat — dannosas cucrema VFAT,

msdos — gannosas cuctema FAT32;

ntfs — dannosas cucrema NTFS;

nonb30BaTeNbCKUN — PYYHOW BBO, Ha3BaHWUS hannoBon cCUCTEMbI, KOTopoe ByaeT nepegaHo
yTUnmMTe mount npy MOHTUPOBAHUN.

» ONuUMM MOHTMPOBAaHNA — AOMOMHUTENbHbIE ONUWK, NepeaasaemMble yTUnMTe mount npu
MOHTUPOBaHWUK pasgena.
BHUMAHME

A [na KoppeKkTHOro oTobpaxeHnUs UMEH haiinoB 1 KaTarnoros, cogepXallnx CUMBOIbI KUPUINLbI,
HeobxoaMMo ykasaTb crieqytoLmne onuum MOHTUPOBAHUS:

codepage=1251, iocharset=utf8

4.5.3.3 YopaneHue TOYKM MOHTUPOBaHUSA

[ns yoaneHus TO4KM MOHTMPOBAHUSI NONb30BaTENbCKOro pasgerna HeobxoaMmMo HaxkaTb KHOMKY «YOanuTby,
pacnonoXeHHyYIo B MPaBoWi YacTy CTPOKM COOTBETCTBYIOLLIENO pasaerna Tabnuubl ToMEK MOHTUPOBaHNS.
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4.6 PesepBHOe KonupoBaHue

Ha ctpaHuue Pe3epBHas konus pasgena Cuctema pacrnonoXeHbl HAaCTPOWKKU, CBA3aHHbIE C CO3OaHVEM U
BOCCTaHOBIIEHMEM pPe3epBHON Konun ¢hainnoB KoOHGUrypaumm ycTponcTea. Hactporika cnmcka coxpaHseMblx
carinoB onucaHa B pasgerne 4.6.2. Kpome T0ro, Ha JaHHOW CTPaHULE MOXHO BbIMOMHUTL COPOC yCTpONCTBa K
3aBoacknM HacTponkam (factory reset).

BHewHun Bng ctpaHuubl PesepBHasa konus nokasaH Ha pucyHke 4.18.

1 plc210 - Peseperian konwa - Lu. X + O

c A\ He sampueno  172.16.0.1/cgi-bin/luc/admin/ kup MepesanycTuts v 00HOBMTE

G2IBRzEY

CocToAHue b plc2ia

Pe3sepBHaa Konua
O0wime HacTpoRKM
[eiictaus | KoHWrypauwn

BpemA

YripaBnesue PesepBHas Honusa

Cropomesoi Tafimep

TouKW MOHTHPOBAHWA

3arpyanTo peaepanyio konuio [

PezepBHan Konua

OOHOBAEHWE NPOWKMBKN

BoccraHoBuTh

TepMuHan

DLUMBKH K ¥

CopocuTi Hauer onuat
T GPOCHTD Ha 3H3UEHNA N0 yMONuaxi0 T

MK » CT: i \

1K BOCCTAHOBUTh PE3EPBHYHD KOMUKD 3arpyaKa apxusa...
Cnybol b Monb3osatenscxme Hains (CepTrdUKaTs], CKPUITSL) MOTyT 0C B CHCTE 15l 3TOTO HE NPOM30LL
Cetb P

CratucTHka #

BoiAti

PucyHok 4.18 — CtpaHuua «Pe3epBHOe KonupoBaHue»

Ha cTtpaHuue PesepBHasa konusa BO Bknagke OenctBusa (CM. pucyHok 4.18) npeacraBneHbl crnegyoline
3MNeMeHTbl yNpaBneHUs:

* kHonka Co3aaTb apXMB — MO3BOMSET CO3AaTh (CkayaTb) tar-apxuB TEKYLLUMX KOHUTYPaLNOHHbIX
¢hannoB NPOLUNBKM YCTPONCTBA;

* kHomnka O630p... (B HEKOTOPbIX Opay3epax MOXeT HasbiBaTbCAa «BbibepuTe hann») — nossonser
BbIOpaTh Ha NoKanbHOM KOMMbIOTEPE tar-apxvB pe3epBHOM KONMUKU AN NOCneayoLLero
BOCCTaHOBIEHS;

* KHOMKa BbINONMHUTBL c6pPOC — BbINOMHAET COPOC YCTPOWCTBA K 3aBOACKMM HacTpolkam (factory reset);

(D NPEOYNPEXOEHUE

Mpu BbINONHEHUN COpOCa K 3aBOACKUM HaAcTporikam OyayT YHUUTOXEHbI BCE MONb30BaTeNbCkue
dannbl M NoTepsiHa Nonb3oBaTeNnbCcKasa KOHUrypaumsa yCTponcTea.

Mpw BbINONHEHMM COpPOCa K 3aBOACKMM HacTponkam OyLeT BbINONHEeHa nepesarpyska
YCTPOMUCTBA.

* KHOMKa 3arpy3ka apxuvBa... — BbIMOMHSAET BOCCTaHOBNEHWE HAaCTPOeK 13 tar-apxvea, BblGpaHHOro npu
nomoLuy kHonku O63o0p....
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@ NPEAYNPEXOEHUE

Mpu BbINONHEHUN BOCCTAHOBIEHMSA PE3EPBHON KOMMM HAacTpoek ByaeT BbiNoNHEHa nepesarpyska
YCTPOWCTBA.

Mpw BbINONHEHUM BOCCTAHOBMNEHMS Pe3epPBHON KOMUM HEKOTOpPbLIE NoMb3oBaTenbckue dainbl
(Hanpumep, cepTUdMKaTbI, CKPUMNTbI) MOFYT OCTaTbCA B cUcTeMe. YUTobbl 9TOro He NMPOM30LLIO,
BbINOMHMTE Nepea BOCCTaHOBMNEHUEM Pe3epBHON KONuM cBpoC K 3aBOACKMM HaCTpOMKaM.

4.6.1 BoccTtaHOBNEeHMe pe3epBHON KONMUU HaCTPOeK

BoccTtaHoBneHwue p636pBHOVI Konnn HacTpoeK npoun3sBoauTcda npu nNOMOLUM KHOMKA 3arpy3Ka apxusa...,
paCI'IOJ'IO)KeHHOIZ B nogpasaene BoccraHoBneHue CTpaHuubl PezepBHaﬂ KonwusA.

Mpwn HaxaTm KHOMKM 3arpy3Ka apxmuBa... byaet oToGpa)KeHO BCNIIbIBAKOLLLEE OKHO:

3arpyska daina...

NoxanyicTa, BoibepuTe daiin AnA 3arpyaku

OGaop. OTMmeHa

PucyHok 4.19 — BoccTtaHoBneHue pe3epBHOM Konuu. BbiGop danna ana sarpyskm

B paHHOM okHe Heobxogmmo BbIGpaTb dann apxuBa pe3epBHOW KOMWMM Ha NOKanbHOW hannoBoOn cucteme
npy nomoLum kHomnku O630p.... [Nocne Bbibopa channa apxuea BO BCMIbIBAKOLWEM OKHe OyaeT oTobpakeHa
nHdopmaums o BbibpaHHOM charine (Mms u pasmep). [Npu atom, KHonka 3arpy3uTb CTAHOBUTCS aKTUBHOMN.

3arpy3ka daina...

o Haaeauwe: backup-plc210-1-2020-09-17 tar.gz
o Paamep: 47.44 Kub

Obaop. Ormena

PucyHok 4.20 — BocctaHoBneHue pe3epBHOU konuu. NoareepxaeHue 3arpy3ku

[ns noaTBepXaeHus 3arpy3ku BblibpaHHOro cpanna HeobGXoAMMO HaxaTb KHOMKy 3arpy3uTb. B cnydae
YCMNELUHON 3arpy3ku danna apxvBa pe3epBHON KOMUKU 1 ero npaBuibHOro goopmarta (apxuB B hopmaTe «.tar.
gz») OygeT oTOOGpaXeHO OKHO MOATBEPXXAEHUS BOCCTAHOBIMEHWSI CO CMUCKOM BCEX BOCCTAHaBNMBAEMbIX
dannos.
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BoccTaHOBUTD pesepBHYIO KONW?

3arpyMeHHbIA apXME PE3EPBHOR KONWW ABNRETCA AERCTENTENLHLIM W COOSPHHT Gannb:, NepeuncieHHbie Hke, HaxmuTe «[pogonMuTes ANA BOCCTAHOBNEHWA PE3EPEHON
KOMWK W NEPE3arpyaxy, unu «OTMeNas AnA NpepbiBaHMs onepauwi

Ormenia QLT

PucyHok 4.21 — BocctaHoBneHue pe3epBHOM konuun. NoareepxxaeHne BoOCCTaHOBMEHUSA

[ns nogTBepXaeHMsA BOCCTaHOBMNEHWS pe3epBHOM Konum HeobXxoammo HaxaTb KHoMKy MpopomkuTb. B aTom
crnyyae OygeT BbIMNOMHEHO BOCCTaHOBMeHWe hannoB M3 3arpyXeHHoro davina apxvBa pe3epBHON KOMuW C
nocneayoLlen nepesarpy3kon yCTponcTaa.

B ToMm cny4vae, ecnu 3arpy>kaemblin parin noBpexaéH UM MMeeT HeBepHbIN hopmart, Nocne HaxaTus KHOMKK
3arpy3uTb B BEpXHEWN YacTu CTpaHuLUbl OyaeT oTobpaxeHo COOBLLEHNE O TOM, YTO 3arpyXeHHbIN chann He
yoaéTcsa npovmTaTh.

4.6.2 HacTpowka cnucka ¢panioB pe3epBHOWN KONuun

Ha Bknagke KoHdwurypauma crtpaHuubl PesepBHass KOMUSi MOXHO BbIMOSIHUTbL HACTPOWMKY ChMcCKa
OOMONHUTENbHBIX (annos, KoTopble OyayT BXOAMTb B COCTaB PE3epPBHOM KOMWMM. BHewWwHWi Bug BKNagku
KoHdmrypauums nokasaH Ha pucyHke 4.22.

1 plc210 - Peseperian konwa - Lu. X + O

&} A\ He saupneno  172.16.0.1/cgi-bin/ /backup TMepesanycruTs 1 06HOEMTE +

UBEEH

CocTonHue b plc2id

S PesepBHan KOMWSA
O0LuMe HacTRORKH =
[OeiticTBug | Koudurypauus
Bpewmsa
VripaensHue KoHdurypauus

CTopoxesoi TaliMep

iy

To4kW MOHTMPOBaHWA =
MNMoKasaTh TEKYLWWA CHCOK. ..

PezepBHan KonuA

## This file contains files and directories that should

. s 4% be preserved during an upgrade.

QBHOBNEHKE NPOLWMBKN
# /etcfexample.conf

TepmuHan # /etc/openvpn/

Mepesarpyska

PucyHok 4.22 — CtpaHuua «Pe3epBHoe konupoBaHue». Bknagka «KoHdurypaumsn»

30ecb npeactaBneHO COAEPXMMOe KOoHdurypalumoHHoro danna /etc/sysupgrade. conf, B KOTOpOM
yKas3blBalOTCA [OOMOMHUTENbHbIE MNyTM K (painam w/vnm nankam, KOTopble HEOOXOOMMO COXpaHsiTb B
pesepBHOM KoMuMM (NO OAHOW 3anucu Ha CTpoky). CTpokW, HauuHawwmecs ¢ cumBorna #, SABMSOTCA
KOMMEHTapMSIMN U UTHOPUPYIOTCS MPU BbIMNONTHEHUN PE3EPBHOMO KOMMPOBaHUS.
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Mpn HaxaTum kHoMkM OTKPbITb CNMCOK... OyoeT OoToOpaEéH MOMHbLIM CnUCOoK halinoB, KoTopble OyayT
COXpaHeHbl B pe3epBHYID KOMUIO C YYETOM KOH(urypaumoHHoro ¢anna /etc/sysupgrade. conf (cm.

pucyHok 4.23).

Cnucok dainoe gns pe3epBHOro KONMPoBaHMA

Huxe NPUBOAWTCA Onpefenéxtbiil cnucok (aiinos ANA Pe3epBHOro KONUPOBaHUA. OH COCTOMT U3 MBMEHEHHBIX KOH(UTYPaLMOHHBIX Gainos, oTMeueHHbIX opkg,
HE‘DﬁXGﬂMMhIK Gazosbix d;aﬁnoa, a TakKe wabnoHoB pe3epeHOro KONWPOBaHWA, ONpeaeneHHbIX NONb30BaTENeM.

Jetc/collectd.confd
/etec/config/codesys

/etc/config/ddna

fetc/config/dhcp

fetc/config/firewall

Jete/config/luci

fetc/config/luci wizard

Jerc/config/mstpd

fetc/config/network

J/etc/config/aystem

ferc/config/ucitrack

Jete/config/uhttpd

Jetc/config/valitpd

/ete/dropbear/dropbear rsa host key

fetc/group

/etc/hoats v
fetc/inictab

3aKpbiTh

PucyHok 4.23 — CtpaHuua «Pe3epBHoe konupoBaHue». Bknapgka «KoHdurypauus». Cnucok ¢annos

BosBpaT Kk pegakTupoBaHWMIO KOHUrypaumoHHoro danna /etc/sysupgrade. conf ocyuwiectBnsieTcs npwu
MOMOLLW KHOMKA 3aKprTb.

4.7 O6HOBNEHWe NPOLUMBKU

NMPUMEYAHUE
El B naHHOM nyHKTe onucbiBaeTcs 06LWMi NpuHUMN 06HOBNEHNs npolumekn. Mepen Havanom npoueaypbl

cnepyet udyuuntb bann ReadMe 13 apxvBa ¢ NpoLUMBKON, B KOTOPOM MOTYT BbiTb OTpaXeHbl
cneundudeckne TpeboBaHNs Y OrpaHNYeHuUs!, CBA3aHHbIE C KOHKPETHOW BepCUei NPoLLMBKK.

Ha ctpaHvue OOHoBReHue npowuBKM pasgena Cuctema pacnonoxeH ¢QyHKUMOHaN o6HOBREHUN
NpOLUNBKM yCTponcTBa. BHelwHun Bua cTpaHuubl O6HOBNEHME NPOLWMBKU NOKa3aH Ha pUCyHKe 4.24.

V)

il b plc2ibri

O6HOBNEHue NpoLIMBKA
06uUine HacTpoiky

Bpems

KoHpurypauus U geicTBUA 06HOBNEHUA NPOLLMBKH

YnpagneHue
OYHCTKE NONb30BATENbCKNX AaHHbIX ]

CTopoxeRo# TalMep
TOUKM MOHTHPOBEHUA
Daitn npownsky  eliEh N

PesepeHan Konus

OBHOBREHUE NPOLMBKA

TepmMuran

OGHoBNeHMe Npowneky  [REENET G

MacTep HaCTROKY BHumanune

Mocne Hayana npouenypsl 0GHOBNEHUA npowmreky HE BLIKTHYAKWTE yerpoficTeo, Noka 06HOBNEHWE NPOLLWBKM He GYAST NOMHOCTBIO 3a8epLUIEHD.
OBpaTHTE BHUMAaHHE, UTD 0GHOBAEHWE MPOLUMBKN MOXET 3aHATH ANWTENbHOE BPEMS, BINOTH 40 5—15 MUHYT (8 3aBUCUMOCTH OT CKOPOCTH
noAKNIoueHKA). MoaToMy, NoXanyicTa, GyAsTe Tepnentabl Bo BPEMS 3TOA ONEpaLMK

nnK »

Crym6bl P
CeTb »
Cratuctuka b
BoidT!

PucyHok 4.24 — CtpaHuua «O6HOBNEHME NPOLLINBKNY
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4 Cucrtema

Ha CTpaHuue pacnosioxxeHo 3 anemeHTa:

* kHornka O630p, ucnonb3yemas Ans Belbopa danna npowmeku (hopmara .swu) B (baninoBon cucteme
KOMMbHOTEPA;

* ranoyka O4YncTKa nonb30BaTeNIbCKUX AaHHbIX — B cny4yae eé YCTaHOBKM B npouecce nepenpoLlmnBkn
BCe d)aI7IJ'IbI n HaCTp0I7IKI/I KOHTponnepa 6yﬂ,yT yAaneHbl, a B ciiydae OTCYTCTBUA — COXPaHEHbI;

* KHonka OGHOBUTD, UcMoNb3yemMasi Ans OTKPbITUS OKHa 3anycka npoueaypbl 0OGHOBNEHNS NPOLUMBKU
(akTBHa TONbKO Nocre BbIbopa KOPPEKTHOTo daina NpOLLMBKK).

Mocne HaxaTnst Ha KHoMKy OBHOBUTbL OTKPOETCH OKHO C KHOMKamMy 3arpy3nTb U OGHOBUTbL MPOLUUBKY U
3aKpbITh.

B crniyyae Bbibopa HEKOPPEKTHOrO dharna NpoLUMBKM OTOOpPa3nTCA COOTBETCTBYKLEee coobueHne. KHonka
O6HOBUTb B JaHHOWM cuTyauumn byaeT HeakTUBHA.

06pas npowmekK (aToT obpas 6yaeT ucnonb3oBak ANA 06HOBNEHWA NPOLLIMBKM)

3arpymeHHbin Gain NpoLIMBKH He ABNRETCA NPOLUMBKONW NpefHasHaYyeHHoN AnA yeTponcTea M1K210. StoT dain He MoXeT BbiTh UCNONb30BaH ANA
06HOBAEHWA NPOLIMEKK Ha yeTpolcTee MNIK210. NoxanyicTa, BbibepuTe W 3arpyauTe Gain NPoOWMEKHN, NPeAHa3HaYeHHbIR ANA yeTpoicTea MIK210.

Paamep: 2.98 Mb
Bpemsa coapanma: Wed Mar 04 13:35:43 2020
KonTponbhas cymma (MD5): c40bld5e9de2890TaZbddd45443d3a01

PucyHok 4.25 — Oto6paxeHne nHdopmMaumum o BbiIGope HEKOPPEKTHOro harsa NpoLnBKY

El NMPUMEYAHUE
B npouecce 06HOBREHNS MPOLUMBKY 3aMpeLLaeTcsi CHUMaTh NMUTaHUE C KOHTPOIIiepa Unm oTKMioYaTh
kabenb CBSI3M, MCMOMb3yeMbIi ONA COeAMHEHUs KOHTpoMepa 1 KoMMboTepa.

Mpu HaxaTum Ha KHoOMKy 3arpy3uTb U OGHOBUTbL MPOLUMBKY Ha4YHETCHA npouecc OOHOBMEHUSA MPOLUMBKM,
BKMovaroLwmi B cebsa 3arpysky channa npoLUMBKM C KOMMbOTEPA Ha KOHTPOMMEp W BbINOMHEHWE Haf HUM
HeobxoamMmbix onepaumin. B npouecce 06HOBNEHMS NPOLUMBKA B OKHE 0TOBpaxkaeTcs uHopmaumsa o davine
NPOLUNBKM, Nosioca Lwara 06HOBNEHNSA NPOLLUBKKM, NONOCA NPOrpecca TeKyLero wara 0OHOBNEHNsT MPOLUMBKA
N XXypHan oOHOBNEHWSI MPOLUNBKM.
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4 Cucrtema

OG6HOBMEHME NMPOLUMBKY

Wndopmayua

3 - [IEPE3ATPY3KA VCTPDI?IGTBA, MOMANYHCTA NOAOMOWTE. ..

BepcHa NPoLWMBKY:
QUMCTKa NONb3I0BATENbCKNX AaHHBIX:

Mporpecc 06HOBAEHNA NPOLLWBKH

3arpysKa YcTaHoBKa / NPOLINEKA
100.00% 100.00%
3arpyxeno: 117.97 Mub us 117.97 Mub War: 513 5

TeKyuian CKOpocTb: —
CpenHan cKopocTe: 3.28 Mub/c

JYypHan 06HOBNEHUA NPOLUMBKH

Found installer for stream idblock.img-plczierk-emmc raw

= d
wWaiting the new system to be started after firmware upgrade...

PucyHok 4.26 — OTo6paxeHue nHcgpopmauum o nporecce o6HOBMEHUS NPOLUMBKU

Mocne 3aBepleHnss mnpouecca OOHOBMNEHUA MNPOLUMBKM MPOM3OMAET nepesarpy3ka KOHTposnnepa.
HeobxogmMMo [oxaaTbCsl OKOHYaHUs nepesarpysku, Nocre 4Yero KOHTpornep MOXHO OyaeT mMcrnonb3oBaTtb C
0OHOBNEHHON Bepcuel NPOLLNBKU.

B cnyyae BO3HMKHOBEHMSI OWMOGOK B npouecce OGHOBMEHUS MPOLUMBKM, WHGOpMauMs o Hux Oyger
oTobpaxeHa B XypHarne 0OHOBNeHus.

4.8 TepmuHan

Ha cTtpannue TepmuHan pasgena Cuctema MOXHO MONyYnTb AOCTYN K TepMMHany YCTpOWCTBa
HenocpeacTBeHHO uYepe3 Opaysep 6e3 MCMONb30BaHWS Kakoro-nmbo [OOMOMHUTENBHOIO NPOrpamMmMHOro
obecneveHus.

BHewHun Bng ctpaHuubl TepMuHan nokasaH Ha pucyHke 4.27.
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4 Cucrtema

* plc210 - Teprunan - LuCl X | + ir A [t n
<~ c @ @ 172.16.0.1/cgi-bin/luci/admin/system/she b b IO @ h8 =
L]
V) B
L1
CocToAHne b plc210

Cucrema v

TepuuHan Hacrpoiika
OBwwe HacTpoiikn

Bpewn TepMmuHan
¥Ynpasneuue

F e plc21@ login: root
Croposkesoil Taiimep Password:

30:52 +0300 2019 on /dev/ttySe.

MMoHTHpoEaHIE pasgencs
Pe3epeHoe KOMMPOBaHIE

OBGHOBNEHWE NPOLLIVEBKIA

2819, Owen
Tepuusan https://vww.owen. ru

PLC210

Mepeaarpyaka

MacTep HacTpoiiki
MK »
Cryxe b
Cets b

CratucTika b

Bl

OTKpLITE TEPMUHAN B OTOENLHOM OKHE

Ecnn TepmuHan He oToBpakaeTcA, u Npu 3TOM UCNONL3YeTcA camonognucanuei SSL ceprndimkar, BoamokHo noTpefyeTcA OTKPLITE TEPMUHEN B OTLENEHOM
okHe fpay3epa, HCMONb3yR ANA 3TOT0 COOTBETCTEYHILLYK KHOMKY BEIWE, 1 400EBUTE CEPTHRMKAT B UCKNHOYeHUA GesonacHocTi Bpaysepa spydHyio. Mocne
AoGaEneHnA cepTiiinkaTa HeoBX04UMOD Nepe3arpyanTk 3Ty CTPaHULY.

Powered by LuCl (Owen) / 2018.07

PucyHok 4.27 — CtpaHuua «TepmuHan»

Mpn ncnonb3oBaHuM camonognucaHHoro SSL-cepTtudumkata obnacTb TepMuHana Ha cTpaHuue TepMmuHan
MOXeT BbIMAAETb TaK, Kak Noka3aHo Ha puCyHke 4.28.

El NMPUMEYAHUE

B 3aBoackom NpoLUMBKe YCTPONCTBA CaMoNoAnmMcaHHbIN cepTugukaTt reHepupyeTcs aBToMaTuyeckm
npu NepBOM BKMOYEHNN YCTPOMCTBA.

[aHHoe coobuieHne cBuaeTenbCTByeT O TOM, 4YTO 6pay3epy He y4arioCb BbIMNOJIHATb MPOBEPKY CepTI/I(bVIKaTa.
B uensix 6esonacHocTn NpPaKkTn4eCkn BCe coBpeMeHHbIe 6pay3epbl no yMOIn4aHuio He OTKPbIBAKT CTpaHULbI,
Ha KOTOPbIX UCNOJb3YKTCA camMonognmncaHHble CepTI/I(bI/IKaTbI.
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4 Cucrtema

[Tpeaynpexaerve: BepoatHada yrposa besonacHoCcTy

Firefox 0BHapyxMA BEPOATHYHD YIPO3Y HE30MacHOCTH K He CTan oTKpbleaTe 172.16.0.1. ECAv Bbl NOCETUTE 3TOT CaMT,
HanajasluKe MOryT NONbITATLCA MOXMTHMTE Bally MHOODMaLUWKD, TAKYHD KaK Napoau, ajpeca 3N1eKTpDOHHOW NouThl
WAV AaHHble BaHKOBCKMX KapT.

MoapobHee...

BepHyTbcA Hazad (peKoMeHOyeTCA) LononHUTENBHO...

OTtnpaeka coobueHWiA 0 NoA06HBIX owKbKax noMoxeT Mozilla cbHapyxuTh W 3ab6N10KMPOBaTE BPEAOHOCHEIE
CalTbl

PucyHok 4.28 — CtpaHuua «TepmuHany. Owmnbka npoBepku ceptudmkara B 6paysepe Mozilla Firefox

NMPUMEYAHUE
El Ha pucyHke 4.28 nokasaHo coaepxmmoe obnacTtu TepmuHana ans 6paysepa Mozilla Firefox. B gpyrux
Opay3epax BHELLHWI BUA U COAepXXaHne 4aHHOro COOBLLEHUS MOXET OTNMYaThCS.

UTtobbl paspewmntb paboTy TepMuHana ¢ CamMOMoOAnMCaHHbIM CepTUdUKATOM, HeobXOAMMO BbINOMHUTL
cneaywowme gencteusa (Ha npumepe 6paysepa Mozilla Firefox, B opyrux nporpammax nocrnegoBaTefnbHOCTb
MOXET HE3HAUUTENBHO OTNMYaTbLCS):

1. OTKpbITb TEPMUHAN B OTAENbHOM OKHe Bpaysepa, Haxas KHOMKy OTKpbITb TEpPMUHAN B OTAENbHOM
OKHe, pacrorOXeHHYH0 B HWKHEWN YacTu cTpaHunubl TepMuHan (CM. pucyHok 4.27).

2. B HoBOM OKHe ByaeT coobLLeHNe, aHanorM4yHoe nokasaHHoMy Ha pucyHke 4.28. HeobxoamMmMo HaxaTtb
KHOMNKy [lONONMHUTENbHO....

3. B oTkpbIBLLENCA 06nNAcTy 4ONONHUTENBHON MHGOPMAaLLMK (CM. PUCYHOK 4.29) HeoBX0aUMO HaxaTb
kHONKy MPUHATL PUCK N NPOOOITKUTD.

Beb-caiTol NOATEEDPHAAHT CEOK MNOANMHHOCTE C NOMOLUEH CepTUdMKaTos, Firefox He AoBepReT 3TOMY
CalTy, MOTOMY UTO OH MCNONL3YET CEPTUOMKAT, HeleACTeMTenbHEIA Ana 172.16.0.1:4200.

Koa owmbkmn: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

[MpocmoTpeTs cepTdwkaT

BepHyTbca Hasag (pekomeHayeTcA) MpWUHATE PUCK U NPOJCIKNTE

PucyHok 4.29 — CtpaHuua «TepmuHany. flononHutenbHas nHgopmaumsa o6 omnbKe NPoBepKu
ceptucdmkaTta Ha npumepe 6paysepa Mozilla Firefox

4. Byget oTKpbIT TepMMHar C NpUrMaLleHneM K BBOOY MMEHM MONb30BaTens, Kak MoKasaHo Ha
pucyHke 4.30
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4 Cucrtema

r =
(V] plc210 - Teprauran - LuCl X E Shell In A Box x |+

c & @ & httpsy//172.16.0.1:4200 nd Yy IN@DO ® g =

plc21@ login: []

PucyHok 4.30 — CtpaHuua «TepmuHan». OTKpbITUE TepMUHana nocrie noaTBepXaeHus
camonoanucaHHoro ceptudukara

5. OTaenbHOe OKHO Gpay3epa MOXHO 3aKpbITh. [locrne 0GHOBNEHNS OCHOBHOIO OKHa, B KOTOPOM bGbina
OTKpbITa CTpaHuLa TepMMHan, obnacTtb TepMuUHana AormkHa BblmAaneTb, Kak noka3aHo Ha
pucyHke 4.27.

4.8.1 HacTpowkn TepmuHana

CTpaHuua HacTpoek TepMnHana nokasaHa Ha pucyHke 4.31.

9 plc210 - Hacrpoiika - LuCl > + L" - O
< C @ @ 172.16.0.1/c igure w vy IN@DO ® § =
-~
u
V)R]
|
CocrtoAHne b plc210
Cucrema ¥
TeprnHan Hactpoiika

Ofwyne HacTpoiki

Bpemn Hacrpoﬁka TepMMHana
¥npasnexwe
OcHoBHule HacTpolikn | HacTpoiikn SSL

Cropoxesoit Talimep

MoxTwpoeadue pasgence

Mopr 4200

PeaspeHoe konnpoeadue
OB b G OTKNKYNTE BEIBOA 3BYKOBRIX CHIHaNoB
Tepmunsan

BDE33DVIKS {
IMepeaarpyaka Coxpanute n npuMednTe | CoXpaHuTh | Copos

MacTep HacTpoiikn

PucyHok 4.31 — CTpaHMLa OCHOBHbIX HACTPOEK TepMMHana

B none MopTt yka3biBaeTcs 3HadeHne TCP-nopta cnyx6bl Be6-TepmuHana. o ymonyaHuio cnyxbon Beb-
TepmuHana ncnone3dyetca TCP—nopt 4200.

HacTporka OTKNOUYMTbL BbIBOA, 3BYKOBbIX CUMIHaNoB OTKMOYaEeT BOCNpomn3BedeHne 6pay3epom 3BYKOBbIX
CUrHanoB, KOTOpble MOryT OblTb CreHepupoBaHbl B TepMUHare, Hanpumep, Npu BbIBOAE CreLuanbHOro
cumsorna ASCII BEL (kog 7).

Ha Bknagke Hactpomku SSL pacnonoxeHbl HacTponku wudpoBaHmss SSL. BHewHuid Bug BKNagKu
HacTtpowku SSL nokasaH Ha pucyHke 4.32.
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4 Cucrtema

& plc210 - Hacrpoiika - LuCl x |+ T - 0O
‘(— c o @ 172.16.0.1/cgi s i L IND e 8 =
~
VIR T
|}
CocToAHne b plc210

Cuctema *
Tepmnsan Hactpoiika
OBwyne HacTpoikn

Bpemn HacTpoiika TepMuHana

¥npasnexwe
OcHoBHule HacTpoiikn | HacTpoin SSL
Cropo:xesoii Talimep

[MoHTupoBaHue pasnencs
= i G Brnounte SSL

Pesepatioe konnpoeaie o
Ceprigukar HTTPS (dopmar PEM) S2TPYKeHHbI daiin (2.74 «6)

OBHoBNEHWE NPOLWLNEKIA 0630p... | Daiin He BLIGpaH.
Tepunan Jetc/shelinabox/ssl/certificate.pem
m 3
Mepeaarpyaka
Yoanute SSL ceptnpnkar [RJEs iyt Ma=leg gt [ e g8
MacTep HacTpoiikn C 4ECHKI CTE
MK »

Cnyxbe »

CoXpaHuTh W NDUMEHKTL CoXpaHuTh

Cete b

PucyHok 4.32 — CtpaHuua SSL-HacTpoek TepMuHana

Hactporika Bknrountb SSL no3BonsieT BKAKYUTE WNKU  OTKMOYUTL ucnonb3oBaHMe SSL npu pabote
TepMuHana.

T BHMMAHUE
He pekomeHayeTcsa ucnonb3oBaTh Cnyx0y TepMmHanos 6e3 BkMo4EHHOro SSL-undpoBaHus, nHave
BCE [aHHble M0 CETK NepeaatoTcsi B OTKPbITOM BUAE, B TOM YUCTIE FTOTVH U Naporib.

Hactpoiika Ceptudcdukar HTTPS (cpopmaTt PEM) no3sonseT ykasatb NyTb k SSL-cepTudmnkaty Ha charinoson
cucTeMe YCTPOMCTBa UMK BbINOMHUTL 3arpy3Ky HOBOro cepTudukaTta B choopmate PEM npu noMoLLm KHOMKK
0630p....

Mpu HaxxaTum kHonkn Yganutb SSL cepTudpmkat nponcxoaut yaaneHue tekyliero SSL-ceptudukara. Ecnm
BKIoYeHa onuua Bkniountb SSL, aBTOMatmyecku OyoeTr creHepupoBaH HOBbIA CaMOMOAMNUCAHHbIN

cepTudumkar.
4.9 lNepe3arpy3ka

Crtpanvua MNepesarpy3ka pasgena Cuctema npegHasHadeHa ansi BbIMOMIHEHUS MPOrPaMMHON nepesarpysku
ycTponcTBa. [laHHas dyHKUMS aHanorMyHa BbINOMHEHUIO B KOHCONW KoMaHAbl reboot. BHewHun Bug
cTpaHuubl NMepe3sarpy3ska pasgena Cuctema nokasaH Ha pucyHke 4.33.
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4 Cucrtema

& plc210 - Nepesarpysxa

) c @

VIBI:H

el X | =k

@ 172.16.0.1 Jegi-binfluc/admin/system/reboot

In @ @ 8 =

CoctoRHne »

Cucrema v
OBwme HacTpoiikn
Bpema
Ynpasnexue
Croposesoi TaliMep
[VloHTMpoBaHWe pa3gence
PeaepBHOe KOMMPOBAHUE
OBHoBNEHWE NPOLLNBKK
Tepmutan
Mepeaarpyaka
MacTep HacTpoiiki

MK »

Cryxe b

Cets b

Cratuctika »

Bitittn

plc2i0

Mepe3arpyska

lMporpammxan nepeaarpyaka sallerc YCTPOACTEE, T.8. BEINONHWTE KoMaxdy Teboot’

BINOAHUTE NEpesarpyaky

Powered by LuCl (Owen) / 2018.07

PucyHok 4.33 — CtpaHuua «[lepe3arpy3ka»

I'Iepesarpyaka yCTpOVICTBa BbIMOJTHAETCA NPUN HAXaTUn KHOMKU BbinonHuTb nepe3arpya3kKy.

4.10 MacTep HacTpouku

H|

NMPUMEYAHUE

HanHbin pasgen otcytcreyeT B Web-uHtepdeice ynpasneHusi koHTponnepos CI1K.

Ha cTtpaHuue Mactep HacTpouku pasgena Cuctema MOXHO BbIMOMHUTBL 3anyck MacTtepa HaCTPOMKWM,
KOTOpbI NoApo6HO onrcaH B pa3gerne 2.

BHewHun Bug ctpannubl MacTep HacTpomnku pasgena Cucrema nokasaH Ha pyucyHke 4.34.
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4 Cuctema

@ plc210 - Macrep nactpoiikn - | X | = o O
-

¢ @ @ 172.16.0.1/cgi-bin/luci/admin/system/wizard s o + NGO ® 7§ =
UBEN
L1
CocrorHne b g xocTa: Pplc2lo

Cucrema v

MacTep HacTpOMKHN
OBwme HacTpoiikn
Macrep HECTpUl:IKH NO3BOMAET BEINONHUTE KUH¢HI’ypELI,NU OCHOBHBIX NapaMeTpoe yCTpUﬁCTBE 33 HeCKONLKO NpOCTRIX LWWAroe.

Bpemna

3aMyCTUTE MACTED HACTDOMKM

Ynpasnexue
Croposesoi TaliMep
[VloHTMpoBaHWe pa3gence
PeaepBHOe KOMMPOBAHUE
OBHOBNEHWE NPOLLIVEBKIA
Tepmunan
Mepeaarpyaka
MacTep HacTpoiiky

MK »

Cryxe b

Cete b

Cratuctika »

=

Powered by LuCl (Owen) / 2018.07

PucyHok 4.34 — CtpaHuua «Mactep HacTpOMKu»

3aI'IyCK mMmacTepa HaCTpOVIKM OCyLUEeCTBINAETCA NPU HAXXaTUN KHOMKAN 3a|1yCTVITb mMacTep HaCTPOﬁKM.
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5K

5 MIK

B oaHHOM pasgene copoepXXuTcs ONMUCaHWE CTpaHuL ANS yNpaBreHus, HAaCcTPOMKN U MOHUTOPUHIa (OYHKLMIA
MJK, koTopble obecneunBatoTcs cpegon ucnonHeHmss CODESYS.

5.1 Be6 Bu3yanusauums

Ha cTtpaHuue Be6 Busyanusauua pasgena MMIK otoGpaxaercs Busyanusaumsi Mnosib30BaTeNbCKoro
npunoxexHnss CODESYS.

BHewHun Buag cTpaHuubl Be6 Busyanusauua pasgena MIK npu 3anyweHHOM MONb30BaTENIbCKOM
MPUIOXEHWN MOKa3aH Ha pucyHke 5.1.

. & plc210 - Beb susyanusaywa - | X |+ + - oIEl|
- ¢ @ @ 172.16.0.1/cgi-bin/luc/admin/plc/webvisu e J iy vy In & @ B =
m
VTSR
CocrtoaHue b z xocTat plclll
Cucrema b

Beb Busyanusaums
Nk « ; 3

Bef suayanuaauun

HacTpoitn Tect YaauHex OuwmGru MpougeHT CyTDqulﬁ CTEHF',
DO-DI 4Hz 0 0 0
DafiE RS485 115200 8ni 0 0 0 Ocramoce: [ |
USE 0 0 0 Mutanne 1 [MutaHue 2
MpunoxeHine
MMC 0 0 0 ﬂ ))) Q 0
Daiink KypHanos Eth 0 0 0
— Whdopmauwa o USB yetpoiictee ———
Crywbel b
EmkocTs:
Cete b TecT He aanyLueH T
Cratnctiiea b Caoboato:
— Owmbrn WuHBL Cron / Crapt Barapen
Bt lIl Q Corie o — Wnthopmauya o MMC yerpoicrae ———
Hanprenve, mB: (3519 EnmrocTs: 4022304768
— Ethernet 3anATo: (70975458
Pene: _ [ Pa3sm. naketa:56 } SR 3951329280
Kronga: Omwara
3anycruTh Tect | [LNUTenbHOCTE MENLITaHMI:
Yac Mun
[T | BEmiounTh BbiXoga Tect RTC / Retain 32630 p:::: ::e | |I| E

OTkpeTs Be0 BUIYANN3ALMO B OTAENEHOM OKHE (BKNAMKE)

Powered by LuCl (Owen) / 2018.07

PucyHok 5.1 — CtpaHuua «Be6 Busyanusauusi»

B HwkHen 4yactu CTpaHuubl pacrnonoxeHa kHomka OTKpbITb Be6 Bulyanusauuio B OTAENIbLHOM OKHe
(BKnapke), kOTOpasi NO3BONSIET OTKPbITb BE6-BU3yanm3aunto B OTAENbHOM OkHe (Mnu Bknaake) 6paysepa, 4Tto
MOXeT ObITb yA0OHO Npu HEOBXOANMOCTM PYHHOTO MaclLTabmMpoBaHNs OkHa BeG-BU3yanmsaunn.

Ecnu nonb3oBartensbckoe npunoxeHme CODESYS He 3anyuwieHo, To Ha cTpaHuue Beb Budyanusauusa 6yoer
OoTObpakeHO COOTBETCTBYHOLLEEe coobLleHne (CM. pUCyHOK 5.2).
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5K

] phe2 1 - Bedh mamyanssangs - L X + i e =] “

B c @ @ 17216.0.1 fea-t wirt ¥ O U o R T -
OBENH

A3 b

Beb Buayanusauuma

PucyHok 5.2 — CtpaHuua «Be6 Busyanusauus». Nonb3oBaTenbcKoe NpUoXeHUe He 3anyLeHo

5.2 3acTaBka (Tonbko ans koHTponnepos ClK)

Ha ctpanuue 3actaBka pasgena NMJIK nporssoanTcst 1aMeHeHne n3obpaxkeHnn, oTobpakaemblx Ha gucnnee
koHTpornnepa CI1K B npouecce ero 3arpysku.

[ns Bxoaa B web-koHurypatop crnegyet nNogknioynTb KOHTPOMnep K ceTu, B kotopon Haxogutes [MK, unu
Hanpsimyto k K uepe3 kabenb USB, 3anyctutb web-Opaysep n BBectu IP-agpec COOTBETCTBYHOLLETO
UHTepdenca KoHTponnepa.

El NPUMEYAHUE
BmecTo MK MmoxeT ncnonb3oBatbcs noboe ycTponcTso ¢ web-6paysepom — Hanpumep, CMapTgOH.

\V H ~~
] R ABTOOBHOBNEHUE BKMIOUSHO
=

Hue P spk2xxmdl-kis

Cucrema b 3acTaBKa

nnK
KoHdurypauua sactaeku CMK

¥ron noeopoTa u208paKeHna 0 ~

Ynpaenexue

NPANOKEHUAMNA

Hactponkm
P LieeT nonockel Nporpecca 158d86

MpunomeHye

LimeT hoHa nonocsl nporpecca | 29@0ee
Dailnb! KypHanos i

CeTb b LigeT TekcTa | 444444

Uger pong | FFFFFF

DTOGPaHeHMe LBeToB ANA Nonochbl nporpecca
MNonoca nporpecca (IEEERT gl =T

Texct LigeT LiBeT LiBeT

PucyHok 5.3 — BHewHun Bup Bknagku MIK/3acraeka (yactb 1)

T BHUMAHME
Mepen 3arpyskon n3obpaxkeHnn Heobxoanmo BbIGpaTb OpUeHTaLMo akpaHa (napameTp Yron
noBopoTa usobpaxeHuns) n HaxaTb KHOMKy COXpaHUTb U NPUMEHUTL.

B pasnene KoHdurypauus 3actaBku CIK:

Yron noBopoTta u3obpaxeHus — BbIOOp opueHTauumn akpaHa. BoamoxHble 3Hauvenus: 0, 90, 180, 270 (no
ymon4anuio 0).
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LiBeT nonocbl nporpecca — LBeT Mofockl nporpecca, otobpaxaemol Ha aucnnee CIK B npouecce
3arpysku.

LiBeT cphoHa nonockbl nporpecca — LBET KOHTYpa NOMockl nporpecca.
LiBeT TekcTa — UBeT TekcTa, otobpaxaemoro Ha gucnnee Cl1K B npouecce 3arpy3sku.
LiBeT ¢hoHa — uBeT hoHa 3TOro Tekcra.

CGPOC M306pa)Ke|-|m7| Ha HaYvYalbHbleé — HaXaTb KHOMKY npu HeobxoamMmocTn BO3Bparta K I/I306pa)KeHl/IﬂM no
YMOJTHaHUIO.

Yron noeopota n3o6paxxeHnss — yCTaHOBUTb Yror noBopoTa u3obpaxeHus npu yctaHoeke CIK nog yrrom.
HaxaTb kHornky COXpaHUTb U NPUMEHUTb.

LiBeta 3apatotca B dopmare RGB/HEX (Hanpumep, 00FF00). Bo3MOXHOCTb W3MEHEHUsI LBETOB
noaaepXXnBaeTcst Ha4MHas C BEPCUM MPOLUMBKM 3.6.XXXX.XXXX.
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PepakTop n206paxeHuii

OnucaHne U206 pameHna Hzo6pamenne 3arpyaka

zodpameHne npu 3anycke CNK (ropw3oHTancHo), jpg/RBG365 3arpyzka
Wao6paneHne npu 3anycke CNK (eeptvkantho), jpg/RBGS65 3arpyska
y T 38MPY304HOE NPUNOKEHKHE (FOPM3OHTANbHO), 2 a
ipg/RBGS63 arpy3
OTCYTCTBYET 3arpy304HOE NPHNOKEHKE (BEPTUKANBHO), 5 @
jpg/RBGS65 arpy3
OTcyTCTBYeT BU3yank3auma (ropu3oHTaneHo), jpg/RBGE65 3arpyaxa
OTCyTCTRYET BH3YaNM3aUMA (BepTUKanbHo), jpa/REGS6S 3arpyaxa
WMa306pakeHne B pEKUME CHNAZHWA (FOpU30HTANBHD) 3arpyaka
M306pakeHne B pEKUME OXNA3HWA (BEPTHKANEHD) 3arpyaka
NoroTtun KOHOWIYpaTopa, svg 3amyz3xa
N7
Favicon web-koxdurypatopa, ico 1] 3arpyaka
. 306pameHue CYLLecTEYeT NPW 3arpy#eHHoM npoekTe CODESYS ¢
Favicon web-Brayanw3auuw, ico - "LU' d &y 3arpyaka

COXpaHWTL M NPUMEHKT - CoxpaHnTb

PucyHok 5.4 — BHewHuin Bug Bknaaku MNIK/3acraska (vactb 2)
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NMPUMEYAHUE
El Liseta 3agatotca B chopmate RGB/HEX (Hanpumep, 00FF00). BOo3MOXHOCTb U3MEHEHUS LIBETOB
noaaepXmnBaeTcs Ha4yMHas ¢ BEpCUM NPOLLMBKM 3.6.XXXX.XXXX..

B pasnene PegakTop n3o6paxeHUn:

CoxpaHuTb N306pakeHnsi B KOHTPOSNepe, HaxaB KHOMKY 3arpyska.

El NMPUMEYAHUE
Ecnu preview-n3obpaxeHusi, otobpaxkaemble Ha BKNagake, He COOTBETCTBYHOT (DaKTUYECKUM
n3obpaxkeHnsM, 3arpy>XeHHbIM B KOHTPOINEp, TO creayeT oOHOBUTL CTpaHuly web-6paysepa.

dannbl n3obpaxkeHnn AoMKHbI COOTBETCTBOBATL CreayoLwmMm TpeboBaHUsAM:

* dbopmart .png, .jpg; 4ns norotuna web-koHdurypatopa ncnonb3yetcsa dopmart .svg, ans favicon
(MKOHKKN) —.ico;

* paspeLleHne — OIMKHO COOTBETCTBOBATbL pa3peLLeHnto KOHKpeTHon mogudmkaumm CIK ¢ yyeTom
NCMNornb3yeMon OpueHTaumnm gucnnes.

Cnmcok n3obpaxxeHuit, AOCTYMHbIX A8 U3BMEHEHUS:

* U3so6paxkeHune npu 3anycke CIK (ropusoHTanbHO) — n3obpaxeHne, oTobpaxxaeMmoe BO BPEMS
3arpy3Kku KOHTponsepa Npu ropu3oHTanbHOM OpUEHTALIMN IKPAHa;

* U3o6paxkeHue npu 3anycke CIK (BepTukanbHO) — n3obpaxeHune, otTobpakaemoe BO BpEMS 3arpy3ku
KOHTponepa npu BepTMKarbHOW OpUeHTaLmMm aKpaHa;

* OTCcyTCTBYET 3arpy304Hoe npunoxeHue (ropM3oHTanbHO) — n3o6paxkeHne, oTobpaxaemoe Ha
aucnnee nocne 3arpysku KOHTponnepa B criydae OTCyTCcTBUA 3arpy3oyHoro npoekta CODESYS npu
rOpu3oHTarbHOM OpUEHTaLMN SKPaHa;

» OTCyTCTBYET 3arpy3o4Hoe npunoxeHue (BepTukanbHO) — n3obpaxeHue, oTobpaxaeMoe Ha
aucnnee nocne 3arpysku KOHTponnepa B criyyae OTCyTcTBUA 3arpy3oyHoro npoekta CODESYS npu
BEPTUKANbHON OpUEHTaLUN IKpaHa;

» OTCyTCTBYET BU3yanu3saums (ropusoHTanbHO) — n3obpaxeHne, oTobpaxaemoe Ha gucnnee nocrne
3arpys3ku KOHTpornepa B criydyae otcyTcTBus B npoekte CODESYS Busyanusauuu nnm npu octaHoBKe
NPUNOXEHUS NPY FOPU3OHTaNbHON OPUEHTaLMN IKPaHa;

» OTCcyTCcTBYET BUlyanusauus (BepTukanbHoO) — n3obpaxeHne, otobpaxaemoe Ha gucnnee nocne
3arpy3ku KOHTpornepa B criydae otcyTcTBus B npoekte CODESYS Busyanvsauum nnm npu octaHoBKe
NPUNOXEHNS NPY BEPTUKANbHON OpUEHTaLMM 3KpaHa;

* U3o6paxkeHune B pexumme oxumaaHma (ropusoHTanbHoO)— n3obpaxeHne, otobpaxaemoe Ha gucnnee B
«pexXnme OXMaaHusa» Npu oCcTaHOBNEHHOM cucteme ncnonHeHms CODESY'S npu ropnsoHTansHon
opueHTaumm gucnnes (cMm. nogpobHee B fokymeHTe OnucaHue Tapret-cpannos CODESYS V3.5.
pasgen npo y3en Screen);

* U306paxeHune B pexunme oxnaaHus (BepTukanbHo)— n3obpaxeHue, otobpaxxaemoe Ha gucnnee B
«pexnme OXMAaHMa» Npu OCTaHOBMNEHHOM cucteme ncnonHeHns CODESYS npu BepTUKanbsHOM
opueHTaumm gucnnes (cMm. nogpobHee B gokymeHTe OnucaHue Tapret-cpannos CODESYS V3.5.
pasgen npo y3en Screen);

El NMPUMEYAHUE
N306paxeHus B pexume oxuaaHns (ropn3oHTanbHO 1 BEPTUKaNbHO) NOAAEPXKMBAETCA HauYMHas
C NPOLWMBKM 3.6.XXXX.XXXX

* llorotun web-koHduryparopa — norotun, otobpakaemblii B BEPXHEM JIEBOM YITy CTpaHWLbl web-
KOHdpurypaTtopa;
* Favicon web-koHurypaTtopa — nkoHka ctpaHubl web-koHurypartopa;

* Favicon web-Bu3yanusauum — nkoHka ctpaHuusl web-susyanunsaumm CODESYS.
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5.3 YnpaBneHue npusnoxeHuem
Ha cTpaHuue YnpaBneHue npunoxeHMeM MOXHO 3arpy3nTb .zip apxus ¢ npoektom CODESYS.

Onsa 3arpy3kn npoekta CODESYS yepes web-koHgurypartop crnegyer:
1. Ckomnunmporatb npoekt CODESYS (Bknagka Komnunaums, komaHga Komnunaums);

2. Co3paTb 3arpy3oydHoe npunoxeHme B CODESYS 6e3 nogkntoveHus kK KOHTponnepy (Bknagka OHMaunH,
komaHga Co3faaTb 3arpy304Hoe npurnoXxeHue), B okie CoOXpaHUTb Kak yka3aTb NyTb K narnke.
MonHbIN NyTb K Nanke He JOIMKEH coAepXaTb CUMBOIbI KUPUNNULbI;

3. Coaepxxnumoe cosgaHHoOM nanku (HO He camy narky) 3anakoBaTb B Zip-apXuB;

4. B web-koHGurypaTtope Ha Bknagke MITK/YnpaBneHue npunoXxXeHMAMM HaXaTb KHOMKY 3arpy3ka .zip
apxuBa c npoektom CODESYS;

\/ H n
K R ABTooGHOBNEHNE BKIKMEHD
m

CocToRHue b kis-swu

FUCTany YnpaeneHue npunoxenHnamMu CODESYS
nmK -

CnUCOK ApXMBHbIX NPHNOXEHMHA

HazeakHne Pazmep, GaiT JeicTenA

3arpyaute ¢ MK/ApxnupobaTte Tekywee npunoxenne MAK

15 CoxpaHWTo 3anyujenHoe npunoxexne CODESYS
MpUACKEHHE ‘3arpyaka zip 8pxuBa ¢ npoekToMm CODESYS 4_

Daiinsi xypHanos

OTkpoiTe Baw NpoekT B cpege CODESYS
BhiNonHKTE KoMaHay OHNaidH - Co3naTe 3arpy30uHOe NPUACKEHIE
MomecTute daitnoi Application.* u nanky PleLogic & .zip apxue

CrnyxBol F

Cetb P
CratucTuka b

BbifTy

PucyHok 5.5 — BHewHunn Bua Bknagku MIK/YnpaBneHve npunoxeHMsaMum

5. HaxaTb Ha kHonky O630p 1 BbIOpaTh zip-apXxuB, CO34aHHbIM B Nn. 3;

6. YkasaTtb ums (6e3 npobenos 1 CneLcMMBOIIOB) 3arpy>KaeMoro NPUNOXeHNs N HaXxkaTb KHOMKY
3arpys3ka;

3arpysurtb

YCTaHOBWTE UMA W 3arpysuTe daiin

|NewApp| | HOBOE MMA NPUNOKEHUA

PucyHok 5.6 — BHewHunn Bua Bknagku MIK/YnpaBneHue npunoxeHUsMu

7. MNocne 3arpy3ku NpunoXeHue NosiBUTCS B CNYCKE NpUNoXeHuin. [ins ero aanycka HeobxoaMmo Haxatb
KHOMKY 3anycTuTb 1 AOXAaTbCA 3anycka NpuroxeHus (3To MoxeT 3aHATb 10...60 cekyHA).
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V)11

®_s ABTOOGHOBNEHWE BKNIOYEHD

CocTonaue b
Cuctema b
MK
Beb BuayannasLma
3acTaexa

¥npaer

e

NPHADKEHHRMN
HacTpoiikin
3arpysku
MpunoxeHue
Dains! xypHanos

Cnysdbl ¥

Ceto P

Cratuctika b

BbiiTy

kis-swu

YnpasneHue NpunoxeHuamu CODESYS

CNWCOK apXMBHbBIX NPHUNOMEHWH /
Hazeanue Pa3amep, Gaift DeitcTena /
MewApp 596310 3anycTuTb...  YpanuTe  TepeMMeHosaTh

3arpyautb ¢ MK/ ApxuBnpoBaTh TeKylee npunoxenne MAK

‘CoxpanuTs 3anywerisoe npunoxenne CODESYS
‘Barpyaka zip apxmBea c npoekTom CODESYS

OTkpoiTe Baw npoekT B cpege CODESYS
BLINONHUTE KOMaHAY OKnaliH - CO3AaTh Sarpy30uHoe NpUASKeHe
MomecTuTe daiino Application.* u nanky PlcLogic 8 .zip apxus

PucyHok 5.7 — 3anyck npunoxeHus

dyHKUMOHaN BKNaaKy NO3BOSISIET 3arpy3nTb B KOHTPOMNEP HECKONBKO NMPUMOXKEHWUIA U NepekntodaTbCs Mexay
HUMK. KHonmka CoxpaHuTb 3anyuleHHoe npunoxeHune CODESYS p[oGaBnser B CNUCOK MPUIOXEHWN
TeKyllee 3anyLleHHOe MNPUMOXeHWe (Hanpumep, ecriu HOBOE MPUIIOXKEHUE COAEPXUT OWMOKM — TO 3TO
MO3BOSUT BEPHYTLCS K BbIMOSIHEHNIO paHeE 3anyLLEHHOTO NPUIOXEHNST).

5.4 HacTtpouku

CT1paHnua HacTponkn cogepXut HEKOTopble HACTPOMKK cuctembl ncrnonHeHns CODESYS.

GBEH

R ABTOOGHOBNEHHE BK/IOYEHD

CocToAHKe b
Cuctema b
MK -

Bel Buayanuzauma

YnpaeneHue
NPUNCKEHUAMK

HacTpoiiku
3arpyskm
Tpunoxexne
Daiinbl wypHanos

CrywGbl ¥

CeTb b

CTaTUCTUKA P

BoiiTH

Pasnen CeTeBble HAaCTPOWKK Be6 BU3yanusauum COAEPXKNUT Crieaytolne HacTPONKK:

plc2lérk

HacTpoiikn CODESYS

CeTeBble HACTPOWKW Be6 BU3yanusayun

Tun NoAKNKYEHUA HTTP W HTTPS
Homep nopra HTTP 8080
Homep nopTa HTTPS | 8443

SSL ceprudmkar  Het SSL ceptudmkara

Wckniovenna
OBpaboTka MCKNKUEHHI OTnasnueaeTcA CODESYS
TpeHab! ¥ TpeBOTH
Katanor Tpexngoe [No ymonuaHwi]
Karanor Tpesor [Mo ymonuaHni]

0O6bem NaMATH, UCNONbayeMbli memsyss, M6 16

Mepyol AMarHocTHKKM, Mc | 300

PucyHok 5.8 — CtpaHuua «HacTtpomnkun»

 Tun noaknovyeHnsa — BbIGOP NoAAEPKMBAEMBIX NPOTOKOMOB NOAKMHOYEHUS BEO-BM3yanu3auum
CODESYS (no ymonyanuto HTTP u HTTPS);

79



5K

* Homep nopta HTTP — Homep nopTa TCP, ucnomnb3yembii 48 NOAKMOYEHUS K BEG-BU3yanu3aunm
CODESYS no npotokony HTTP (no ymonyanuto 8080);

* Homep nopta HTTPS — Homep nopta TCP, ncnonb3dyembiv Anst NOAKMOYEHUS K BEG-BU3yanusaumm
CODESYS no npotokony HTTPS (no ymonyanuto 8443);

* SSL cepTudmukat — nHcopmaLmsa n Hactponkm SSL ceptudukara, ncnonbdyemoro aons HTTPS
NOAKMYeHNs K Be6-B13yannsaumm.

Ecnu ceptundumkart otcyTcTBYET, TO 0OTOOpaxaeTcsi coobuleHne Het SSL ceptudukara. [ns
umetoLerocs ceptndukara otobpaxaercs gara ero co3gaHus n gata MCTeYeHUs ero Cpoka AenCTBUS.

SSL ceptudmkar Co3paad Apr 2 07:19:26 2024 GMT
McTekaeT Apr 2 07:19:26 20235 GMT

3arpyanTh... EEEIETEE)

PucyHok 5.9 — UHcpopmaums o Tekywem SSL ceptucpmkarte Beb6-eusyanusauum CODESYS

KHorku CreHepupoBaTh... 1 YaanuTb... NpeaHa3HadYeHbl Ans reHepauumn HOBOro caMmonoanmMcaHHoro
SSL cepTtudpmkata n yganeHuns TekyLero ceptudunkarta CoOoTBETCTBEHHO.

KHorka 3arpy3uTb... npefHa3HayYeHa ans Bolbopa v 3arpysky gannos nonb3oBaTenbckoro SSL
cepTudumkara.

Pasgen UcknrovyeHus yCTaHaBIMBaeT MeTO O6pa6OTKM NCKMoYeHUN. BoaMoXHbIe BapuaHTbI:

* OTnaBnuBaetcsa CODESYS — ctangapTHasa o6paboTtka ucknovyeHmn CODESY'S (nepexog B
coctosiHme CTOIl1, «3amupaHue» aKpaHa BU3yanuaauum);

* Mepe3arpyska — nepesarpyska KOHTponnepa;

* OTO6pa3nTb Ha 3KpaHe — BbIBOA Ha 3KpaH MHGOpMaLMK 00 UCKMOYEHUN (TONBbKO A8 KOHTPOEPOB
CIK);

* OTOOpa3uTb U Nepesarpy3nTb — BbIBOA HA 3KpaH nHdopmaummn o6 ncknodeHmm, cnycta 10 cekyHp —
nepesarpy3ska (Tonbko ansi koHtponnepos Cl1K).

Pasgen TpeHabl U TPEBOMN COAEPXKAT criedytoLme HacTPOMKK:

» Katanor TpeHgoB — gupektopusa USB- nunu SD-Hakonutens, B KOTOpor byayT coxpaHaTbea doannbl
TpeHZoB. B cnyyae Bbibopa pexuma [[To ymonyaHuio] daiinbl OyayT COXpaHATbLCSA BO BHYTPEHHEN
flash-namaTtu KoHTponnepa;

» KaTanor TpeBor — anpektopust USB- nnu SD-HakonuTternsi, B KOTOPOW OyayT coxpaHaTbes dannbl
TpeBor. B cny4yae Bbibopa pexuma [[Mo ymonyaHuro] pannbl 6yayT COXpaHATbLCS BO BHyTpeHHew flash-
NamsiT KOHTponmnepa;

* O6beM NamMsaTU, ucnonb3yeMbin memsysS5, M6 — HauanbHbI 06bEM NAMATH, BblAENEHHbIV
npunoxexuto sqlite Ansi coxpaHeHnst TPeHZ0B 1 TpeBor. Ecnn B NpoekTe B HEKOTOPbLIX TPeHAax u
Tabnuuax TpeBor He oTobpaxkatoTcsa AaHHble U3-3a HegocTaTka NaMsTh, 3HaYeHne napameTpa crnegyet
YBEMUYNTD;

* Mleprop AMarHOCTMKM, € — NEpMOZ BbIBOAA B XXypHar KOHTpOnepa AMarHoCTU4eCKon NHopmaLumm
(knacca Debug) o namsitu, ncnonb3yemon npunoxeHuem sqlite.
5.4.1 TeHepaumna SSL cepTudukarta

KHornka CreHepupoBaThb... NO3BOMSET BbINOMHUTL rEHepauunio HOBOro camonognucaHHoro SSL ceptudukara.
Mpn HaxaTm gaHHOWM KHOMKM ByaeT oToOpaxeHo ModanbHOe OKHO C 3anpoCOM MOATBEPXKAEHMS reHepauum
HoBoro SSL cepTtudwmkara, nokasaHHOE Ha PUCYHKeE:

80



5K

lenepauus SSL ceptudukara

Bbl AeACTBHUTENbHO XOTUTE CTeHepMpOoBaTh HOBbIW SSL ceptudukat?

PucyHok 5.10 — MoareepxaeHue reHepauum HoBoro SSL ceptudmkara

Mpun HaxaTum kHomkn CreHepupoBaTb OyaeT 3anyLleH npouecc reHepaumm HoBoro SSL ceptudmkata. Bo
BpeMs BbINOMNHEHUsI reHepaLmmn OyaeTt oTobpaxaTbCcs OKHO, MOKa3aHHOE Ha PUCYHKE:

NeHepauyun SSL cepTudukara

& Texepauus Hoeoro SSL-cepTudumkara... MomanyicTa, NOAOKAMTE, 3TO MOMET 3aHATL MHOTO BPEMEHW

PucyHok 5.11 — l'eHepaumsa HoBoro SSL cepTtudukara

Mpun ycnewHom 3aBepLueHnmn reHepaumm HoBoro SSL ceptudpmkara 6yget otobpaxeHo OKHO € coobLleHmeM,
Kak NokasaHo Ha PUCYHKE:

Nenepauyusa SSL cepTudpuxkaTa

HoBbiit SSL cepTU(MKET yCnelwHo creHepupoeaH

3aKpoiTh

PucyHok 5.12 — YcnewHas reHepauus HoBoro SSL ceptucumkara
B none nHpopmaumsa Tekyem ceptudukare 6yayT otobpaxeHbl AaHHbIE HOBOrO cepTudmkaTta.

5.4.2 YpaneHue SSL cepTtucpukarta

KHonka Y@anuTb... No3BonseT yganuTb Tekywmn SSL cepTtudmkat. pu HaxaTum 3TOWM KHOMKM Oyoet
oTOOpaXkeHo MofanbHoOe OKHO NOATBEPXAEHUS yaaneHus ceptndukara:

Ypanenue SSL ceptudukara

Bbl AefCTBUTENbLHO XOTUTE YAANWUTD SSL cepTMdukaT?

PucyHok 5.13 — NoateepxxaeHue yaaneHns ceptudukara
HaxaTtue kHomkn YoanuTtb NpuBedET K 3anycKy npouecca yaaneHus Tekylero SSL ceptudumkara. B cnyyae
yCneLHoro yganeHusa dyget otobpaxeHo OKHO C COObLLEHNEM:
Ypanenue SSL cepTudmkaTa
SSL cepTUmKaT yenewHo yaanés

3axpbitb

PucyHok 5.14 — YcnewHoe yaaneHue ceptudgukara
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5.4.3 3arpy3ka SSL cepTudumkara

KHonka 3arpysuTb... npefgHasHadeHa ansa 3arpysku ¢annoB SSL cepTudpmkata BebG-BM3yanusauum
CODESYS. MNpu HaxaTum JaHHOW KHOMKM OygeT oTobpakeHo MoAaribHoe OKHO C 3arnpocoM Tpebyemblx
¢annos:

3arpyska SSL ceptudmkaTa

NoxanyicTa, BoibepuTe SSL-cepTUdUKAT U Pain ¢ 3aKPLITHIM KNIOUOM ANA 3arpy3ku. [LNA NPUMEHEHWA HOBbLIX CEPTURUKATOR HeOOXOAMMO BPYUHYHD Nepe3anycTuTe
CODESYS nocne 3arpyaku

@aiin ceprudpmkara (.cer ¢pain) 0630p... = ®ain He euibpaH
®aiin npueaTtHoro kniova (key daitn) 0630p... | ®aiin He BeifipaH.
DH (Diffie Hellman) kniou (.pem ¢ann) 0630p... | Daiin He Buibpan.

PucyHok 5.15 — MoganbHoe okHO 3arpy3ku ceptudukara SSL Be6-Busyanusauum CODESYS

» ®ann ceptudmkara (.cer pann) — caiin ceptndpmkata 6€30MacHOCTH, KOTOPbIA UCNONb3yeTCs Ans
obecneyeHns 6e30nacHOCTN CepBeEPOB, TpaH3akuuiA, normHos. Ceptudukat 6esonacHoCcTM BblgaeTcsl
cneumanbsHbIM LieHTpom cepTudmkaumu.

» ®ann npuBaTHoro kntova (.key drainn) — darin 3akpbIToro(MpUBaTHONO) KNkoYa, KOTOPbIN
obecneymBaert 3awmuieHHoe HTTPS coeguHeHne mexay cepBepoM U KITMEHTOM;

* DH (Diffie Hellman) kntou (.pem chainn) — cdann DH kntova, 3akognpoBaHHbIN B Base64,
npumeHseMbln Ans 6esonacHon BepudukaLm nonb3osaTenen.

Mocne 3arpy3ku Bcex TPEX harinoB U HaXaTum KHOMKK «3arpy3nTb» OyaeT BbIMONHeHa 3arpyska cpannos SSL
ceptudukata Beb-Bmayanusaumm CODESYS Ha ycTpoiicTtBo. Bo Bpemsi BbIMONHeHUs 3arpy3ku Oyoet
oToGpaxaTbCsi OKHO:

3arpyska SSL cepTudukaTta

#¢ 3arpysxa SSL cepTudmkaTa..
PucyHok 5.16 — 3arpy3ka SSL ceptudmkara

Mpwn ycnelwHom 3aBepLueHnn 3arpy3ku dpannoB SSL ceptrudukarta byaet oTobpakeHO OKHO € COOOLLEeHNEM:

3arpyska SSL ceptudukaTta

SSL cepTudukaT ycnelwHo 3arpyxeH

3aKpbiTb

PucyHok 5.17 — YcnewHas 3arpy3ka SSL ceptudmkara

B none uHdopmaumm o TekyLem ceptudumkate byayT oTobpakeHbl AaHHbIE HOBOMO cepTudukara.

[na npumeHeHns 3arpyxeHHoro SSL ceptudumkata Heobxogumo BbinonHUTL nepesanyck CODESYS npu
nomoLuu kHorku Mepesanyctute CODESYS....

5.4.4 Ouunctka retain namsatn

KHonka OumucTka retain namsATK... NO3BONSET BbINOMHUTL OYUCTKY retain namaTu (sHeproHesasucumon). Mpu
HaXkaTuM OaHHOWM KHOMkW OydeT oTobpaxeHO MofdarnbHOe OKHO C 3anpoCOM NOATBEPXAEHUS OYUCTKM retain
NnamsaTK, NoKasaHHOE Ha PUCYHKeE:
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OuucTKa retain naMaTH

Bbl JeACTBUTENbHO XOTUTE DYUCTUTE retain namATe?

OTMEH = m

PucyHok 5.18 — NMoarsepxaeHne o4UCTKU retain namsaTu

Mpu HaxaTum kHonkM OumncTKa retain namaTu... ByaeT 3anylueH npouecc o4ncTkum retain namsaTu. Bo Bpems
BbINOTHEHMS! OYUCTKU ByaeT oToBpaXaTbCsl OKHO, NMOKa3aHHOE Ha PUCYHKE:

OumcTKa retain namaTu

n+ BbINONHASTCA OUMCTKA retain NaMATH...

PucyHok 5.19 — Ouuctka retain namaTtu

Mpy ycrnewHoM 3aBepLUeHUM O4MCTKN retain namsTn 6yaeT oTobpaxxeHo OKHO C COOGLLEHMEM:

OumcTia retain namaTn

Retain namaTb yCrewHxo ouunlieHa

3aKpbiTh

PucyHok 5.20 — YcnewHas ouncrtka retain namaTtu

5.4.5 Nepe3anyck CODESYS

KHornka MMepesanyctute CODESYS nosBonseTr nepesanyctutb cuctemy wucnonHeHns CODESYS. TMpwu

HaXxaTum JaHHOW KHoMku OyaeT oTobpakeHO ModanbHOE OKHO C 3arnpoCOM MOATBEPXKAEHMS nepesarpysku
CODESYS, nokasaHHOe Ha pUCYHKe:

MNMepesanyck CODESYS

Bb! AeAcTBMTENLHO Nepe3anycTuTe CODESYS?

PucyHok 5.21 — NMoareepxxaeHne nepesarpy3ku CODESYS

Mpn Haxatum kHomku MMepesanycTuTb... byger 3anyweH npouecc nepesarpy3kn CODESYS. Bo Bpewms
BbINONMHEHWs nepe3arpy3ku ByaeT oTobpaxaTbCsl OKHO, NMOKa3aHHOE Ha PUCYHKeE:

Mepesanyck CODESYS

3. BoinonHAeTcA nepesanyck CODESYS

PucyHok 5.22 — lNMepe3arpy3ska CODESYS

Mpwn ycnelwHom 3aBepLueHnn npouecca nepesarpysku CODESY'S Gyaet oToOpaxeHO OKHO C COObLLeHMEM:
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Mepesanyck CODESYS

CODESYS ycnewHo nepe3anyweH

3akpbiTh

PucyHok 5.23 — YcnewHas nepe3sarpy3ska CODESYS
5.4.6 YnaneHue npoekTa

KHonka YaanuTb NPOEKT... no3sonseT yaanutb npoekt CODESYS. lNpu HaxaTuM gaHHOW KHOMKu Oynet
oTOOpakeHo MofanbHOEe OKHO C 3anpoCOM NOATBEPXKAEHWS yOaNeHNsi MpoekTa:

Ypanenue npoexkta CODESYS

Bui geiicTBATENDHO XOTUTE yaanuTL npoextT CODESYS?

PucyHok 5.24 — NMoateepxaeHne yaaneHue npoekra

Mpn HaxatTum kHoMkM Ympanutb OygeT 3anyweH npouecc ypaneHuss npoekta CODESYS. Bo Bpewms
BbINOSIHEHWS yaaneHns byaeT otobpaxaTbcsl OKHO:

Ypanenue npoekta CODESYS

"% Ypanenue npoexTa CODESYS...

PucyHok 5.25 — YaaneHue npoekra

I'Ipw ycnewHOoM 3aBepLleHnn yaaneHmna npoekta 6yp,eT 0To6pa>|<eHo OKHO C coobLLeHneM:

Yaanenue npoekta CODESYS
MNpoekt CODESYS ycnewHo yaanéH

3aKpbiTb

PucyHok 5.26 — YcnewHoe yaaneHue npoekra

5.5 3arpys3ku
Ha ctpaHuue 3arpy3ku pasgena MK npeacrasneHbl CCbINKM 118 3arpy3ku pasfinyHbIX NonesHbiX annos.

BHewHun Bug ctpanuubl 3arpy3km pasgena NIK nokasaHn Ha pucyHke 5.27.
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@ pl2i0- Sappen- el X | —
- c @ © £ 1721601 /cgib s m o & =
S "
Coctonme: plezio
o 3arpysku

Maxer OBEH CODESYS

Opansep RNDIS ana Windows

Ciauars (1.46 MuB)

WMuthopmaums W marepranb

PucyHok 5.27 — CTpaHuua «3arpysku»

[ns sarpy3ku goCTynHbI cnegytowime dannei:

* NMakeTr OBEH CODESYS — naket TapreT-davinos OBEH (.package) ons cpegpbl paspaboTku
CODESYS;

» OpanBep RNDIS ana Windows — naket gpaneepoB gnst USB RNDIS nogkntodeHus ans
onepaumoHHon cuctemol Windows;

* UHchopmaumsa n matepmanbl — CCbINKM Ha CTpaHuLbl ycTponctea, CODESYS u TexHuyeckom
noaaepxku Ha cavite OBEH.

5.6 NMpunoxeHune

Ha ctpaHuue MpunoxeHue pasgena MIIK otobpaxaeTca nHgopmaums o 3anyLweHHOM Morb30BaTeNbCKOM
npunoxeHnn CODESYS.

BHewHwit Bua ctpaHuubl MpunoxeHue npu 3anyweHHOM MNOMb30BaTENbCKOM MPUMOXKEHWM MoKasaH Ha
pucyHke 5.28.
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& plc210 - Mpanoskenme - LuCl X | 4+ S B “
‘ 5 & Q @ 172.16.0.1 fegi-binfluay Py g i m e ® & =
]
0"'-'. s ABTOODHOENEHUE BKNIYEHO
L]
CocToAnne b plc2i0
Cucrema #
Mpunoxexnue
TUIK -
Bef Buayanuaauus Cocroanue |Eﬁmaer |
Hactpoiikn Vma naladka_PLC210
Astop Melnik A. G.
3arpyakn
Bepcua 3.5.14.1008
MpunoxeHine
Mameneno 27.05.2019 09:05:22

Daiinkl XypHanose

I Cryxbel b MonwuTop 3agay
Cere b CoprupoBate no ctanfily  MpuopuTer ¥
St ) MopApok coprupoekn Mo BOZpacTaHg v
Hisire Mun. Cpepgtee Makc.
Bpemna Bpema Bpema BpeuMs Mun. Makc.
Wutepean uHKna uMKna uMKna unkna [BkuTTep  DKHTTEp  OHMTTEp
[LTE] Tun MpuoputeT {mkc) {mxc) [mkc) [mKc) {mkc) (mrc) (mxc) {mkc) Cbpoc
DOD(Task Cyclic 0 25000 773 14 357 " 1646 -812 834
RS4B5Task  Cyclic 1 25000 26 13 30 525 1209 -594 615
RtcTask Cyclic N 250000 123 13 809 8306 7752 -3907 3845
EthemetTask Cyclic A 50000 22 " 64 7939 18991 9457 9534
DrivesTask Cyclic 31 25000 32 12 43 4695 18949 -9422 9527
StendTask Cyclic 31 250000 774 15 1080 8456 12719 -6361 6358
RetainTask Cyclic N 250000 27 18 68 2192 9746 4955 4791
VISU TASK  Cyclic AN 100000 429 13 737 185281 110369 -10497 99872 ‘4]

PucyHok 5.28 — Ctpanuua «lMpunoxeHue»

B BepxHel 4acTu cTpaHuubl OToOpaxaeTcs Kpatkas MHpopMauus O 3anyLieHHOM MNPUMOXEHUW B BuAae
Tabnuubl:
» CocTosiIHMe — COCTOSIHME NOSb30BaTENLCKOro NPUNoXxeHns. MoxeT NpMHUMaTb O4HO U3 CriedyroLLmX
3Ha4YEeHUI:
PaboTtaeT — nonb3oBaTenbCckoe NpUoXKeHne 3anyLeHo 1 paboTaer;

He 3anyuweHo — Nosfib3oBarteribCKoe NpunoXeHmne He 3anyLieHo;

OcTaHOBIEHO — MOfb30BaTENbLCKOE npunoXxeHme OCTaHOBJIIEHO;

UcknrouyeHne — pa60Ta NoNb30BaTENIbCKOro nNpunoXxeHma Obina npepsaHa n3-3a npousowieguiero
WCKITHOYEHNA;

* UMss — HasBaHuWe (MMS) NPUMNOXEHNS;

* ABTOp — aBTOp NPUMOXKEHUS;

* Bepcus — Bepcus NpuroxeHus;

* UI3amMeHeHO — faTa 1 BpeMs NOCneaHEro SMeHeHUs NPUNoXeHNs.

Hanpumep, ecnn nonb3oBatensckoe npunoxeHme CODESYS He 3anyweHo, To Tabnuua ¢ nHcdopmMaumen o
npunoxeHumn ByaeT BbIMSAETb, Kak NOKa3aHo Ha puUcyHKe 5.29.
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CocToAHne He sanywieHo

A He yKa3aHo
AsTop He yKa3aHo
Bepcua He yKa3aHo
MameHeHo He VKa3aHo

PucyHok 5.29 — CtpaHuua «lMpunoxeHuer. Nonb3oBaTenbcKoe NpuUnoXeHue He 3anyLweHo
5.6.1 MoHuTOp 3apav

B nogpasgene MoHuTop 3apay ctpaHuubl NMpunoxeHue otobpaxaerca Tabnuua 3apad (task) Tekywiero
3anyLeHHOro nornb3oBartenbckoro npunoxeHns CODESYS (cm. pucyHok 5.30).

Mun. Cpennee Makc.
Bpema EpeEMA BpemMa EpeMA MuH. Makc.
WuTepean uMKna uMkna uMkna uukna  [xuTTep  DHMTTER  DHHTTEp
Wnn Tun Mpuoputer (mmc) [nakc) (mrc) (mamnc) (mmc) [MKc) (mmc) (mKc) Cbpoc
. -
DODITask Cyclic 0 25000 773 14 357 1M 1646 -812 834 [ |
R5485Task Cyclic 1 25000 26 13 30 525 1209 -594 615 | !
RtcTask Cyclic 31 250000 123 13 809 8306 7752 -3907 3845 [ =
EthernetTask  Cyclic 3 50000 22 1 64 7999 18991 9457 9534 | : |
DrivesTask Cyclic 3 25000 32 12 43 4695 18949 9422 9527 | : |
StendTask Cyclic H 250000 774 15 1080 8456 12719 -6361 6358 \ ]
RetainTask Cyclic K | 250000 27 158 68 2192 9746 4955 4791 | ¢
VISU_TASK  Cyclic K 100000 429 13 737 185281 110369 -10497 99872 [ L |

PucyHok 5.30 — CtpaHuua «lMpunoxeHue». Tabnuua MoHMTOpa 3agay

Kaxxgas cTpoka Tabnumubl COOTBETCTBYET OAHOM 3agave, A4J1s KOTOPOM OTODpaXkaroTcs cneayoLme napameTpbl
B COOTBETCTBYHOLLMX cTONOLax Tabnmubl:
* Umss — uma 3apauu;
* Tun — T1n 3agaun. MoxeT NpUHMUMaTL crneayroLmne 3HaYeHus:
Cyclic;
Event;
Status;
Freewheeling;

* MpuoputeT— nproputeT 3agayn. MoxeT npyHMmMaTh 3HaveHus oT 0 (HamBbicwnk npuopuTteT) 4o 31
(HaumeHbLLIMY NpuopuTeT);

* UHTepBan (MKc) — MHTepBan 3anycka 3afjadv B MUKPOCEKYHOAX;

* Bpems umkna (MKc) — Bpems Lmkna 3agadv B MUKPOCEKYHOAX;

* MuH. Bpems LMkna (MKC) — MUHMManbHOE BpeMs LuKNna 3agadm B MMKPOCEKYHAaX;

* Makc. Bpems uukna (MKC) — MakcMmaribHoe Bpems LuKnia 3agavn B MUKPOCEKYHAAX;
* xnuTTep (MKC) — AXMUTTEp 3a4a4vm B MUKPOCEKYHAAX;

* MUH. BxnTTEp (MKC) — MUHMManbHbIA XKUTTEP 3a4a4M B MUKPOCEKYHAAX;

* Makc. xuTTep (MKC) — MakcumarnbHbIA SKUTTep 3a4ayum B MUKPOCEKYHAAX;
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» C6poc — KHoMKa copoca CHETUMKOB AN AaHHOW 3agadn. CopackiBaloTCsa CHETUNKN BPEMEHU LIMKMa U
DXKUTTepa B 3HadYeHue «0».

KHonka COpocuUTb BCE BbLINOSHAET COPOC CYETYMKOB BPEMEHU LIMKIA U [KUTTEpa B 3HaYeHue «0» ansi Bcex
3afady, nepeyvucrieHHbIx B Tabnuue. COpoc CYETUMKOB TOMbKO OISt KOHKPETHOM 3adayn BbIMOMHSAETCH npu
MOMOLLIM KHOMKM, pacnornoxeHHol B cTonbue C6poc B COOTBETCTBYHOLLEN CTPOKe TabnuLbl MOHUTOpA 3aaau.

Csepxy Tabnuubl MOHUTOPA 3aa4 PacronoXeHbl ANeMeHTbl yrpasneHus (CM. pucyHok 5.31), nossonsolume
BbIMOSIHUTb COPTUPOBKY CTPOK Tabnuubl No 3agaHHOMY CTonoLy ¢ 3ag4aHHbIM NOPAAKOM (MO BO3paCcTaHWIo Unu
ybbIBaHUIO 3HAYEHUN).

CopTupoBate no cTonbuy — NpuopuTeTt w

HDPFI,EI,DK COPTUPROBKEN Mo BOZpaCTAHKMID W

PucyHok 5.31 — CtpaHuua «lMpunoxeHune». YnpaBneHne COpTUPOBKOM Tabnuubl MOHUTOPA 3agay

5.7 ®annbl XXypHanos

Ha ctpanuue ®aunnbl xypHanoB pasgena MIK otobpaxaloTcss faHHble XypHanoB COOOLLEHUA CUCTEMBI
ncnonHernns CODESYS. BHewHun Bug ctpaHuubl Pannbl XXypHanoB nokasaH Ha pucyHke 5.32.

I = B
@ ple210 - Gainei wyprance - L X | = “
« ¢ @ @ & 172160 /cqi- 3 o8 s oD ® 18 =
- ~
VIBEI
=
CocToRHRe plealo
b .
: dainnbi MypHanos
K -
PicLog | Plelog.0
ef Bu3
HecTooRKN | OToBpamate no yineasmo spemenn (nocnefxes caepry) Miepesarpysuto dain wyprana WerETE el
JarpyIne DuneTp
© Oowwbok (B0 woknowenwn (10 npegynpexaesnn @ 16 nHdopmaunoHHbix coobueqnit (D 3 0TNaA04HBIX COOGLEHNA
PlcLog.csv
Y B
Yporess  Bpemennan meTka Onucanne KomnouenT
m 1k -
" L 18.02.2020 01;32:40 Channel closed because unused for 60 5 CmpWebServerHandlerv3
N @ 18.02.2020 01:33:40 Channel 27816 closed by request, 0 CmpChannelServer
o 18.02.2020 01:32:06 Visu_PRG: Successfully Removed Client with IEC-ID: D 0x00007100c
a b
- o 18.02.2020 01:31:33 State: successful CmpWebServer
Bhi ] 18.02.2020 01:31:33 File $PicLogic$/Svisus/soun_cn_mini_png requested CmpWebServer
L] 18.02.2020 01:31:33 State successful CmpWebServer
L] 18.02.2020 01:31:33 File $PicLogics/Svisu$/element-lamp-lamp1-yellow-on.svg requested CmpWebServer
L] 18.02.2020 01:31:33 State: suocessful CrpWebServer
L] 18.02.2020 01:31:33 File $PicLogicS/Svisus/elementlamp-lamp1-yeliow-off.svg requested CmpWebServer
L0 18.02.2020 01:31:32 Visu_PRG: Address of client with IEC-1D 0 : 3015320872 0x0000700c
] 18.02.202001:31:32 Visu_PRG: Creating Client successful for Extern-ID: 572920 Returned IEC-ID: 0 0x0000700c
L:] 18.02.2020 01:31:32 Visu_PRG: Creating Client for Extern-ID: 572920 Ox0000100c
@ 18.02.2020 01:31:32 Channel 27816 connected CmpChannelServer
a 18.02.2020 01:31:32 Localhost connection established CcmpWebServerHandlerv3
o 18.02.2020 01:31:32 State: successful CmpWebServer -

PucyHok 5.32 — CtpaHuua «Pannbi XypHanoB»
5.7.1 OCHOBHBbI€e 311IeMeHTbI YyrpaBneHus
Bce anemeHTbl ynpaBneHus pacnonoXeHbl B BEPXHEN YacTu CTPaHULbI.

Ha pucyHke 5.32 nokasaHa cTpaHvua ®annbl XXypHanoB ANnd criyyasi, Korda B CUCTEME MMEETCH TONbKO
oouvH dann xypHana. Ecnn B cucteme Byaet HECKOMBKO (hannoB XXypHarnoB, TO B BEPXHEN YacTu CTpaHuLb
ByayT oTobpaxeHbl Bknagkun Ans Bbibopa davina xypHana, kak nokasaHo Ha pucyHke 5.33.
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PlcLog = PlcLog 0 = PlcLog_1 | PlelLog 2

PucyHok 5.33 — CtpaHuua «®Pannbi XypHanoB». Bknaaku Bbibopa danna xxypHana

Onuma OTobOpaxaTb NO yObIBaHUIO BpeMeHU (nocrnegHee cBepxy) yrnpaBnseT NopsiaikoM OTOOpaxeHus
3anucen xypHana. Bo3amoxHo oTobpakeHue 3anvcen kak no BO3pacTaHWo BPeMEHW, Tak 1 no ybbiBaHuto
(pex1m No ymMonyaHumio).

3anucu 13 daina xypHana cuMTbiBalOTCS TOMNbKO OAWH pa3 Npu 3arpyske cTpaHulbl (3anMcn Ha CTpaHuLe He
obHoBnsoTCA aBTomartmyeckn). KHonka Mepesarpy3uTb chann xypHana no3BonseT BbiNOMHUTL NOBTOPHOE
CUUTbIBaHME OaHHbIX M3 ¢hanna XypHana n oGHOBUTb AaHHbIE HA CTPaHuLE.

McxogHble dharnel XypHanoB cogepxat 3anucu B popmarte CSV. KHonka Ckavyatb CSV nossonseT ckavatb
(3arpy3uTb) opurmHanbHbIn hann xxypHana B popmarte CSV.
5.7.2 dunbTp 3anucen

B nogpasgene ®unbTp pacnonoXeHbl 3eMeHTbl ynpasneHus dunstpa otobpaxaembix 3anucen xypHana
(cMm. pycyHok 5.34).

Orobpaxare no ybeiBaHnio BpeMenn (NocnegHee ceepxy) MepeaarpyanTs Giain xypHana
OuneTp
E:0 ucknrouenmia (131 npe,u,},fnpe»i,qem-u?1| # 192 nHpopmaunoHHeX coobwennii (1) 20 0TNagouHEX cooluyeHni
PlcLog.csv
YpoeeHs  BpemeHHan meTka Onucanune Komnonent

FNYSICal=U0xL Lmpreta

CmpApp

Lx] 01.06.2019 05:33:30 Mo bootproject file $
PucyHok 5.34 — CtpaHuua «®annbl XKypHanoBy. ®MnbsTp 3anucem KypHana

Kaxpgasi 3anvcb >XypHana COOTBETCTBYET OnpeaenéHHOMY YPOBHIO coobLieHun. B cBoto oyepenpb, Kaxgomy
YPOBHIO COOOLLEHUI COOTBETCTBYET CBOSI rpadmdeckasl MKOHKA. BO3MOXHble YPOBHM COOOLLEHUA 1
COOTBETCTBYOLUME UM rpachuyeckme MKOHKMN NPeACTaBreHbl B CreayoLwem CrmcKe:

X

. — owmnbka;
E
. — UCKINIOYEHME;
[ |
. — npeaynpexanexHue;
. — WHpopMaLMOHHOEe coobLLeHue;
. @ — 0TNnago4vHoe cooblLeHue.

®dunbTp NpeactaBnsieT coboM KHOMKM-MEpEKNYaTeny Ang Kaxgoro ypoBHs coobuweHun. Korga cunbtp
BbIKITHOUEH (BCE KHOMKMU-NEPEKIOYATENN OTXaTbl), OTOOpaXkaroTcsa coobLLeHns Bcex YpoBHeN. [pu BKNoYeHUN
dwuneTpa (Haxata ogHa WM HECKOMbKO KHOMOK-Nepekntoyarenen) B Tabnvue otobpaxalTcs nvlb
COOOLLEHNST TEX YPOBHEN, AN KOTOPbIX KHOMKU (bUnbTpa HaxXog4AaTCsl B HaXaToM cocTosHuMu. Hanpumep, Ha
pucyHke 5.34 BKMNoYeHO oToOpaXkeHue TOoMNbKO COOBLLEHNIA C YPOBHSIMM OLUMOKa U UCKITHOYEHMe.

[lononHuTeNbHO Ha  KHOMKax-nepekroyartensx oTobpaxaeTcss KONMMYECTBO 3anuceil B KypHarne,
COOTBETCTBYHOLLMX KaXKZAOMY YPOBHIO COOBLLEHWIA.
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5.7.3 Coo6LweHuns KypHana

B nogpasgene c umeHem daina xxypHana (Hanpumep, «PlcLog.csv») oTobpaatoTcs 3anucu XKypHarna B Buae
Tabnuupl (cM. pucyHok 5.35).

PlcLog.csv

YpoeeHs BpewmeHHan meTka

2SR EOSSEOE 0 O © e

e e

02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23

02.06.2019 04:05:23
02.06:2019 04:05:23
02.06.2019 04:05:23

02.06.2019 04:05:23
02.06.2019 04:05:23

02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23

02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22

Onucanue

BIO_new_sysfile: Failed to open file = §.pki%/own/tis/dhparams_pem
CODESYS Control ready

Segment[0]: Tag=TAG_RETAIN_FREE. Size=65000,
Guid={00000000-00000000-00000000-00000000}

— SRAM layout: Address=0xb596b000

Component CmpOpenSSL opened the certificate storel

Segment[0]: Tag=TAG_RETAIN_FREE, Size=65000,
Guid={00000000-00000000-00000000-00000000}

— SRAM layout: Address=0xb596b000

Segment[0]: Tag=TAG_RETAIN_FREE, Size=65000,
Guid={00000000-00000000-00000000-00000000}

— SRAM layout: Address=0xb596b000

Mo bootproject file $PlcLogic$/Application/Application.app available!
Component CmpfApp opened the certificate storel

Setting router 2 address to (2ddc:c0a8:003a)

Setting router 1 address to (0000:0001)

Setting router 0 address to {003a)

Component CmpSecureChannel opened the certificate storel
Component CmpWebSemnver opened the certificate store!

Network interface BIkDrvTep at router 2 registered

Local network address: 192.168.0.58

Provider CmpOPCUAProviderlecVarAccess with Version 0x3050e00 registerd at the OPC UA
server.
Provider CODESYS_DefaultProvider with Version 0x3050e00 registerd at the OPC UA semver.

FEAREE % FERRLE

All available networkadapters are used.
Loopbackadapter activated.

URL: opc.tcp:/fplc210:4840
Hostname: ple210, Port: 4840

OPC UA Server Started:

ST Hignr P Hinn

Opened new endpoint. URL: opc_tcp:/f127.0.0.1:4840

Komnonent
CmpOpenSSL
CmpMar
CmpRetain

CmpRetain
CmpOpenSSL
CmpRetain

CmpRetain
CmpRetain

CmpRetain
CmpApp
CmpOpenSSL
CmpRouter
CmpRouter
CmpRouter
CmpOpenSSL
CmpOpenSSL
CmpRouter
CmpBlkDnTcp
CmpOPCUASemver

CmpOPCUAServer
CmpOPCUASever
CmpOPCUASemver
CmpOPCUASemver
CmpOPCUAServer
CmpOPCUASever
CmpOPCUASeer
CmpOPCUAServer
CmpOPCUAServer

PucyHok 5.35 — CtpaHuua «®annbl )XypHanoBy. Tabnuua 3anucen xKypHana

Tabnua 3anucen xxypHana uMeeT criegytowme cTonoubi:

* BpemeHHaﬂ MeTKa — [arta h BpemMA pernctpauunm OaHHOW 3anncu B XypHarne;

* OnncaHue — TEKCT COOOLLEHUS 3annCK B XXypHane;

5.8 CHudchep COM-noptoB

Ha ctpanuue CHuddep COM-noptoB pasgena [NJIK otobpaxaeTtca nor Tpaduka, npoxodsawero vepes
BblOpaHHbIn COM-nopT KOHTponnepa.
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* YpoBeHb — YpOBeHb COODLLEHNS, NpeACTaBnNeHHbIN B BUae rpadpuyeckon MKOHKU (COOTBETCTBUE
rpadnyeckmnx MKOHOK YpOBHSAM COOBLLEHUI onncaHo B pasaene 5.7.2);

* KoMnoHeHT — ums komnoHeHTa CODESY'S, KOTOpbIV BbINOMHNUI XXYpHaNMpoBaHue JaHHON 3anmcu.
MoxxeT ObITb NpeacTaBneHo B TEKCTOBOM Buae (Hanpumep, «CmpBIkDrvUdp») nnv B Buge
LeCTHaaLaTUPUYHOro koaa KoMnoHeHTa (Hanpumep, «0x16289cab»).
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Cuupdep COM-noptoB

Wcnonbzoeanne cHindibepa yeenuumeaeT Harpyaky Ha CPU. BknkouaiTe ero TONbKO Ha 3Tane oTnajkM COBMECTHO CO CMELWansHO NOAroTOBNEHHBIMAU
TECTOBbIMM NPOEKTAMM, B KOTOPbIX NPUCYTCTBYIOT NMLUb KOMMOHEHTDI, CBA3aHHbIe ¢ 06MeHoM yepea COM-nopT.
WMHTepdeiic
RS-4851 MR 3anycTuTh OuncTUTE Ckauatb TXT
DaHHble
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® NPEAYNPEXOEHUE

Wcnonb3oeaHune cHugpcbepa COM-NopTOB CyLLECTBEHHO YBENMYMBAET Harpy3Ky Ha NpoLeccop
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KOHTponnepa, NosToMy CHUddEP A0MKEH NPUMEHSATLCS Ha aTarne OTrnagKu COBMECTHO C TECTOBbIMU
NPOEKTaMu, B KOTOPbIX NMPUCYTCTBYIOT TONbKO KOMMOHEHTbI, CBAA3aHHbIE ¢ 06MeHoM Yepe3 COM-nopT.

Ins ncnonb3oBaHus cHuddepa COM-nopToB Heobxoammo BbibpaTb HoMep COM-nopTta koHTponnepa unm
yKasaTb MyTb K CUMBOSIbHOMY YCTPONCTBY (BapuaHT MNMonb3oBaTenbckum). [yTb K CUMBONLHOMY YCTPONCTBY

(Hanpumep, /devittyS10) Heobxooum ans npocnywmBaHusa BupTyansHoro COM-nopTa,

npeobpasosatenem COM/USB nnn COM/Ethernet.

KHonka 3anycTtuTtb — 3anyck cHudpdepa.

cosaaHHoro

Mpu HaxaTun Ha kHomky OCTaHOBUTb WM Mepexode Ha Apyrylo BKNagky cHuddep aBToOMaTUYeCcKu

OCTaHaBJ1MBa€ETCA.

Jlor Tpadhmka cogepXxuT crnegyoLLyo MHopMaLnio:

* MeTka BpeMeHU — MeTKa BpeMeHU prKcaLmm NnakeTa;

» HanpaBneHue — HanpaBneHve nepegaym naketa (Tx — oTnpaBka gaHHbIx B COM-nopT, Rx — npuem

AaHHbix n3 COM-nopTa);

» inuHa — pa3mep nakerta B 6anTax;

» laHHbIe — cogepxumoe naketa B Buge HEX-gamna.

B HEKOTOpPbIX ClyYadaxX OOWH NakeT MOXeT ObITb pa36VIT Ha ABe CTPOKM nora.

KHonka O4ncTuTb — O4MCTKa fora.

KHonka Ckavatb TXT — BbIrpy3ka nora B Buge ¢anna popmara .txt.
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6 Mogewm (Toneko gns MJIK210-4G)

6 Moaem (Tonbko ansa MJ1K210-4G)

B npaHHOM pasgene cogepXuTcs onmcaHne CTpaHul AN ynpaBneHus, HACTPOWKN U MOHUTOPUHIA COCTOSIHNSA
BCTPOEHHOro MogeMa koHTponnepa MNiK210-4G.

6.1 CocTosiHue

Ha paHHOM cTpaHuue pacnonoxeHa uHOpMauus aHanorndyHas uHgopmauuu B nogpasgene Mopem
cTpaHuubl 0630p (kpome GNSS).

6.2 GNSS

Ha paHHOM cTpaHuue pacnonoxeHa Ta xe uHdpopmauua o GNSS, yto u B nogpasgene Mogem cTpaHuubl
0630p, a Takke MeCTOMoNnoXeHne 3aPUKCUPOBAHHOW reono3numMn Ha KapTe (C MOMOLLbI0 cepBuca
OpenStreetMap 1 Tonbko B Tom cnyyae, ecnu MNJ1K nogkntoveH K nHTepHeTy).

6.3 HacTtpouka

Ha paHHOW cTpaHuLie pacrnonoXeHbl Te€ Xe HaCTPoWku, YTo 1M Ha ware KoHdwurypauua mogema mactepa
HaCTPOWKM.
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https://www.openstreetmap.org/

7 Cnyx0Obl

7 CnyxoObl
7.1 OuHamunyeckunn DNS (DDNS)

Ha ctpaHuue DDNS pasgena Cnyx6bl pacnonoXeHbl HACTPOMKM Cnyx0bl AnHammuveckoro DNS.

OvHamunueckun DNS — TtexHonmorus, nossonswowas wHpopmauun Ha DNS-cepBepe o6HOBNATHCS B
peanbHOM BpeMeHu U (MO XenaHuuio) B aBToMaTtnyeckom pexume. OHa npuvMeHsieTcs Ans HasHavyeHus
NOCTOSAHHOIO AOMEHHOIO MMEHW YCTPOMCTBY C ANHamMmyeckum IP-agpecom.

BHewHun Bug ctpaHnubl DDNS pasgena Cnyx6bl nokasaH Ha pucyHke 7.1.

& ple210 - Hacrpoiixn - LuCl X | & plc210- LuCl X | 4@ plc210- DDNS - LuCl X ‘ o i )
<« (& ‘Q‘ @ 172.16.0.1 /cgi-bin/luci/admin/services/ddns b k4 + IND @ B =
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“l'l-ll C AETOODHOENEHHE BKMIOYEHD
-
CocToaAHne b : plc2io
Cucrema b %
OuHamu4decknn DNS
Mg »
1l eHAeM
Cryxiel ~
PR MmoGanbHbIe HACTPOWKKA
STPIRSTP
Brnwounte asTozanyck DDNS []
HTTPIHTTPS + oo
Janyckate DDNS 3BBTOMATHUECKN NPN 33NyCKe CHETEMb
FIP
e 06sop

CratucTika b

w1t Ha ITh

2 Ytobhl HZMEHWTE OCHOEHEIE HACTPOWKH, HEMMHUTE 30eck
MoKrck uMeHu xocta Mocnegnee 1D npow
Wun ” BxnwveHo
3apervcTpupoeaHHeii IP-agpec Cnenyouee obHoBnEHHE Crapt / Cron

- Hukozda 3
myddns_ipv4  yourhost.example.com O s U Wamennts | Ymanute
myddns_ipv6 ourhost_example.com | L .- WzmeHuTs | Ymanuts

Y P ¥ i s OmianioyeHo i i
plctest.ddns.net 2019-06-04 23:05 -
plctest 190 2019-06-07 23-05 PID: 14178 Wameruts | Yoanuis

HoGaenTs
CoXpaHuTe W npuMennTe | CoxpaHnTe

Powered by LuCl (Owen) / 2018.07

PucyHok 7.1 — CtpaHuua «DDNS»

El NMPUMEYAHUE

B npunoxeHnn gaHHOro pyKkoBOACTBA NpMBEAEHbI UHCTPYKUMK AN HacTponku cnyx6el DDNS Ha
npumepe nposaraepa no-ip.com.

B noppasgene MobGanbHble HAacTPOMKM pacnonoxeHa onuus Bknountb aBTo3anyck DDNS, kotopas
yrnpaenseT aBTOMaTtU4ecKMM 3arnyckoMm ckpuntoB obHoBreHuss DDNS-3anuceri npu 3anycke cuctemsbl. o
yMon4yaHuio aBtomartmdeckuii 3anyck DDNS oTKMo4EH.

B nogpaspene O630p B BMAe Tabnuubl nepevmcneHbl Tekyme HactpoeHHble DDNS-3anncu. Tabnvua umeet
cneayoLwme ctonbub:

* Uma — npoussonbHoe numsa gaHHon DDNS-3anucy;
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7 Cnyx0Obl

* Mouck umeHu xocta / 3apernctpupoBaHHbin IP-agpec — oTobpakaeT AOMEHHOE UMS AaHHON
DDNS-3anucu 1 onpegenéHHbin ansa Hero IP-agpec npy nocrnegHen npoBepke;

* BkntoueHo — npusHak BknioyeHus Tekywen DDNS-3anvcn. Ecnn gaHHasa onums oTknoyeHa, Ans 9Ton
3anvcum cKkpunT obHOBMNEHUS He 3anyCcKaeTcs;

* MNocneaHee o6HoBneHue / MNocnenyouwee o6HOoBNEHNE — AaTa 1 BpeMS NOCMNEAHEro 1 criefyoLuero
nnaHoBoro o6HoeneHns DDNS-3anucy;

+ ID npouecca / Ctapt / CTon — py4HOI 3anyck 1 ocTaHoBKa ckpunta obHoeneHnss DDNS-3anucu.

Ecnu ckpynT 0GHOBNEHMSA B AaHHbIA MOMEHT 3anyLLeH 1 paboTtaer, To B ctonbue dyaet otobpaxarbcs
KHOMKa C TeKyLLUMM naeHTudmkatopom npotecca ckpunta ooHosneHnss DDNS-3anuncu, kak nokasaHo Ha
pucyHke 7.2. Haxkatue 31O KHOMKM BbIMOSTHAET PYyYHYH OCTAHOBKY CKpUMTA.

lNMouck nmenn xocrta lNocnegnee obHoBneHKHe ID npouecca
= Brnioyeno
3aperucTpupoEaHHkIi IP-agpec Cnegyrowee obHOENEHHE Crapt [ Cton

Ictest ddns net 2019-06-04 2305
pletest £ 00 2019-06-07 23:05 FID: 14178

190

Hmn

PucyHok 7.2 — CtpaHuua «DDNS». Ckpunt o6HoBneHuss DDNS-3anucu paboTtaer

Ecnv ckpunT B 4a@HHBIA MOMEHT OCTaHOBIEH, TO B JaHHOM cTonbue byneTt oTobpaxaTbCsi KHOMKa ¢
Hagnucbto CTapT, Kak MoKa3aHo Ha puUcyHke 7.3. HaxaTtue kHonkyu CTapT BbINOMHSIET 3amnyck ckpunTa

obHoBneHnsa ana gadHHon DDNS-3anucu.

MNoWck HMEHKW XoCcTa NocnegHee obHoENEHKE ID npouecca
i BxnwyeHo
3aperncTpupoBaHHelf IP-agpec Cneaywmes obHOENEHHE Crapr / Cron

lctest.dd t 2019-06-04 23:05
pictas - nS‘I;E Ocmaxosnexo S

PucyHok 7.3 — CtpaHuua «DDNS». Ckpunt o6HoBneHus DDNS-3anucu octaHoOBNEH

Hun

* B nocnegHem ctonbue pacnonoXeHbl KHOMKK ynpaeneHus UsmeHnTb 1 Yaanutb.

KHonka U3meHnTL NpegHa3HadeHa ans pegaktuposaHus cooteetcTBytowen DDNS-3anucu (cm.
pasgen 7.1.3.1).

KHonka YaanuTb npeaHasHadveHa Ang yganeHus cooteetcTByowen DDNS-3anucu (cwm.
pasgen 7.1.3.3).

7.1.1 Uuchbopmauun

BHewHuin Bug Bknagkn UHdopmaums ctpaHnubl DDNS nokasaH Ha puUCyHke:

WHpopMaums | TnoGansHbie HACTPORKK

Bepcua DDNS  2.8.2-tanol

Cocroaume Asto3anyck DDNS oTknouéH

3anycTute DDNS

MNepesanyctuts DDNS
MNocneguee obHoanexue cnucka cnywb 2021-03-20 17:45

06HOBHTL CNMCOK CriyO DDNS

PucyHok 7.4 — CtpaHuua «DDNS». Bknagka «MHdopmaumsa». ABTo3anyck CIyX0bl BbIKITHOYEH



7 Cnyx0Obl

Wudopmauua | MNobanbHble HACTPORKK

Bepcusa DDNS  2.8.2-tanol

CoctoAauue Astosanyck DDNS ekniouén

3anycTutb DDNS

NepesanycTuth DDNS

MocnegHee oOHOBNEHWE CNMCKAE cny)n.(ﬁ 2021403-2017:45

06HOBMTL cnucok cnywb DDNS

PucyHok 7.5 — CtpaHuua «DDNS». Bknagka «MHcpopmaumsa». ABTo3anyck crnyx06bl BKINIOYEH

B paHHOM Bknagke npuBedeHa uHdopmauua O Bepcuu ycTaHoBneHHoro naketa DDNS u o Tekywem
COCTOSIHMW aBTOMaTMYeCKOoro 3anycka cnyxosl DDNS.

B Tom cnydyae, ecnv aBTOMaTtuyeckuin 3anyck cnyx6bl DDNS otkntouéH, To B nogpasgene UHdgpopmauums
bynetr otobpaxeHa kHonka 3anyctutb DDNS, kotopas 3anyckaet cnyxby DDNS, a Takke BkrtodaeT
aBTOMaTU4eCKMI 3anyck Cny>0bl Npu 3arpyske CUCTEMBI.

Mpn BKMOYEHHOW aBTOMAaTMYeckon 3arpy3ke cnyx6bl DDNS npu 3anycke CUCTEMbl, BHELWHWA BUg
nogpasgena WHdopmauua OyaeT BbIrMAgeTb Kak MokasaHO Ha pucyHke 7.5. Tlpu  BKAKOYEHHOM
aBTomartudeckom 3anycke cnyx6bl DDNS 6yger otobpaxeHa kHonka OctaHoBuTb DDNS, kotopas
ocTtaHasnuBaet cnyx6by DDNS, a Takke BbIKItOYaeT aBTOMaTUYeCKMIM 3amnyck crny0bl Npu 3arpyske CUCTEMBbI.

KHonka Mepe3anyctutb DDNS no3sonsieT BbINONHUTL Nepesanyck (Mnu 3anyck, eCnu He 3anyLueHa) cnyxob
DDNS. CocTtosiHMe aBTOMaTnyeckoro sanycka cnyxosl npu ucnons3osaHun kHonku Mepesanyctute DDNS
He u3MeHsieTcs.
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7 Cnyx0Obl

7.1.2 Tmo6anbHble HACTPOMKU

Bo Bknagke MobGanbHble HACTPOMKM COAEPXKATLCS HEKOTOPbIE OOLLME HACTPOWKM CIYXObl AUHAMUYECKOTO
DNS. BHewwHui B Bknagkm MMobanbHble HacTpoukn cTpaHuubl DDNS nokasaH Ha pucyHke:

OuHamuueckuii DNS

MHfopMaumra | MMobansHble HacTPoRKK

B oaHHOM BKagke pacrnonoXeHbl cnegytoLimne rnobanbHble HaCTPOMKK:

PaspeliuTb He nybnuudble IP-agpeca [

DopMaT AaThl %F %R

Manka coCTOAHUA fvar/run/ddns

Manka CMCTEMHOrO XypHana /var/log/ddns

MpocMoTp #ypHana 250

Mcnons3osatb cURL [

MyTe k CA-cepTHdMKaTAM

URL dhafina nopaepmed crnyws

PucyHok 7.6 — CtpaHuua «DDNS». Bknagka «mob6anbHble HaCTpOnKu»

* Pa3spewnTtb He ny6nuyHble IP-agpeca — paspeluntb ncnone3oBaHue HenybnuyHelx IP-agpecos (no
YMOMYaHUIo 3anpeLLeHbl):

— ana lPv4:

¢ 0/8

¢

¢

¢

¢

10/8
100.64/10
127/8
169.254/16
172.16/12
192.168/16

— ansa IPv6:

¢

/32

+ f000::/4
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7 Cnyx0Obl

« dopMmaT gaTbl — CTPOKa cneumarbHbIX creuudgukaTopos, onpegensiolwas popmar BoiBoga Aatbl U
BpeMeHu B Tabnuue ckoHdurypmpoBaHHbix DDNS cnyx6.

* Manka cocTosAHUA — NyTb K Nanke, B KOTOPOW XpPaHATCS painbl COCTOAHNA CKOHUTYPUPOBAHHBIX
DDNS cnyx®6.

* Manka cucTeMHOro XypHana — nyTb K nanke, B KOTOPOW XpaHATCA danrbl XXypHanos
CkoHpurypmpoBaHHbix DDNS cnyx6.

* [pocMoOTp XypHana — KONM4YeCcTBO COXpaHAEMbIX CTPOK B CUCTEMHBIX XXypHanax DDNS cnyx6.

* Ucnonb3oBaTb CURL — HacTpoika no3BonseT BKYUTL UCMONb30BaHne yTunuTsl curl BMecto wget B
TOM criyyae, ecnu B cucteme yCcTaHoBneHbl obe ytunutel. o ymonyaHuio, ecnv B cucteme
ycTaHoBrneHbl 1 curl n wget, OyaeT ncnone3osatbcs ytunura wget.

* MyTb k CA-ceptudmkaram — nytb k CA-ceptudukaram, Kotopble ByayT MCNOMNb30BaTLCA A1
3arpysku gaHHbIX cepBuncoB. YcTaHoBuTe 3HavyeHne IGNORE, 4ytobbl nponycTtute NpoBEpKY
cepTudumkara.

* URL c¢hanna noanepxku cnyx6 — URL, koTopbii ncnonb3yetca ans 3arpy3ku cpanna cnyxo. Mo
yMornyaHuto ncnonb3yetcs ann us master setku cnos sgpa TanoWrt.

7.1.3 Cnyx6bI

B nogpasagene Cnyx6bl B Buae Tabnuubl NepedncrieHbl Tekylime HacTpoeHHble DDNS cnyx6bl. Tabnuua
UMeeT crnepyoLmne cTonoubl:
» CoctosiHne — Tekyuee coctosiHne DDNS cny6bl. MoxeT NpuHUMaTh criedyoLwme 3Ha4eHns:
— He paboTtaer — gaHHast DDNS cnyx6a He paboTaeT (ocTaHOBMEHA);
— Pab6oraet — DDNS cnyx6a pabotaert. B atom cny4yae, Bo BTopoW CTpoke nog Hagnvcbio PaboTtaer
Oynet otobpaxéH ngeHtndukatop npouecca (PID) gaHHOW crnyx0bl.
» HazBaHne — npomn3ssonbHoe ums aaHHon DDNS cnyx6sbi;

* Mouck umeHu xocta / 3apernctpupoBaHHbin IP-agpec — oTobpakaeT fomeHHOe ums gaHHon DDNS
cnyx0bl 1 onpeaenéxHbIv Ans Hero IP-agpec npu nocneaHern NpoBepkKe;

» BkntoyeHo — npusHak BknoveHus cooteetcTBytoen DDNS cnyx6bl. Ecnu gaHHas onuust oTknioyeHa,
AN JaHHOM Cny>X6bl CKPUNT OBGHOBINEHMSA HE 3aMyCKaeTcs;

* MocnegHee o6HoBNeHue / Cnepylowee 06HOBNEHME — [aTa U BPEMS NOCIEOHErO U CrieayoLlero
nnaHoBoro o6HoeneHus nHdopmaummn gaHHon DDNS cnyx6ebl. Mo ymonyaHuio gata n Bpemst
oTobpaxatotcs B popmare: MTT-MM-04 y4:mm, roe
— [TTT —rop;

— MM — mecsy (ot 01 go 12);

00 — neHb (ot 01 go 31);

Y4y — yacel (ot 00 go 23);

— MM — MuHyThI (0T 00 go 59);

dopwmart oTobpaxkeHns 4aTbl U BPEMEHU MOXHO HAacTpoUTb B nogpasgene MNobanbHble HACTPOWKN

npu NomoLLun HacTponku dopmaTt AaTthbl.

B nocnegHem ctonbue pacnonoxeHsl crnegytowme kHonkx ynpaeneHus DDNS cnyx6amu:

— OcTtaHOBUTb — NpegHa3HayYeHa ans ocTaHoBkn paboTbl cooTBeTcTBYOWEN DDNS cnyx6bl. Ecrin
DDNS cnyx6a B TEKyLL1I MOMEHT He 3anyLleHa, AaHHasi KHOMKa He akTUBHa.

— MNepe3anycTutb — NpegHasHayeHa Anga nepesanycka cooreetctBytowei DDNS cnyx6bl. Ecnv
DDNS cnyx06a B TEKyLLMI MOMEHT He 3anyLleHa, AaHHasi KHOMKa He akTUBHaA.

— W3meHUTb — nNpefHasHaveHa onsa pegakTmpoBaHUs napamMeTpoB (HACTPOEK) COOTBETCTBYHOLLEN
DDNS cnyx0bl.

— Ypanutb — npegHasHadeHa ansa yaanennss DDNS cnyx6bi.
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7 Cnyx0Obl

7.1.3.1 PepgaktupoBaHne DDNS cnyx6bl

IOna pepaktupoBaHus DDNS cnyx06bl HeoOxoguMo HaxaTb KHOMKY WM3MeHUTb Ansa COOTBETCTBYHOLLEW
cnyx6bl B Tabnuue Ha ctpaHuue DDNS (cMm. pucyHok 7.7).

Cnywébi
MocnepHee
Mowck umen xocTa
> obHoeneHue
Wms 3aperncTpPUPOBaHHBIA IP- BrnioyeHo Cneaywouiee CoctonHue
A obuoeneHne
ourhost.example.com Hukorga He bl el ol =
myddns_ipv4 you ey [ IO —_—
HeT faHHbix DcTaHoBNEeHo paGoTaer ‘ araHaTE ‘
yourhost.example.com O Hukorga He == =

myddns_ipvé — e
HeT gaHHbix OCTaHOBNEHD patioTaer ‘ T ‘
NoGasnTb HOBYO CyKGYy...

PucyHok 7.7 — CtpaHuua «DDNS». KHOnku nuameHeHus 3anucu

Mpn Haxatum kHoMkM W3MeHUTb OygoeT OTKPLITO BCNIbIBAlOLLEE OKHO pPedakTMpPOBaHUs HACTPOEK
cootBeTcTBytoiern DDNS cnyx6bl, Kak NokasaHo Ha pUCyHke 7.8:

Cnym6a DDNS » myddns_ipv4

OCHOBMLE HBCTROMKK | [LoNOANWTENHEE HACTPORKY | HBCTPORKE TaRMepa | [POCMOTD CHCTEMHOND KYpHaNS

1P-AAPEC MOTOUHWKE Cet w

Cemn wan: g~

Cobwmae ceTw  wan

HasuaueHHan sepown 1P npoTokona [

DMS cepaep

Henonssoeats npotoson TCP ana NS [

Fipokecw cepaep

Fanucs B sypHan CoofueHue |

Janwco 8 hain

s

PucyHok 7.8 — CtpaHuua pepaktuposaHusi DDNS 3anucu
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7 Cnyx0Obl

Hactporikn DDNS cnyx6bl pacnpeaeneHsl Mo YeTbIpEM BKNagKaM:
* OCHOBHbIE HACTPOWKY;
* [lononHuTenbHble HACTPOWKMK;
* HacTponka Tanimepa,;
* [IpOCMOTP CUCTEMHOIO XXypHana.
Bknapgka «OCHOBHbIe HACTPOMKU»

BHewwHun By Bknagkm OCHOBHbIE HACTPOMKM MOKa3aH Ha pUCyHKe 7.8.

Ha Bknagke pasmelleHbl oCHOBHble HacTponku DDNS-3anucu:

* BknroueHo — rnobanbHbiv donar aktuBauumn pegaktupyemont 3anncu DDNS. Ecnm aTa onums
OTKIMtoYeHa, To ckpunT 0bHoBNeHus ana aaHHon DDNS-3anuncu Henb3s 6yaeT 3anycTutb HKU ¢ web-
uHTepdenca LuCl, Hu ¢ koHconu;

* Mounck MMeHu xocTa — NONTHOE AOMEHHOE UMSI, UCMONb3yeMOe L1151 MPOBEPKM HEOOXOAMMOCTHU
obHoeneHus IP-agpeca gaHHon DDNS-3anucuy;

* Bepcus IP-agpeca — Bbibop Bepcum IP-npotokona DDNS-3anucy;
* MpoBangep cnyx6b1 DDNS — BbIGop NnpoBangepa cnyxobl DDNS.

[nsa nonb3oBaTenbCcKoro npoeavigepa (3NeMEHT «— NONb30BaTENbCKOE 3HAYEHNE —» B CMUCKE)
OOCTYMHbI iBE JOMONHUTENBHBIE HACTPOVkn — «lMonb3oBatenbckun URL oOHoBREHUsI» 1
«[Nonb3oBaTenbCKnin CKPUNT 0OHOBNEHUSAY :

Mpoeainep cnyswbel DOMNS [IPvd]  — nonesoBaTenkcrkki — v

Moneaoeatensckmid URL obHoBneHuA

Moneaceatensckuil ckpunT obHoBNEHWA

PucyHok 7.9 — Hactpowku nonb3oBatenbckoro DDNS npoBangepa

B none Monb3oBatenbckut URL o6HoBReHus ykasbiBaetca URL-agpec obHoBneHuss DDNS-3anucuy,
€ MOTyT UCMONb30BaTbCA CneLmnarnbHble 3Ha4YeHWs!, BMECTO KOTOpbIX OyayT NoAcTaBnsATLCS
onpenenéHHble 3Ha4YeHus:

— [DOMAIN] — 3HayeHune HacTporikv [loMeH;

— [USERNAME] — 3HadeHue HacTporiku Ums nonb3oBaTtens;
— [PASSWORD] — 3Ha4deHue HacTpoviku Maponb;

— [IP] — Tekywmit onpegenénHoii IP-agpec;

B none Monb3oBaTenbCkuin CKPUMNT OGHOBNEHUS yKa3biBaeTCs NMyTb NONb30BATENBCKOrO CKpUnTa
obHoeneHna DDNS-3anncy;

» Hactponka Myt k CA-cepTudmkaty DDNS-3anucu

[JomeH — nonHoe JOMEHHOEe UMS, 3aperncTpupoBaHHoe y npoeangepa cnyx6el DDNS. JaHHoe
AomeHHoe ums BygeT oTnpasneHo nposangepy cnyx6sl DDNS npn obHoeneHuu IP-agpeca. [JaHHas
HaCTpOWMKa MOXeT OTCyTCTBOBaThb Ans HekoTopbix DDNS-npoBangepos.

3HaveHne gaHHon HacTponku noactasnseTcs Bmecto [DOMAIN] 8 URL o6HoBReHuUS;
* Ums nonb3oBaTens — vMs Nonb3oBaTenst ydETHONM 3anucuy nposangepa cnyxoel DDNS.

3HaveHne gaHHon HacTponku nogctasnseTtca BMecto [USERNAME] B URL o6HoBReHUS;

99



7 Cnyx0Obl

* Maponb — naponb y4éTHONM 3anucu nposanaepa crnyx6oel DDNS.
3HaueHne gaHHol HacTpoviku nogctaensetcs BMecto [PASSWORD] 8 URL o6HoBneHus;

* Ucnonb3oBaTb HTTPS — BkntoueHne 6e3onacHoro HTTPS-coeanHeHnsi ¢ npoBangepoM criyxobi
DDNS.

Mpu BKMOYEHWM JAHHOW HACTPOMKM CTAHOBUTCS AOCTYNHA AONOnHUTENbHasa HacTpoika MyTb k CA-
ceptudmkaty (cM. pucyHok 7.10), B KOTOPOM yKa3blBaeTcs NyThb K nanke nnu ganny CA-ceptudmkara.

Wcnonsaoeare HTTPS [v]

Myts k CA-Ceprudmrary  /etc/ssl/certs

PucyHok 7.10 — Hactpowka «IMyTb k CA-ceptucukary» DDNS 3anucu

Insa ucnonb3oBaHus HTTPS 6e3 npoBepku cepTndukaToB cepBepa (HebezonacHo) Heobxoanmo
ykasaTtb 3HauyeHne IGNORE.

Bknagka «[JononHUTenbHble HACTPOMKU»

BHelwHun BuA Bknagky [lononHUTeIbHbIe HACTPOMKM NoKasaH Ha pucyHke 7.11.
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Cnyx6a DDNS » myddns_ipv4

OCHOBHbIE HACTPOHKM | [1ONONMHUTENBHBIE HACTPOHKM | HacTpoiika Taimepa | MpocMOTp CHCTEMHOTO XypHana

P-afipec MCTOYHMKE CeTn v

CeTo wan: g~ N

CoBbITHE CETH wan

HaaHayenHan sepcuA IP npoTokona

DNS cepeep

Wcnonb3oeatse npotokon TCP gnAaDNS [

Mpokck cepeep

3anuch B KypHan CoobweHne “1

3anucb B hain

EELOGLR CoXpaHMTbh

PucyHok 7.11 — Bknaaka «[JononHutenbHble HACTPOUKU» CTpaHULbI peaakTupoBaHuss DDNS-3anucu

Ha Bknagke [lononHUTerNbHbIe HACTPOMKMU pacnonoxeHsl criegytowme Hactporkn DDNS-3anucu:

* IP-agpec ncrouHuka — BbI6Op UCTOYHMKA Ang onpeaenenus IP-agpeca aomeHa gaHHon DDNS-
3anucu.

Bo3MoxeH BbIGOp 0OHOMO 13 crieaytoLnX MCTOYHUKOB:

— CeTb — ncToqHMKOM IP-agpeca BbICTynaeT ceTb, BeibpaHHas B Bbinagatoliem cnmcke CeTb (CM.
PUCYHOK 7.12);

IP-agpec ncTounuka [IPvd] CeTk b

CeTk [IPwd] wan W

PucyHok 7.12 — Hactponkn DDNS-3anucu ansa ncrouHuka IP-agpeca «CeTb»

— URL — nctovHukom IP-agpeca BbicTynaeT OTBET 3anpoca no ykasaHHomy agpecy (URL) B none URL
ANnA o6HapyXeHUs (CM. pUCYHOK 7.13).
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IP-agpec nctouHuka [IPv] URL v

URL anA obHapysenna [IPvd] | http://checkip.dyndns.com

Cobeimne cetn [IPvd] wan ~

g - i 1 - e =, ot o

MNpueAzate ceTk - N YMON4YaHHUD — W

PucyHok 7.13 — Hactpowikn DDNS-3anucu ansa ncrouHuka IP-agpeca «URL»

HononHuTtensHo B Bbinagatowem cnucke CobbiTue cetn (cM. pucyHok 7.13) Bolbupaetcs ceTb, Ans
KoTopon ByaeT 3anyckaTbcsa ckpunt obHoBreHns DDNS 3anucu.

B Beinagatoiem cnucke MpuBAsaTtb ceTb (CM. pucyHoK 7.13) BbIGnpaeTcs ceTb, Yepes KOTOpYHo

HeobXoaMMO BbINOMHATL 3anpoc ykasaHHoro agpeca URL. B 6onblUnHCTBE cryvyaeB pekoMeHayeTcs
BblbpaTb 3HaYEHME «MO YMOMYaHUIOY;

MHTepdennc — ncrtounnkom IP-agpeca BbicTynaet IP-agpec ceTeBoro nHtepdelica, BolopaHHOro B
BbinagatowieM cnvcke MHTepdenc (Cm. pucyHok 7.14);

IP-aapec ncTodHnka [IPvd] MHTepdedc ¥

MHTepheiic ethl W

PucyHok 7.14 — Hactpowkn DDNS-3anucu ana ncrouHuka IP-agpeca «MHTepcencr

— CKkpunT — uctoyHMKoM IP-agpeca BbICTynaeT pesynsraTt BbINOMHEHWS CKpUMTa, NyTb K KOTOPOMY
yka3aH B none CKpunT (CM. pUCyHoK 7.15).

IP-appec wcTouHuka [IPvd] CkpunT ¥

CrpunT

Cobeimue cetn [IPvd] Wan

PucyHok 7.15 — Hactpowkun DDNS-3anucu ana ncrouHuka IP-agpeca «Ckpunt»

HononHnTtensHo B BbinagatoLlem cnucke CobbiTue ceTn (CM. pucyHok 7.15) BeibupaeTcs ceTb, Ans
KoTopoWn ByaeT 3anyckaTbcs ckpunt obHoBreHnss DDNS-3anvcn.

» HasHavyeHHas Bepcus IP-npoTokona — HacTponKa ykasblBaeT Ha HEOOXOAMMOCTb UCMONb30BaHUS
KoHKpeTHom Bepcum IP (IPv4 unu IPv6) npoTokona B paboTe Takux yTunuT, kak wget, curl n host. Bepcusi

102



7 Cnyx0Obl

ucnornb3yeMoro IP-npoTokona cooTBeTCTBYET BbiOpaHHoO Bepcum IP-agpeca B HacTpoiike Bepcus IP-
aapeca Ha Bknagke OCHOBHbI€ HACTPOMKM (CM. BbILLE );

* DNS-cepBep— agpec DNS-cepBepa ansi onpegeneHus sapeructpupoBaHHoro IP-agpeca onsa gaHHoN
DDNS-3anucu. Ecnu He 3agaHo, To Byget ncrnonb3oBaH DNS-cepBep no ymonyaHuio;

* BeiopaTb npotokon TCP ansa DNS — yctaHOBKa AaHHON onummn BKOYaeT ncnornb3osaHne TCP
Bmecto UDP anss DNS-3anpocos;

* Mpokcu cepBep — agpec Npokcu-cepBepa ans obHapyxeHnst n obHoeneHns DDNS-3anucu.
YkasblBaeTcs B oopMare:

[user:password@]proxyhost:port
roe
— [user:password@] — vims nonb3oBatensa (user) 1 napornb (password) 4ns aBTopu3auumn Ha NPoKCK-
cepBepe, ecnu TpebyeTtcs;
— proxyhost — agpec npokcu-cepBepa;
NPUMEYAHUE
m Ecnu agpecom npokcu-cepBepa siBnsietcs IPv6-agpec, oH fomKkeH ObiTb yKkasaH B
KBagpaTHbIX ckobkax (Hanpumep, [2001:db8::1]:8080).
— port — Homep nopTa cepBepa;
» 3anucb B XXypHan — BblOMpaeTcs ypoBeHb coobLeHni ans xypHanvpoBaHus. Kputnyeckne ownbku
KYpHanupyoTcs Bcerga, BHe 3aBUCUMOCTM OT BbIBpaHHOIo YpOBHS;

» 3anucb B hann — HacTpoyiKa BKIYaeT 3anuch >XypHana gaHHon DDNS-3anvcu B chann.
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Bknapgka «HacTtpoika Tanmepa»

BHewwHun Bug Bknagkm Hactpownka TaMMepa nokasaH Ha pucyHke 7.16.

Cnym6a DDNS » myddns_ipv4

OcHOBHbIe HaCcTPOHKKM | JlonoNHWTENbHbIE HACTPOWKM | HacTpoiika Taumepa | TIPOCMOTP CHCTEMHOIO XypHana
WHTEpBan NpoBepKn
Pa3aMepHOCTb MHTEpBana NpoBepKun MHHYT(bl) L
WuTepean o6HOBNEHWA
PaamepHOCTL MHTEpBana 00HOBNEHHA MHHYT(bI) v
CUETUMK NONLITOK NOBTOPA NPH OLIKGKE
WH Tepean NnonbiTKK HGE-H(;[JZ—] npu owunbke
Pa3amepHOCTb MHTEPBaNoB NosTopa cexyHa(bl) v

EEDo L W CoxpaHnTb

PucyHok 7.16 — Bknagka «HacTpoiiku Taimepa» cTpaHuubl pegaktupoBaHusa DDNS 3anucu

Ha Bknagke HacTpoika Taimepa pacnonoxeHsl cnegytowime Hactporiku DDNS-3anucu:

* UHTepBan npoBepkn — nHTEpBar NpoBepkn nameHeHns IP-agpeca DDNS-3anucu. IHTepean
NPOBEPKN HE JOMKEH BbITb MEHEE 5 MUHYT;

» PaamepHoCTb MHTepBana NpoBepKU — pasMepHOCTb 3HAYEHNs MHTepBana NPoBEpKM, YKa3aHHOro B
none UHTepBan npoBepku. [laHHbIN MHTEPBA MOXET YKa3blBaTbCs B CEKyHAAX (3HAYEHUE «CEKYH[
(bl)»), MMHYTax (3HaYeHME «KMUHYT(bI)») UK Yacax (3HayeHne «4aca(oB)»);

* UHTepBan o6HOBNEHUA — VHTEpBan Ans OTNPaBKX NNaHOBbIX 0OHoBNeHMI Nposangepy DDNS. MNpu
ycTaHoBke 3HadeHus «0», nposangepy DDNS Gyget otnpaBneHo 06HOBNEHWE TOMNbKO OAWH pas;

» PaamepHoOCTb MHTepBana o6HOBMNEHUA — Pa3MEPHOCTb 3HAaYEHUSI MHTEPBana 06HOBNEHNS,
ykasaHHoro B norne UHTepBan o6HoBneHusA. [JaHHbIN MHTepBan MOXeET yKa3blBaTbCs B CEKYHAAX
(3HaueHme «cekyHA(bl)»), MUHYTaXx (3HaYeHne «MUHYT(bl)») UK Yacax (3Ha4YeHne «4aca(oB)»);

* CYETUYMK NONBITOK noBTOpa npun own6Ke — B Clny4ae omnbku CKpUNT NnpekpaTtnuT CBOE BbIMNOHEHNE
nocne 3agaHHOro Konn4ecTtBa NOBTOPHbIX NOMbITOK. 3HauyeHune 0 (I'IO ymonanmo) ncnonb3yeTca and
©eCckoHe4YHoro noBTOpPa,

* MHTepBan nonbITKK NOBTOpa NpU oLMGKe — B Cly4Yae OLNGKM CKpUMNT NOBTOPUT Tpebyemble
[OeNCTBMSA NO UCTEYEHNMN 3aaHHOTO BPEMEHM.

* PaamepHOCTb MHTEpPBanoB NOBTOpa — pasMepHOCTb 3HAaYEHUS MHTEpBana NonbITOK NOBTOpa Npu
oLwmnbkK, ykasaHHoro B none UHTepBan nonbITKU NOBTOpPA NpU owM6Ke. [laHHbIA UHTEPBAN MOXET
YKas3bIlBaTbCH B CEKyHAaX (3HaYeHne «CekyHA(bl)») I MUHyTax (3Ha4eHNe «MUHYT(bI)»)
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Bknagka «[IpocMOTp CMCTEMHOTO XypHarna»

BHewHun Bna Bknagkm NMpocMoTp CUCTEeMHOrO XXypHara nokasaH Ha pucyHke 7.17.

Cnyw6a DDNS » myddns_ipv4

OCHOBHbIE HacTPORKM | [IONONHWTENLHLIE HACTPOWKKM | HacTpoWKa TaiMepa | [pOoCMOTR CUCTEMHOIO XypHana

YuraTb/nepeuntars dainn xypHana

Texyuiee cofiepxumoe paitna xypHana B «/var/log/ddns» ana nanHoit cnyxGoi

ddns.myplctest.lookup host="myplctest.ddns.net'
ddns.myplctest.passwords"*««Pjki*’
ddns.myplcteat.retry unit="'seconda'
ddns.myplcteat.service name='no-ip.com'
ddns.myplcteat.use_ipvé="0"
ddns.myplcteat.username=" ¥
ddns.myplctest=service

031511 : verbose mode : 0 - run normal, NO console output

031511 : check interval: €00 seconds

031511 : force interval: 4320 seconds

031512 : retry interval: 60 seconds

031512 : retry counter : 0 times

031512 : 'SIGTERM' was send to old process

031512 note : PID "26792' terminated by "SIGTERM' at 2020-02-19 03:15

031513 : last update: never

031513 : Detect registered/public IP

031514 : #> /usr/bin/drill -V0 -u myplctest.ddns.net R >/var/run/ddna/myplctest.dat 2>/var/run/ddns/myplctest.err
031514 : Regiatered IP '8.8.8.8" detected

031514 info : Starting main lcop at 2020-02-19 03:15

031514 : Detect local IP on ‘web’ v
031514 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat —-stderr /var/run/ddns/myplctest.err --noproxy '*'

-

PucyHok 7.17 — Bknagka «[IpocMOTp CUCTEMHOrO XXypHana» cTpaHuLubl peaakTuposaHus DDNS-
3anucu

Ha Bknagke NMpocMoOTp cucTemMHOro XypHana otobpaxaeTcsl cogepxumoe harina CMCTEMHOIO XypHana
paHHon DDNS-3anucn.

KHonku YuTtaTh / nepeunTbiBaTb CUCTEMHbIN XXYPHan nNpeaHasHaveHbl A4S NePeYnTbIBaHUSA COQEPXKUMOro
charina CUCTEMHOrO XXypHana.

7.1.3.2 No6aBneHne HoBon DDNS cnyx6bl

Ona pobaeneHus Hoson DDNS cnyxbbl Heobxogumo HaxaTtb kHOMKy [o6aBUTbL HOBYH cnyxoy...,
pacnonoxeHHyto nog Tabnuuen DDNS cnyx6 nogpasgena Cnyx6bi ctpaHuubl DDNS:

Cnyw6bl
Mocneguxee
Mowck uMeHu xocTa
Wmn 3aperncTpupoBaHKbIA IP- BrnoveHo e T CocroAxue
2 Cneayiowee
A obuoeneHue
ourhost.example.com Hukorga He ; : =
myddns_ipva 7°" xamp O HKOIRY
HeT paHHbix OcTaHoBNeHo paGoTaet
yourhost.example.com | Hukorna He =

myddns_ipvé = GoTaeT —————————
[oGaBuTb HOBYHO CNYXKOY...

PucyHok 7.18 — CtpaHuua «DDNS». KHonka po6aBneHus sanucu

Mocne Haxatua kHonkn [oGaBUTb HOBYH CnyXOy... OTKPOETCA BCM/blBaKOLLEEe OKHO, B KOTOPOM
Heobxoanmo BBecTM nms Hoso DDNS cnyx6bl n HaxaTb kHoMKy Co3aaTtb cnyxoy.
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[No6aBuTb HOBYIO Cry0y...

HazsaHue newddnsservice|

Otmexa oLk SEII G

PucyHok 7.19 — CtpaHuua «DDNS». OkHo Ao6aBneHusi HOBOW CNyX0bl

Mocne HaxaTusa kHornku Co3paTtb CRyX0y OTKPOETCA OKHO pefakTupoBaHusa HacTpoek HoBor DDNS cnyx6bl.

7.1.3.3 YnaneHue DDNS cnyx6bl

Ona yonaneHna DDNS cnyxGbl HeoOXoaMMO HaxaTb KHOMKY YAanuTb ONA COOTBETCTBYHOLLEN Cnyxbbl B

Tabnuue Ha ctpaHnue DDNS (cm. pucyHok 7.20).

Cnyx6bi
MNocnegHee
Mouck nmern xocTa
Wmna 3aperncTpUpoBaHHbIR IP- BKMO4EHO ol - CocrofaHue
Cnegywouiee
- o6HoBNEeHWe
ourhost . example.com Hukorga He ph = ) -
myddns_ipv4 y P 0 B
HeT patHbix OcraoBneHo padoraer _
ourhost.example.com Hukorga He izl = =
myddns_ipvé y P O i
HeT gaHHbix OcTaHoBREHO

PucyHok 7.20 — CtpaHuua «DDNS».
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7.2 STP/IRSTP

NMPUMEYAHUE
El HaHHbIn pasgen npucytcTeyeT Tonbko B Web-uHtepdence ynpasneHuns koHTponnepos MNJ1K210.

Ha ctpaHuue STP/RSTP npou3BogMTcs MOHUTOPUHE COCTOSHUS U HacTporika cnyxobl STP / RSTP. BHelwHuia
Bua ctpaHuubl STP/RSTP nokasaH Ha pucyHke 7.21.

@ tanowirt - Corroanme - LiuC X | <+ - ]
L= c @ @ & 172.16.0.1/cgi-binflud/admin/services/mstpc sm - @ WY i & =
"~
“"I:" AU TOOEHOBNEHNE BXTIOUSHD
— L™
SOCTORMIE b CAnowEt
e
SOCTORHEE HacTpofxu
K »
Coctonnne STP/RSTP
———
Lpp MoecT sbr-lans
— Brmeosite: / ia ASMUHUCTPATHEHER BEPCHA NPOTONONA: RSTP
: HaenTHprKaTop MocTa 8.000 476040 Hastia4eripii KOpHEDOH MOCT: 7.000 42:15:2C
san VP m— PernoHanbHbiR KOPHeBOH MOCT: £.000 4XBCAC Kopresoit nopr: eth3 (#3)
CToMMoCTb MaplupyTa: 20 Bpemn «max ages: 20¢
TP Bpemn ~forward delay.: 15¢ Mapamerp -transmit hold counts: b
Bpemn shello limes: 2¢ Bpemn yCTapenanun: 300c
HTTP/HTTPS BpemA © NOCNEAHAT0 WIMEHEHIA TONOMNOTAK; 04 33m 41c (2027 ¢) MOpPT NOCNSRHEND HIMEHSHHA TONONOMWM: eth3
KONW4ecToo KIMEHEHHA TOMONCIHA; 15
as b
Jran—Y MNopTel MocTa «br-LANs
Boimn TMopr ethl eth2 ethd
BrAOYEH HeT
Otpatotka STP/RSTP
OnepartMBHan BEPCHA NPOTOKONA RSTP RSTP RSTP
Pons Atemate Root
COCTORHWE i Forwarding
HaerTnduxatop 800 8.002 8.003
HazuaueHbil KODHEEOR MOCT 5.000. 426040 7.000 -42:15:2C 7.000 42152C
HasuauedHbil mocT 5.000 A2GCAC 7.000. 42152C 7.000 4215:2C
HaakavesHbii nopT B.OO01 8.005 8.003
1 Bonbiue uHdopMELIe |
W

PucyHok 7.21 — CtpaHuua «STP/RSTP»
CocTosiHme u HacTpoviku cnyx6bl STP / RSTP pasgeneHbl Ha COOTBETCTBYHOLLME BKNAOKW, PacMoNOXKEHHbIE B
BEpPXHEN YacTu CTpaHuLbl (CM. pUCYHOK 7.21).
+ CocTtosiHue;
* Hactpowku.

NMPUMEYAHUE

El C 6onee nogpobHon nHgopmauuen od ncnonssosaHmm ycrponctea MJIK210 B cetsax Ethernet ¢
noaaepxkon npotokornos STP/RSTP MOXHO 03HaKOMUTBCHA B CMPaBOMHOM PYKOBOACTBE U B
PYKOBOACTBE Monb3oBaTens.

7.2.1 CocTosiHMe
Ha Bknagke CoctosiHue ctpaHuubl STP/RSTP otobpaxaeTcs CcOCTOsiHME BCEX MOCTOB, KOHTPOMNMPYEMbIX
cnyx6on STP/RSTP, n nx noptos.

Bknagka CocTosiHue pasfeneHa Ha Tpu YacTu (CM. PUCYHOK 7.22):

1. Bknagku Beibopa MocTa, A4S KOTOpPoro Heobxoaumo 0TobpasnTb MHPOPMALMIO O TEKYLLLEM COCTOSHUN
(ecnu ckoHUIypUpOBaH TONBKO OAMH MOCT € Ucnonb3oBaHMeM npotokonoB STP/RSTP, To Bknagku
BblbOpa MocTa OyayT OTCyTCTBOBATh);
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2. CocTosiH/e BblibpaHHOro MOCTa B BMAE CMMCKa NapaMeTpoB MOCTa U UX TEKYLLIMX 3HAYEHUI;
3. CocTosiHue NopToB BbIGpaHHOro MOCTa B BUAe TabnuLibl.

CocTorrme | HacTtponxmu

CoctoaHue STP/RSTP

& A
T ‘ 1. Bknagku Bbibopa MocTa

' =

MocT «br-lan» | 2. COCTOAHME MOCTa

BrM0YEH: v Ba ALMWHACTPaTHEHAR BEPCHA NPOTOKONA: RSTP
WpaenTudrkaTop MocTa: 8.000. :42:6C:4C HasHayeHHbI KOPHEBOH MOCT: 7.000. "42:15:2C
PeruoHanbHbii KOPHEBOH MOCT: 8.000. :42:6C:4C Koptesoi nopt: eth3 (#3)
CrommocTb MapupyTa: 20 Bpemn «max ages: 20c
Bpewmn «forward delay»: 15¢ MNapamerp «transmit hold count»: 6
Bpema «hello time=: 2¢ Bpems ycTapesaHua: 300¢c
Bpemn ¢ nocnefHero H3mMeHeHHA TONONOTHM: 0433m41c (2021 c) MopT nocneAHero HIMeHeHHS TONONOTHK: eth3
Konu4ecTBo HIMEHEHHH TONONorMK: 15

. S

4 \

MopTbi MocTa «br-LAN» 3. CocToAHME NOPTOB MOCTA
Mopr ethl eth2 eth3
BrmougH Het v Oa v [la
O6pa6oTka STP/RSTP v [a v la v ha
OnepaTusHan BepCHA NpoToxona RSTP RSTP RSTP
Ponb Disabled Alternate Root
CocTofiHwe Discarding Discarding Forwarding
WaeHTHDWKaTOD 8.001 8.002 8.003
Ha3HaueHHblil KOpPHEBO#H MOCT 5.000. [42:6C:4C 7.000. 42:15:2C 7.000. 42715:2C
Ha3HaueHHbiin MoCT 5.000. [42:6C:4C 7.000. $-42:15:2C 7.000. :42:15:2C
Ha3HaueHHbliA nopT 8.001 8.005 8.003
| Bonbiwe nrdiopmatimn |

PucyHok 7.22 — CtpaHuua «STP/RSTP». Bknaaka «CoctosiHue»

MocT, ons koToporo oTobpaxaeTcs COCTOsHWe, BblOMpaeTcs mpu MOMOLLM BKNagoK C Ha3BaHMEM MocTa
(nosuumsa 1 Ha pucyHke 7.22).
B obnactu coctosiHus mocTa (no3uums 2 Ha pucyHke 7.22) oTobpaxkatoTcsa cnegyowme napameTpbl:

* BkntoyeH— COCTOsAHME BKIMOYEHUSA MOCTa (BKIIOYEH UMK HET);

* UpeHTUdMKaTOp MOCTa — MAEHTUPUKATOP MOCTA, COCTOSALLMIA N3 NpMopUTETA MOCTa N COBCTBEHHOTO
MAC-agpeca mocTa. OTo6pakaeTtcs B popmare:

2.000.11:22:33:8C:37:C3
roe:

— 8.000 — npuopuTeT MOCTa;
— 7C:38:66:42:6C:4C — MAC-agpec mocTa.

* PervoHanbHbI KOPHEBOW MOCT — MOEHTM(UKATOP TEKYLLETO PErOHanbHOI0 KOPHEBOrO MOCTa.
dopmaT oTobparkaemMoro 3Ha4YeHusi COOTBETCTBYeT chopmaTy napameTtpa MpeHTUdMKaTop MOCTa;

» CTOMMOCTb MapLipyTa — TeKylllas CTOMMOCTb MapLUpyTa [0 KOPHEBOro MOCTa;
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* Bpems «forward delay» — Tekyulee sHaueHve napametpa «forward delay». [NapameTp onpegenser
Bpems nepexoaa kopHesbix (Root) 1 HasHadeHHbIX (Designated) noptoB MocTa B cocTtosiHue Forwarding

* Bpems «hello time» — TekyLiee 3HadeHne BpemeHn «hello timex». OnpegenseT nHTepean BpeMeHu
MeXxay nepnoanyeckumm otTnpaBkaMm KOHOUIypaunoHHbIX coobennn BPDU B HasHa4yeHHble
(Designated) nopTsbl;

* Bpems ¢ nocneaHero ameHeHUs1 TONONOrMMU — BPEMS, NpoLleaLlee ¢ NocnegHero UsMeHeHus
TOMnonornu;

+ AOMMHUCTpPaTMBHaA Bepcusi NpoToKona — CKOHUIypMpoBaHHas agMUHUCTPATOPOM BepCUs
npoTokona:

- STP;
— RSTP;

* HazHayeHHbIN KOPHEBOM MOCT — MAEHTUDMKATOP TEKYLLEro Ha3HAYeHHOro KOPHEBOroO MoCTa.
dopmaTt oTobpakaemoro 3Ha4eHnst COOTBETCTBYET popmaTty napameTpa UaeHTudmkaTop MocTa;

* KopHeBOM NOpPT — MMsi CUCTEMHOTO MHTepdbenca nopTa, KOTOPLIN ABMAETCA KOPHEBBLIM (B CKOOKax
oTobpaaeTcs uHAekc nopta B MocTy). OTobpakaeTcsl TONbKO B TOM CIlydae, ecinm MOCT CaM He
ABMSAETCA KOPHEBbLIM Ha TEKYLLMUIA MOMEHT;

* MMapameTp «max age» — TeKyLLee 3Ha4eHne napameTpa «max age». Onpegensaer MakcumarnbHbIn
BO3pacT UHdopmaLmm, nepefaBaeMon Yepes MOCT TOrAa, KOraa OH SIBNSIETCH KOPHEBLIM;

* MapameTp «transmit hold count» — TekyLee 3HadeHne napamertpa «transmit hold delay»;

* Bpems yctapeBaHusi — Tekylllee 3Ha4YeHEe BPEMEHUN yCTapeBaHnsi Ansa mocTa (ageing time).
OnpepensieT BpeMs XXM3HW 3anuceln (B cekyHaax) B AuHamudeckon Tabnuue MAC-agpecos;

* I'IopT nocnegHero UAMeHeHus Tononornn — VA nopTa, MHULUMMpoBaBLUEro nocnegHee naMeHeHmne
TONONornn;

* Konn4yecTBO M3MEHEHMIN TONONOrMU — KONTMYECTBO M3MEHEHUIN TOMOSOTUN.
B obnacTtu coctosiHns nopToB MOcTa (No3uumnsa 3 Ha pUcyHke 7.22) pacnonoxeHa Tabnuua, ctonbLbl KOTopoWn
npeacTaensaoT cobon NOpPTbl MOCTA, a B CTPOKaXxX NepeyncrieHbl otobpaxaemble napamMeTphbi:

* BkntoyeH — cocTosiHMe nopTa (BKMOYEH UMK HET);

* O6pabotka STP/RSTP — BkntoyeHa nu obpabotka STP/RSTP nakeToB Ha NOPTY (Aa uUnu HeT).
[aHHbIn NnapameTp ynpaensaeTcs KoHpurypmupyemon onuuent nopta ®unestp BPDU;

° Ol'lepaTMBHail Bepcusa NpoToKosna — TeKyuwlaa onepaTtnBHaa BepCcud NpoTOKOoS1a Ha NopTy.

Mpu coBnageHun onepaTyMBHOM BEPCUM NPOTOKOMA NopTa ¢ aaAMUHUCTPATUBHOWM Bepcren NpoTokona
MOCTa, 3Ha4YeHne oTobpaxaeTcst 3enéHbiM (CM. pUcyHok 7.23, a). Ecnu onepatnBHas Bepcusi npoTtokona
OoTNn4yaeTcs oT aAMVHUCTPaTUBHON BEPCUMM NPOTOKONa MOcTa (Hanpumep, Npu aerpagaLmm
aBTomatudeckon RSTP go STP), To 3HauyeHune Byaet otobpaxeHo KpacHbIM (CM. puUcyHok 7.23, 6);

RSTP

(a) OnepaTWEHOE COCTOAHWE COBNALaeT (3) OnepaTWEHOE COCTOAHWE OTMWIAETCA
C AAMWHWCTPATHEHLIM OT 3AMWUHWUCTRATUEHOMD

PucyHok 7.23 — OTo6paxxeHne onepaTtMuBHON BepCcun NPOTOKOSIa NopTa MocTa

Ponb — Tekywasa STP/RSTP ponb nopta. [opT MOXeT MMeTb OOHY U3 CNeayoLwnx ponen:
Designated — Ha3Ha4eHHbIN NOPT (PUCYHOK 7.24, a);

Alternate — anstepHaTUBHbINA NOPT (PUCYHOK 7.24, 6);

Root — kopHeBoW nopT (pncyHok 7.24, B);

Backup — pesepBHbI NOPT (PUCYHOK 7.24, T);

Disabled — nopTt oTkno4EH (pUcyHoK 7.24, ).

Kaxxgas pornb nopta oToOpaXkaeTcsa CBOMM LIBETOM, Kak NOKa3aHo Ha pucyHke 7.24 .
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| Designated | | Alternate Root | Backup

{a) Designated (B) Alternate (B) Root (r) Backup (a) Disabled

PucyHok 7.24 — OTobpaxeHue poneun noprta

» CoctosiHue — Tekyllee STP/RSTP coctosHue nopta. [MopT MOXeT HAXOAUTLCA B OAHOM U3 TPEX
COCTOSIHUMA:
— Discarding — cocTtosiHne otbpacbiBaHus faHHbIX (B criyvae npoTtokona STP Gyget Takke
oTtobpaxatbcs anga coctosHun Disabled, Blocking u Listening);
— Learning — cocTtosiHne oby4eHus;
— Forwarding — cocTtosiHve nepefayv faHHbIX;

Kaxpoe coctosiHue nopta 0T06pa>|<aeTC$1 CBOUM LIBETOM, KaK NoKa3aHO Ha PUCYHKe 7.25:

Forwarding | Leaming

{a) Forwarding (B) Leaming (B) Discarding

PucyHok 7.25 — OTo6paxeHue cocTosiHUM nopra

* UpeHTndmkaTop — naeHTuduUKaTop nopTa, COCTOALLMN U3 NpUOpUTETa NOpPTa M HOMepa nopra.
OTobparkaeTca B hopmarte:

8.001

roe:

— 8 — npvopuTeT nopTa;
— 001 — Homep nopTa.

* HazHayeHHbI KOPHEBOW MOCT — UAEHTUDMKATOP TEKYLLEro Ha3HAYEHHOro KOPHEBOrO MOCTa Ha
OaHHoM nopTy. dopmart oTobparkaeMoro 3Ha4eHnss COOTBETCTBYET hopMaTy napameTpa MocTa
UpeHTudpmkaTop Mmocra;

* HazHayeHHbIN MOCT — I/ID,eHTVI(*)I/IKaTOp TeKylwlero HasHa4eHHOro MoCTta Ha JaHHOM MOopTY. <DopmaT
0To6pa>|<aeM0ro 3Ha4YeHna COOTBETCTBYET cbopmaTy napamMmeTpa MocCTa MAeHTMCbMKaTOp MOCTAQ;

* HasHayeHHbIN NOPT — MAEeHTUdMKATOP NOPTa TEKYLLEro Ha3Ha4YeHHOro MOCTa Ha JaHHOM MOpPTY.
dopmat oTobpakaemoro 3Ha4eHnsi COOTBETCTBYET popmaTty napameTpa nopta MaeHTudmkartop.

B HwxHen yactu Tabnuubl pacnonoxeHa kHorka lMokasaTb AONONHUTENLHYH MHJOpPMaLMUIo, KOoTopas
Nno3BoNngeT pacwupuTb OTobpaxaemyl uHopmaumio B Tabnuue crnegyowmMMm  OONONHUTENBHBIMA
napameTpamu;

+ CTOUMOCTb MapLupyTa noprta — TekyLlas CTOMMOCTb MapLUpyTa nopTa;

* ADMUHUCTPATUBHOE NOrpaHUYHOE COCTOsIHUE — NPU3HaK agMUHUCTPATUBHOWM YCTAHOBKM pexnmMa
norpaHuyHoro nopta (Edge Port).
Bo3aMoxHbI criegyroLme 3HaYeHus:
— Aa — PEeXuM MNorpaHNYHOro nopTa BKIHOYEH;
— HeT — peXuM NorpaHMYHOro NopTa BbIKIOYEH;

+ ABTOMaTU4ecKoe NorpaHMyHoe COCTOAHMEe — MNPU3HAK PeXMMa aBTOMaTUYECKOrO onpeaeneHuns
norpaHuyHoro nopta (Edge Port).

Bo3MOXHblI cnegywuine sHa4eHu4:

— [Aa— BKJTOYEH;
— HeT — BbIKJ/TIOYEH;
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* OnepaTuBHOE NOrpaHUYHOE COCTOSIHUE — MPU3HAK aKTMBHOTO (ONepaTMBHOIO) peXnMa
norpaHuyHoro nopta (Edge Port).

Bo3MOXHEI cneayoLwmne 3HaqyeHust:
— Aa— NopT HaxoauTcs B pexnme norpaHuyHoro nopta (Edge Port);
— HeT — nopT He aBnseTcd norpaHuyHbIM (non-Edge Port);
* AamuHucTpaTuBHoe P2P cocTtosiHMe — npu3aHak agMMHUCTPATUBHONM YCTaHOBKM pexmma Point-to-
Point nogkntoyeHns ansa nopra.

MoxeTt npnHMMaTb O4HO 13 CrnefyrLwmnx 3HaYEHUN:

— pa— Point-to-Point nogknto4veHue;
— HeT — He Point-to-Point nogkntoueHue;
— aBTO — aBTOMaTU4eCKOe onpeaenexHve;
* OnepatusHoe P2P cocTtosiHMe — npusHak, onpeaensiowmn aBnsaeTca Ny TekyLlee nogknoyeHmne
nopta Point-to-Point.
Bo3MOXHbI cneayowmne 3HavyeHns:
— Aa — Point-to-Point noakntoyeHue;
— HeT — He Point-to-Point nogkntoyeHue;
» 3awmta BPDU — npu o6HapyxeHu BPDU Ha nopty, nopT 6GnokupyeTcs (4a unm Her);
» CpabartbiBaHue 3awmTbl BPDU — konuyectBo oTnpaBneHHbix BPDU nakeToB B AaHHbIN MOPT;
* OTnpaBneHo BPDU — konnyecTtBo oTnpaBneHHbix BPDU-nakeToB B aHHbIV NOPT;
* MonyyeHo BPDU — konnyectBo nonyyeHHbix BPDU-nakeToB Ha gaHHOM NOpPTY;
* OrnpaBneHo TCN — konuyecTBo oTnpasBneHHbiXx TCN-nakeToB B faHHbIV NOPT;
* MonyyeHo TCN — konuyecTtBo nonyyeHHbIx TCN-nakeToB Ha AaHHOM NOPTY.

Ha pucyHke 7.26 npvBegéH npumMep BHELUHEro BuMAaa Tabnuvubl COCTOSIHUSI MOPTOB MOCTa C BKITHOYEHHBIMM
OOMONHUTENBHBIMU MapaMeTpamMMu.
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NopTbl mocTa «br-lan=

Nopr
Brnroyén

O6paboTka STP/RSTP
OnepaTWBHan BepCyA NpoToKona
Ponb

CocTonHme

WneHTudmKaTop

HasHaueHHbI KOPHEBON MOCT 5.000.

HasHauerHbI MOCT 5.000.

HasHaqerHbii nopT

CTOMMOCTE MapLIPYTa nopra
ALMUHKCTPATHBHOE NOrpaHUYHHOEe COCTORHME
ABTOMATHUECKDE NOFPaHiYHOE COCTORKKE
OnepaTWBHOE NOrpaHnYHOe COCTORHME
AnmuHiCTpaTMBHOE P2P cocToRHHe
OnepatweHoe PZP cocToRHWE

3awwTa BPDU

Cpa6aTbiBakie 3aluThl BPDU
Otnpasnexo BPDU

Monyuexo BPDU

Monyyexo BPDU (oTduneTposaHo)
OnpasneHo TCN

Mony4exo TCN

v [a
RSTP
Disabled
_f.?iS-'_Fi-'-JI'H',
8.001
Wnn42:6C.4C
W42.6C4C
8.001
200000
v [a
v [a
v [a
ABTOMBTHHECKM

v [ia

J [la
v [a
RSTP
Alternate
Discarding
8.002
7.000.% »:4215:2C
7.000.% = w42:15:2C
B.005
30
J [a
v [a
Het
ABTOMETMHECKA
J [a
Hetr

Her

v a
v [a

RSTP

Root

Forwarding
8.003
7.000.% $:42152C
7.000.% w42:15:2C
8.003

20

24
18

1 Mesiblue MEBopMaLIY T

PucyHok 7.26 — CtpaHuua «STP/RSTP». PaclumpeHHas Tabnuua cocTosHMA NOPTOB MOCTa

112



7 Cnyx0Obl

7.2.2 HacTtpouku

Ha Bknagke Hactponku ctpaHnubl STP/RSTP pacnonoxeHbl HacTponkn cnyxbel STP/RSTP. BHewHu Bua
CTpaHWLbl HACTPOEK NoKasaH Ha pucyHke 7.27.

@ plc210 - Hactpoitku - LuCl X | = ] =R
‘ R @ 172.160.1/cqi-bi R LInme 8 =
~
OIBIEH
B
CocToRHKE P 1 crai-ple2io
Cuctema b
Cocroanue Hacrpoiim
MK »
CryxGel ¥ Hactpoiku STP/RSTP
DONS Ha gaHHo# cT INoRHITE KoHtrypauun STR/RSTP
/RS
Al OBwwve napameTpbi
HTTRHTTPS
= YpoBeHs #ypHannpoBaHua WHdopmaumoHHee coobuenna (2) v
MocTel ynpaenaAemsle cayxboin STR/RSTP @# brlan v
Cems »

CratucTika b £ HACTPOIKAX CETEBRIX HHTEDelicos
Beiiiit

MocrT (br-lan)

Moct (brlan) | Mopr 1 (swipl) = [Mopr 2 (swip2) | Tlopr 3 (swip3)

Moct | brfan

Mpotekon RSTP B

Mpuoputer 32768 (8) ~

Bpema shello times 2

Bpemn «forward delays 15

MapameTp amax age» 20

YeTapeadne 300

Mapametp «transmit hold counta 6

CoxXpanuTe W npuMeHnT | CoxpaHuTs I

PucyHok 7.27 — CtpaHuua «STP/RSTP». Bknagka «HacTponku»

Ha cTpaHuue HacTpoek npeacTaBrneHbl HECKONbKO Bkragok: OOwue napameTpbl M BKNagkM HacTpoek
MOCTOB, KOTOpble KOHTponupytTcs cnyxbon STP/RSTP. Bknagku HacTpoek MOCTOB UMEHT Ha3BaHus,
COOTBETCTBYIOLLUME HAa3BaHNSAM CETEBbIX UHTEP(ENCOB MOCTOB.

O6Lwue HacTpONKu
OO6LWme HacTpoKK pacnornoxeHbl BO BkNaake ObLwme HAaCTPOMKK CTpaHuLbl HacTpoek cryxobl STP/RSTP.

Mpy nomolwy BbiNagarLlero cnucka YpoBeHb XypHanuMpoBaHUA BbIOMpPaETCs YPOBEHb XypHanmpoBaHus
cnyx6bl STP/RSTP.
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O6wme napameTpbl

YpoBeHk XypPHANWPoBaHUA WHbopMaLnoHHee coobwenns (2) v

MocTel ynpaenaemele cnyxboi STR/RSTP @2 brlan v

HACTPOHKAX CETeBbIX HHTepdelcoB
PucyHok 7.28 — O6wwme HacTpomku cnyx6bl STP/RSTP

HocTynHbl crnegytoLine ypoBHW:
* OTKNIOYEHO — XXYPHaNMPOBaHWE OTKITHOYEHO;
* OWMNBKM — XYpHaNMpPYKTCs TONMbKO coobLleHnst o6 owmnbkax;

* UHcbopMaLmMOHHbIe COOBLLEeHUA — XKYPHANUPYOTCSA TONbKO MHEOPMALIMOHHBLIE COOBLLIEHUS U
coobLLeHns o6 owmnbkax;

« OTnago4Hble COOBLEeHUsI — XXYPHANMPYIOTCS BCe COOBLEHUS, BKINOYas OTNaaoYHble, Kpome
Co0bLEeHU 0 Nepexoaax MallUHbI COCTOSIHUN;

° I'Iepexop,bl MaLlUMHbl COCTOSIHUN — XypHanupyrTca Bce coobLLeHus1, B TOM Yncne o nepexogax
MaLLMHbI COCTOSAHUN.

Cnncok MocThl ynpaBnsiemble cnyx6om STP/RSTP npegHasHayeH anst Bbidbopa MOCTOB, KOTOPbIE AOSKHbI
ynpaBnaTeesa cnyx6on STP/RSTP. B atom cnncke oTobpaxatoTcst NMULb Te MOCThI, AN KOTOPbIX BKITHOYEHA
nopaepxka STP B HacTporikax ceTeBbIX MHTepPdencoB (cM. pasgen 8.1).

BHMMAHUE

A Ecnu mocT He BbibpaH B cnvcke MocTbl ynpasnsaemble cnyx6on STP/RSTP, Ho npy aToM BKMOYeHa
onuust nogaepxkn STP B HacTpolikax ceTeBbIX MHTEpPdENcoB, To pabota npotokona STP ansa takoro
MocTa GyaeT obecnedmBaTbCsl BCTPOEHHBIM B Linux si4po anroputmom nogaepxkn STP, a He cryx6on
STP/RSTP. HacTtpoika napametpoB STP ans Takmx MOCTOB, Ha CTpaHuLe HacTpoek criykbbl STP/
RSTP HeBO3MOXHa.

HacTpoiikn MmocTa u noptoB

Ha Bknagkax HaCTpOEK MOCTOB pachnosiaralotcqa nogpasaersibl HaCTpoek Bbl6paHHbIX MOCTOB N X NOPTOB.

NMPUMEYAHUE
El [nsa HacTponKn 4OCTYMHbI NULLL TE€ MOCTbI, KOTOpbIe BbibpaHbl A ynpasneHus cnyxoon STP/RSTP B
cnucke MocTbl ynpaBnsiemble cnyx6ou STP/RSTP o6Lmx HacTpoek crnyxoObl.

HacTponku mocTa 1 ero nopToB opraHn3oBaHbl B BUAE BKNaAoK. B nepBoi BkNagke pacnonoXeHbl HACTPONKK
MocTa (CcM. pucyHok 7.29). B nocnegyrowmx BKMagkax pasMelleHbl HacTPOWKM Afsi MOPTOB MocTa (CM.
pucyHok 7.30), rae kaxxgoMy nopTy COOTBETCTBYET CBOS BKIaAKa.
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MocT «br-lan»

Wutepdeic  br-lan (3 nopra)

Mpotokon RSTP v

MNpuopureT 32768 v

(%]

Bpewms «hello time»

Bpemn «forward delay» 15
Bpemn «max age» 20
YcrapeeaHue 300
MNapameTp «transmit hold counts 6

PucyHok 7.29 — Hactpoukn mocTa, ynpaBnsiemoro crnyx6om STP/RSTP

Bo Bknagke HacTpoek MOCTa pa3MeLleHbl criedytoLmne HaCTPONKK (CM. PUCYHOK 7.29):
* UHTepdennc — nms cMCTEMHOro CETEBOIO YCTPOMCTBA MOCTA U KONMYECTBO NOPTOB (B CKOOKaX);

* MpoTokon — BbIGOP aAMUHMCTPATVBHOI BepcUM NpoTokona. Moaaepxusaemblie NPOTOKONbI:
- STP;
— RSTP;

* MpuopuTeT — BLIGOP NprOPUTETa MOCTA;

* Bpems «hello time» — ycTtaHoBka 3HadeHusa BpeMeHu «hello time», koTopoe onpegensieT nHTepaan
mexay otnpaekamu BPDU coobuieHuni;

* Bpems «forward delay» — yctaHoBka 3HaueHus BpemeHu «forward delay»;
* MapameTp «max age» — yCTaHOBKa 3Ha4YeHWNs napameTpa «max age;
* YcTapeBaHMe — yCTaHOBKa 3Ha4YeHWs BpeMeHU ycTapeBaHus (ageing time);

* MapameTp «transmit hold count» — yctaHoBka 3Ha4deHna napameTpa «transmit hold count».
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MopTbi mocTa «br-lan»

Tb Wn nk Tb NOPT 4OCT i T } KoHbuUrypauuu ceTeesix uHTepdeiicos

ANMHHWCTPaTHBHOE ABTOMaTM4ecKoe

. CroMmocTh QuneTp  3awMTa
W n
mepd:euc puopuTeT M‘Pwpm norpaHW4yHHoe norpaLHnyHoe BPDU BPDU
COCTOAHHE COCTORAHME
eth1 32768 v[ 0 O & O O = m
eth2 32768 v 0 O ] | = m
eth3 32768 v 0 O & O O = m

PucyHok 7.30 — HacTpowkn nopToB MOCTa, ynpaBnsemoro cnyxéon STP/RSTP

Bo Bknagkax HacTpoek NOpTOB MOCTa pas3MeLLeHbl CregyroLmMe HacTporku (cM. pucyHok 7.30):

MapameTpbl nopta «eth1» mocTa «br-lan»

O6ime nacTpoky | JONOAHUTENbHBbIE HACTPORKM

MpwopuTeT 32768 v
CToMMOCTL MaplipyTa 0
ANMWHUCTPATUBHOE NOMPaHWYyHHOE COCTOAHME
ABTOMaTHYECKODE NOrpaHWyHOe COCTORAHKE  [V]

Pexum PZP ABTOMATUYECKM i

PucyHok 7.31 — Bknagka «O6Lmne HacCTpOMKn»

* UHTepdenc — nvss cMcTteMHOro CETEBOIO YCTPOWCTBA NOPTa;
* MpuoputeT — BLIGOP NprOpUTETa NOPTA;

« CTOMMOCTb MapLupyTa — yCTaHOBKa CTOMMOCTU MapLUpyTa nopTa. [Jfis aBTOMaTU4ecKoro
onpeaeneHns ncnosb3yeTcs 3HaveHue 0;

* AAMVUHUCTpPAaTMBHOE NOrpaHNYHOe COCTOsIHME — afMVHUCTPaTNBHAsi yCTaHOBKA pexuma
norpaHuyHoro nopta (Edge Port).

Bo3mMoXHble 3Ha4YeHuns:

— BKIKOY€HO;
— BbIKITHO4Y€eHO.

+ ABTOMaTU4eckui nepexon B/M3 norpaHN4YHOro COCTOAAHUA — YCTAHOBKA peXrMMa aBTOMaTU4EeCKOro
onpegeneHus norpaHnyHoro nopta (Edge Port).

Bo3MoXHble 3Ha4YeHusI:

— BKIHOY€HO;
— BbIKITHO4Y€HO.
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MapaseTpsl nopTa «eth1s mMocTa sbr-lans

CHSLLIEE AT TR

PucyHok 7.32 — Bknagka «[lononHuTenbHble HACTPOMKUY

* dunbtp BPDU— BKMtoyeHWe unu otkntodeHme dpyHkummn PDU Filtering Ha nopTy.
Bo3amoxHble 3HaveHus:

— BKIKO4Y€HO
— BbIKINK4Y€eHO

» 3awuTta BPDU — BkntoyeHne unu otkntodeHre gyHkumm BPDU Guard Ha nopTy.
Bo3MoXHble 3Ha4YeHUs:

— BKJIKOYEHO;
— BbIKITHOYEHO.
B nocnegHem ctonbue Tabnuupbl AN Kaxaoro nopra pacrnonoXeHbl KHOMKW ynpaBneHus::
« =— KHOMKa U3MeHeHNs nopsaaka 3anuceii B Tabnuue. YaepxuBas HaxaTtol JaHHY KHOMKY MOXHO
nepemeLllaTb CTPOKY Tabnuubl, USMEHSIS1 TEM caMbiM €€ NopsiAoK.

MopsiAok pacnonoXeHusi NOPTOB B TabMuUe He MMeeT PYHKLMOHANBHOIO 3Ha4YeHUs U MPUMEHSIeTCs
WCKIIOYMTENbHO Ars yao6CcTBa v Ans ynpaseHns Nopsiakom BbiBoAa NMopToB MocTa B Tabnvue
COCTOSIHUS.

* UaMeHUTb — KHOMKa pacluMpeHHOro peaakTMpoBaHUsi napaMeTpoB rnopTa.

* Pexxum P2P — agmuHucTpaTtmMBHas yctaHoBKa pexuma Point-to-Point nogkntoyeHunsa gns nopra.
Bo3aMOXHbIe 3Ha4YeHus:

— pa— Point-to-Point nogknto4veHue;
— HeT — He Point-to-Point nogkntouyeHune;
— aBTO — aBTOMAaTU4ECKOE OnpeaeneHne;

+ 3anpeTTb NOPTY NPMHUMATL POJIb KOPHEBOTO NOPTa — HACTPOKa NO3BOISET 3aMNPETUTL NOPTY
npUHUMaTb posib kopHeBoro (Root) nopra.

Bo3aMOXHble 3HaYeHMS:

— Aa— NopTy 3anpeLLeHo NPUHUMaTb POJlb KOPHEBOTO NOPTA;
— HeT — MNopT MOXET ObITb KOPHEBLIM (3HAa4YEHME NO YMOMYaHUIO).

« 3anpeTnUTb NOPTY pacnpocTpaHaTb nonyyeHHble TCN — HacTpolika NO3BOMSIET 3aNpeTuTb
JdanbHenwee pacnpoctpaHeHne TCN nakeToB NPUHSATLIX HA AaHHOM MOpPTY.

BoaMOXHbIe 3HaYeHuS:

— Aa— pacnpocTtpaHeHne TCN 3anpeLueHo;
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— HeT — pacnpocTpaHeHue TCN paspelleHo (3HaYeHne No YMonyaHuio).

7.3 OpenVPN knueHT

Ha ctpaHuue OpenVPN KIMeHT MOXHO BbIMOMHUTE HACTpoWKy ak3emnnspoB OpenVPN knneHTa w
oTCrexuBaTb Tekyllee cocTosiHne akTuBHbiXx OpenVPN knuneHToB. BHewHui Bua cTpanuubl OpenVPN
KNUWEeHT NoKa3aH Ha pUCYHKe:

QLM

CocToaHue P plc21@_test

Cuctema b
CocToaHue | Koudurypauus

Nk »
KoHdwurypauua OpenVPN KnueHToB

Cnywbol ¥

MQTT

- Tno6anbHble HaCTPOHKK

BiuiiounTs asTosanyck OpenVPN [
STR/RSTP et g

OpenVPN knnexT

FTP 3K3emMnnApsl

HTTP/HTTPS VErTeT BKAoueHo KoHMrypaUoHHbiii daitn OVPN Wma yeTpoiicTea

CeTb » =
openvpn /fetc/openvpn/plc.ovpn tun100 = m

CTatucTuka b

Ebl;‘iv

PucyHok 7.33 — CtpaHuua «OpenVPN knueHT»

CocTosiHue 1 HacTpoiika ak3emnnsipoB OpenVPN KnMeHTOB pasfeneHbl Ha COOTBETCTBYIOLINE BKMaAKN:
» CocTosiHME;

* KoHdburypaums.

7.3.1 CocTosiHue

Ha Bknagke CocTtosiHue ctpanuubl OpenVPN KnueHT B Buae Tabnuupbl oTobpaxaercs TeKyllee COCTOosIHNE
BCEX BKITHOUYEHHbIX ak3emnnspoB OpenVPN knneHTa. NMoMnmo oTobpakeHns COCTOSIHUSA Ha AaHHOW CTpaHuLe
MO>HO NMPOU3BOANTbL PYYHOW 3aMyCK 1 OCTAHOBKY HACTPOEHHbIX ak3emnnsipoB OpenVPN knueHTa.

CocToauue | KoHbMrypauua

CocToaHue U ynpaBsneHue OpenVPN kineHTamMu

SK3eMnnApbI

HaszeaHue Pafioyee cocToaHMe CTaTUCTHKa NeiicTena

openvpn PID 12322 O6HoeneHo: 2024-05-16 11:37:41 3anyCTHTE

Yetpoiereo: tun100
Mpuuato: 1.43 Knb
OrnpaeneHo: 1.02 Kub

PucyHok 7.34 — CtpaHuua «OpenVPN knueHT». Bknagka «CoctosiHne»

Kaxxgas ctpoka Tabnuubl cooTBeTcTBYET opgHoMy aksemnnsapy OpenVPN knueHTta. B ctonbuax tabnuubl
oTobpaxaeTca criegytoLlas nHpopmauns:

* HazBaHue — yHukanbHoe nms sk3emnnapa OpenVPN knueHTa.

118



7 Cnyx0Obl

» Pabouee cocTosiHne — Tekylee paboyee coctosiHue ak3emmnnspa OpenVPN knueHTa. MoxeT
NPYHUMAaTb OOHO U3 ABYX 3HAYEHWIA:
— He 3anyweH— ak3emnnsap OpenVPN knneHTa He 3anylLLeH;
— 3anyuweH — ak3emnnap OpenVPN knuneHTa 3anyweH. gentndukatop npouecca (PID) gaHHoro
ak3emnnspa Oyget otobpaxatbcs B popmate PID<npaeHTUdMKaTop>;
« CTaTUCcTMKa — CTaTMCTMKa BUPTyanbHoro nHtepderica aksemnnsapa OpenVPN knuneHTa. BknioyaeT B
cebd cnegyowime napameTpbl:
— OOHoOBNEHO — Jarta 1 BpeMs nocrieqHero 06HOBNEHMS AaHHbLIX CTaTUCTUKY;
— YcTponcTBO — MM YCTPOMCTBA BUPTYarbHOro MHTepdenca noakntodeHms. B cnyyae
HEBO3MOXXHOCTW onpeaerneHns UMeHn yCTPONCTBO OTobpaxkaeTcs 3HaYeHne HEU3BECTHO;
— [pUHATO — KOMMYECTBO NPUHATBLIX AaHHbIX Yepes nHtepdenc OpenVPN nogknoyeHus;
— OTnpaBneHo — KOnM4ecTBO OTNPaBeHHbIX AaHHbIX Yepe3 nHTepderic OpenVPN nogkntoveHus.

Ecnu gaHHble CTaTUCTUKM He AOCTYMHbI (HanpuMep, 3K3eMnnsp ewé He 3anyckarncs), To B JaHHOM
ctonbue otobpaxaeTtcs cooblieHne He goctynHo.
* XXypHan — KHOMKW NpocMoTpa 1 04MCcTkM charna xxypHana ak3emnnsapa OpenVPN knueHTa.

» encTBUA — KHONKM AencTBun ang akdemnnspa OpenVPN knueHTa.
7.3.1.1 Py4yHom 3anyck u ocTaHoBKa ak3emnnsipa OpenVPN knueHTa

[nsa BbINOMHEHUS pPy4YHOro ynpasneHus (3anyck, OCTaHOBKa wunu nepesanyck) ak3emnnspom OpenVPN
KnNueHTa npegHa3HadeHbl KHOMKK, pacrnornoXeHHble B ctonbue [lencTBusa 1abnyilbl COCTOAHUSA 9K3EMMNIAPOB
OpenVPN knueHToB.

» 3anycTuTb — BbINOMHAET 3anyck ak3emnnspa OpenVPN knneHTa. Ecnu akzemnnsp OpenVPN
KNUEHTa y>Ke 3anyLleH, TO KHOMKa He akTUBHA;

* OCTaHOBUTb — BbIMOHSIET OCTAaHOBKY 3k3eMmnnsipa OpenVPN knueHTta. Ecnn aksemnnsap OpenVPN
KNMeHTa He 3anyLleH, TO KHOMKa He aKkTUBHaA;

* Mepe3anycTuTb — BLINONHSAET Nepesanyck aksemnnsapa OpenVPN knveHTa. Ecnn ak3emnnsap
OpenVPN knueHTa He 3anyLLeH, TO KHOMKa He akTUBHA.

7.3.2 KoHdourypauums

El NMPUMEYAHUE
B npunoxenun I npuBeaeHo onncaHne npouenypbl HacTponkm aksemnnapa OpenVPN knveHTa ¢
ucnonb3oBaHnem cepsuca 6ecnnatHoro VPN goctyna www.freeopenvpn.org

Ha Bknagke KoHdwmrypaumsa ctpannubl OpenVPN knueHT pacnonoxeHbl HacTponku cnyx6bbl OpenVPN 1
HacTponku akzemnnapos OpenVPN knveHToB. BHewHui Bug Bknagkn KoHdmrypaumsa nokasaH Ha puUCyHke:
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CocrosHmwe | Kowdurypayws

KoHdurypauua OpenVPN KnueHToB

InoSaneHble HACTPOWKKW

Brnounth asTozanyck OpenVPN M

AxaeMnnapbi

WmA BrmoueHo KoHdurypaymoHHbin dain OVPN Wm# ycTpoiicTea

usa |:| USA freecpenvpn tcp.ovpn BETOMaTHYECKH — m
netherlands & Netherlands freeopenvpn_tcp.ovpn BETOMETHYECKH =
vpnbook [ vpnbook-fri-cep8l.ovpn tun100 = m
russia D Russia freeopenvpn top.ovpn tun100 = m
england O England freeopenvpn tcp.ovpn SETOMESTHYECKH = m

Lo6aEnTh HOBBIR IKIEMNNAR..

PucyHok 7.35 — CtpaHuua «OpenVPN knueHT». Bknagka «KoHdurypaumsa»

CTtpaHuua koHdurypauum pasgeneHa Ha nogpasgen rnobanbHbiX HAcTpoek M noapasgen KoHdurypaumu
ak3emnnsipoB OpenVPN KnneHToB.

B nogpasnene rnobarnbHbIX HacTpOeK pacrnofiokeHa TOMbKO OfHa HacTpolka — BkmounTb aBTO3anyck
OpenVPN. [laHHasi HacTporika NO3BOMSIET BKIKOYMTb aBTOMaTU4eckumi 3anyck cnyxosl OpenVPN npu 3anycke
cucteMbl. Ecnu aBTOMaTMYeCcKMI 3anyck BKMOYEH, TO BCE HACTPOEHHblE W BKIOYEHHbLIE SK3EMMMSPbI
OpenVPN knveHTa (ansi KOTOpbIX BKIHOYEHa HacTponka BknioyeHo) Takke OyaoyT aBTOMaTUYECKM
3anycKkaTbCs Npu 3anycke CUCTEMbI.

HacTtporiku akzemnnsapos OpenVPN knneHToB oTobpaxaoTcs B BUuAe Tabnuvubl B nogpasgene k3eMnnspbl:

JxzeMnnApbl

Wma BrnioueHo KoHdurypaimoHHbii daitn OVPN WmA ycTpoilcTea

usa O USA freeopenvpn Tcp.OoVRR BBTOMATHYECKH =
netherlands %] Netherlands_ freecpenvpn_tcp.ovpn SETOMATHYECKH = m
vpnbook l:l vpnbook-frl-tcp80.ovpn tun100 =
russia O Russia freeopenvpn tcp.ovpn tun100 =
england O England_fresopenvpn_tcp.ovpn a5TOMaTHYECKH = m

No6aBUTb HOBbIA 3K3EMNNAP...

PucyHok 7.36 — CtpaHuua «OpenVPN knueHT». Tabnuua HacTpoek aksemnnsapoB OpenVPN knueHToB
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Tabnuua nmeeT crnegyoLmne OCHOBHbIE CTONOLbI:
* Umsa — yHukanbHoe ums aksemnnspa OpenVPN knueHTa;
* BKkrnroyeHo — BKITHOYEH UMK BbIKMOYEH COOTBETCTBYOLWMIA 3k3emnnisp OpenVPN knneHTa;

* KoHdurypaumoHHbin dpann OVPN — nms koHurypaumoHHoro dparina sksemnnsipa OpenVPN
knueHTta B popmare OVPN

* Umsa ycTponcTBa — 1MMs yCTpOMCTBa

B nocnegHeM ctondue Tabnuubl pacnonoXeHbl KHOMKW yNpaBneHnst 3annucsmm KoHUrypauum aKk3eMnrisipoB
OpenVPN KnueHToB:

* = — KHOMKa U3MEHEeHWs NopsiAKa 3anucen B Tabnuue. YaepXkmBas HaxxaTon JaHHYH KHOMKY MOXHO
nepemeLLaTb CTPOKY Tabnuubl, U3MEHSI TEM caMbiM €€ NopsaokK. [NprMeHSeTCa CKIKYUTENBHO AN

BM3yarbHOW rpynnupoBKM KOHUrypaunii. ®yHKLMOHANbLHOIO 3Ha4YeHUsl NopsAoK 3anncem
KOHcburypauumn B Tabnuue He nMmeer;

* UI3MeHUTb — KHOMKa pegakTupoBaHMs KOHUrypaumm cooTBeTcTBytoLero aksemnnsapa OpenVPN
KINneHTa;

* YaanuTtb — KHOMKa yaaneHus KoHuUrypaumm cootseTcTaytoLLero aksemnnspa OpenVPN knueHTa.

Moa Tabnuuen Hactpoek 3k3emnnsaApoB OpenVPN knneHToB pacnonoxeHa kHonka [Jo6aBuTb HOBbIN
3K3eMnAAp..., NpegHasHadeHHas s gobasneHns koHurypaumm Hoeoro ak3emnnspa OpenVPN knveHTa.

7.3.2.1 PepgaktupoBaHue 3k3emnnsipa OpenVPN knueHTa

Ons pepakTupoBaHus HacTpoek ak3emnnspa OpenVPN knueHta Heobxogumo HaxaTtb KHonky U3meHuTb,

pacnosioXeHHYH B CTPOKE COOTBETCTBYHOLLErO ak3emnnsipa. [py atoM OygeT OTKpbITO BCMibiBalOLEe OKHO
HacTpoek ak3emnnsapa OpenVPN knneHTa.

Kondurypauus OpenVPN wnuerTos » vpnbook
BxnoueHo

KonpurypauwoxHomi gaitn OVPN [ /etc/openvpn/vpnbook-fri-tcp80.ovpn (4.02 KB)

KoHurypaumn KoppexTHan

MMA yCTPOWHCTBS tun 1000

AYTEHTUHUKALKA MO MMEHW NOML30BATENA W NAPONKD

PucyHok 7.37 — BecnnbiBarlyee OKHO peAakTUPOBaHUA HacTpoek aksemnnsapa OpenVPN knueHTta

[ns koHdmrypauum gocTynHbl cnegyowmne napameTpsbl ak3emnnapa OpenVPN knveHTa:
* BKnroueHo — BKITHOUEH UNnK BbiKMtoYveH ak3eMmnnsip OpenVPN knuneHTa;

* KoHdurypaumoHHbin pann OVPN — BbIGop 1 3arpy3ka KoHuUrypaunoHHoro carina aksemnnsapa
OpenVPN knueHTa B popmarte OVPN;
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* UMsa ycTponcTBa — UMS YCTPONCTBa Anst AaHHoro ak3emnnapa OpenVPN knuneHTa. JomkHo 6biTh
ykasaHo B cpopMe tunX unu tapX, rge X — Homep ycTponcTtea. Ecnv umsa yctponcTtea ykasaHo, To npu
noaknioYeHumn byaet ucnonb3oBaHoO yka3aHHOe YCTPOMUCTBO. Ecnu yCcTponcTBO He ykasaHo, TO npu
NOAKMOYEHNN YCTPOMCTBO OyaAeT CO34aH0 aBTOMATUYECKN B COOTBETCTBUM C ONUMAMU
KOHUrypaumoHHoro danna.

» AyTeHTUduUKaLMa Mo UMeHU NoNb30oBaTens U Naposo — BKIOYEHWE (YHKLMN JONOSHUTENBLHON
ayTeHTUMKaLmm No uMeHn nonb3oBartens u naponto. MHorne nposanaepbl OpenVPN Tpebyiot
OTAENbHOW AONONHUTENBHOW ayTEHTUdUKALUM NO MMEHN NONb30BaTENs U Naponio;

El NPUMEYAHUE
B TekyLLeln BepCcun NPOLLMBKM PEXNM ayTEHTUdMKALIMM NO UMEHU NOMNb30BaTenNs 1 Naponto

MOXeT paboTaTb HEKOPPEKTHO. VIHCTPYKUMA NO peLleHnto 3Tol NpobnemMbl NpueeneHa no
CCbinke.

* Uma nonb3oBaTensa — UM norib3oBaTens ana ayTeHTI/I(i)I/IKaLI,I/IVI Nno MMEeHU NoNb3oBaTend 1 Naponto.
HaCTpOVIKa aKTUBHA TOIbKO eCl1 BKIK4YeHa onuud AyTeHTVICbVIKaI.IVIﬂ no UMeHU nonb3oBaTensa n
naponio;

° I'Iaponb — Naponb ana ayTeHTM(bI/IKaLI,I/II/I Nno NMeHU Nosb3oBaTeNA U Naponto. HaCTp0|71|<a aKTUBHaA
TOJIbKO eCnun BKIto4eHa onuuna AyTeHTVIq)VIKaLIMSI no MMeHU NoJyib3oBaTesnd U Naposto.

Bbi60op 1 3arpy3ka koHdurypaumoHHbix pannos B OVPN dopmarte

IOna Bblbopa u 3arpysku KoHduUrypaumoHHeix cannos B d¢opmate OVPN npegHasHadyeHa onuus
KoHdmrypaumoHHbin cann OVPN, otoGpakaemasi BO BCMNIbIBalOLWEM OKHE pedakTMpoBaHMsSI HacTpoek
aksemnnspa OpenVPN knneHTa.

Mocne cosgaHusa HoBoro ak3emnngapa OpenVPN knueHTa KoHUrypaunoHHbIn dain He BblOpaH 1 BHELLHWUIA
BWA OMUMW BbIMMSANT, Kak MOKa3aHo Ha PUCYHKE:

‘ BbibpaTtb dain...

[ Dain He BbiOpaH ]

PucyHok 7.38 — Bbi160p u 3arpy3ka koHdurypauuoHHoro cpaina B popmate OVPN. dainn He BbIGpaH

[ns BeiGopa (Mnun 3arpy3ku HOBOro) channa Heobxogumo HaxaTb KHOMKy BbiGpaTb ¢pann.... Haxatne gaHHon
KHOMKN NepeBoaNT ONLUMIO B pexknm Bblbopa (Mnu 3arpy3ku) dbanna. B pexvme Beibopa darina otobpaxaetcs
CMUCOK Y)Ke 3arpy>keHHbIX hainoBs, Kak MoKa3aHo Ha PUCYHKE:
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/etc/openvpn

[} England_freeopenvpn_tcp.ovpn 2020-08-31 18:11:07
() Netherlands_freeopenvpn_udp.ovpn 2020-08-31 15:42:38
[ Russia_freeopenvpn_tcp.ovpn 2020-08-31 18:10:54
[ usA_freeopenvpn_tcp.ovpn 2020-08-31 17:58:20
() openvpn-1.0vpn 2020-08-31 18:11:35
() openvpn-2.ovpn 2020-08-31 18:11:39
) openvpn-3.0vpn 2020-08-31 18:11:42
) openvpn-4.ovpn 2020-08-31 18:11:45
E] openvpn-valid.ovpn 2020-08-31 18:11:55

ndurypaumm 8 dopmarte OVPN. BoiBparHbiit KOHOMIypaLMoHHbIR haitn LOMKeH Cofep)aTs Boe HeoBXoLMMbIe NaHHbIE

]
1

1

|

|

)

|
0
|

1

)

|

1

1

[ ®@ain He BbibpaH ]

PucyHok 7.39 — Bbi60op u 3arpy3ka KoHdurypaumoHHoro c¢anna B ¢popmate OVPN. Cnucok
3arpyxeHHbIx pannos

Ecnu 3arpyxeHHble q)aVIJ'IbI OTCYTCTBYHOT, TO OTO6pa)KaeMbll7I CMNCOK TaKkXe 6yp,eT nycTt un BHELLHWI BMA onummn
6y,u,eT BbIMAOETb, KaK NOKa3aHO Ha PUCYHKE:

/etc/openvpn

HeTt anemMeHTOB B 3TOM KaTanore

s

rypauum 8 thopmate OVPN. Buibparnsiin koHburypauuorHnsin hailn gonxed CONepMaTs ECE HEoOXOAUMBbIE AAHHLIE

[ ®Dain He Boibpan ]

PucyHok 7.40 — Bbi6op u 3arpy3ka koHdurypaumoHHoro ¢ganna B opmare OVPN. OTcytcTBUe
3arpyXeHHbIx dpannoB

[lnsa 3arpysku HOBOro ¢hanna Ha yCTPONCTBO HEOBXoAMMO HaxaTb KHOMKy 3arpy3ka ¢panna.... B atom cnyyae
OyoeT OTKpbITO CTaHAAPTHOE AMarioroBoe OKHO Bbibopa danrna, B KOTOPOM HeoOXoauMo BbiOpaTh Tpebyembliit
hann Ha nokanbHOW (palnoBON CUCTEME KOMMbIOTEPA M HaXaTb KHOMKY OTKPbITb (pacnonoxeHuve u
Ha3BaHWE KHOMKU MOXET OTNMYaTbCs B 3aBMCMMOCTU OT MCMONb3yemoro Opaysepa w/unm onepauroHHON
CUCTEMBI).
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@ Buirpyzka gaiina x
« o » 3ot komnetotep * Work (D:) > OVPN Configs v O Mownck: OVPN Configs P
Ynopagounte ¥ Hosan nanka =« [TH 9

i Wima ) [lata namenenna Tun Pasmep

3 BuicTpeiit gocTyn

- M England_freeopenvpn_tcp DpenVPN Config S Kb
I Pabouwii cron o+ . - -

) (") Russia_fresopenvpn_tcp OpenVPN Config .. 9 Kb
‘ Supyn " M USA_freeopenvpn_tcp OpenVPN Cenfig ... 9 KB
|5 AoxymenTel
= Vzobpaxenus 4
Wwma daiina: Russia_freeopenvpn_tcp v| |[*ovpn v
Orkpeite OtmenHa

PucyHok 7.41 — CtaHgapTHOe AnanoroBoe OkKHoO BbiGopa charna ans 3arpysku

Korga Tpebyembin cpain 6yaet BbiOpaH, BHELWWHUIA BUA onummn OyAeT BeIrMsAAeTb, Kak NOKa3aHo Ha pUCYHKe —
nMs 3arpyxaemoro carina byget otobpaxatbesi B nosie Mexay kHornkamy 063op... u 3arpyska canna.

fetc/openvpn

Het anemMeHTOB B 3TOM Katanore

0630p... Russia_freeopenvpn_tcp.ovpn

OTmeHa
ste OVPN. B b b i 31N han Ke g y e HE

[ @ain He BbibpaH ]

PucyHok 7.42 — Bbi60p 1 3arpy3ka koHdurypaunoHHoro ¢anna B coopmare OVPN. Bbi6op channa gns
3arpysku

Ecnu Tpebyetrcs BbiOpaTb gpyron damn gns 3arpys3ku (Hanpumep, cann 6bin BbliOpaH OWMBOYHO),

HeobXxoaMMo HaxaTb KHOMKy O630p... 1 NOBTOpUTL BbLIGOP hanna Ha fnokanbHOW (annoBon cucTeme
KoMMbloTEPA.

Haxatune kHonkn 3arpy3ka dranna npuBenET K BbIMNOMHEHUIO 3arpy3kn BbIGpaHHOro dhavna Ha yCTPOMCTBO.

Mo okoHYaHMIO 3arpy3ku parnna Ha yCTPOMCTBO HOBbIM hann Byaer JOCTYNeH B CNMCKE 3arpy>KeHHbIX (hannos
Ans Boibopa:

/etc/openvpn
LY e e
) Russia_freeopenvpn_tcp.ovpn

2020-08-31 20:20:57

[ Qaitn He BbibpaH ]

PucyHok 7.43 — Bbi6op u 3arpy3ka koHdurypaumoHHoro ¢anna B popmate OVPN. dain 3arpyxeH Ha
YCTPOMCTBO
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Bbibop Tpebyemoro darina npousBoaMTCA NYTEM OOHOKPATHOrO HaxaTtus MMeHu danna B cnucke. [Mpu
BblOOpe harina onuus nepexoauTt M3 pexmnma Bbibopa dannoB obpaTHO B OObIYHbLIA pexum. B obbl4HOM
pexume, ecnu dann BelbpaH, Ha3BaHue kKHONkK1 BeibpaTb dann... byaer 3ameHeHO Ha uMs (NyTb) TEKYLLEro
BblOpaHHoOro anna.

Mocne BbIGopa KOHUrypaLUMOHHOIO ghaiina aBToMaTyecku GyaeT NponsBeneHa ero nposepka (Banuaaums).
PesynkTat npoBepku 6yaeT oToGpaxeéH nofa KHOMKow Bbibopa daiina, kak NokasaHo Ha PUCYHKe:

‘ ] setc/openvpn/openvpn-1.ovpn (10.34 KB)

WPM
Vi

KoHpurypauna HekoppexTHan (2 ownbku, 3 npeaynpexaeHus) 1

Owmnbrm:
© Ctpoka 28: Onumna «remotes UMeeT HeBepHoe 3HaueHue «4x443» aprymenTta #2 (port)
o Ctpoka 30: Onums «http-proxy» umeeT HegepHoe axayeHue «80800» aprymenTa #2 (port)
o Ctpoka 35: Onuma «remote» UMeeT HeeepHoe 2HaueHKe «invalids aprymexTa #3 (profo)

MpeaynpexpaeHun:
16 LR ent-cert-not-re Dena U MOXEeT BbiTh YoaneHa & VLMY BEeDCHAX VP

PucyHok 7.44 — Bannpgaunsa OVPN koHdurypaumoHHoro canna. HekoppektHas koHdurypaums

B cnyyae obHapyxeHus HEKOpPEeKTHOM KOoHdurypaumm 6yayT BbiBeAeHbl CoobLeHns (owubkn u
npegynpexaeHns) sBanvagaropa.
KoppeKTHbIN KOHPUIypaLMOHHbIV hann AormKeH YO0BNETBOPATL CneayoLlwmm TpeboBaHUsAM:

* chann gormkeH sBnaTbesa koHdurypaumein OpenVPN knveHTa (koHdUrypaumoHHble dannsl Ans
OpenVPN cepBepa He nogaepXxuBatoTcs);

* (havin JOMKeH ABNATLCA CUHTaKCUYECKN KOPPEKTHBIM KOH(UIYpaLuoHHbIM carinom B popmate OVPN
W He JOMMKEeH coepxaTb HEN3BECTHbLIX ONUUN;

* KOH(UrypaLMOHHbIE OMNLMM, NPeAnonaratoLLmne ykasaHme Tex Unm uHelx oannoB B CBOMX apryMeHTax,
He JOMKHbI CebinaTbes Ha aTu channsl B popme nyTu k channy. MNMogobHele onuum (ca, cert, key, tls-auth
W T.N.) BOIMKHbI BbITb YKa3aHbl BO BCTpansBaeMol (inline) doopme ¢ BKNIOYEHUEM COAEPKMMOTO
TpebyeMbix hainoB HEMNOCPEACTBEHHO B KOH(UIypaLUMoHHOM channe.

CoxpaHutb  KoHgwurypauuto  ak3emnnspa OpenVPN  knveHTa C  BblOpaHHbIM  HEKOPPEKTHBLIM
KOHMrypaunoHHbIM channom Hemnb3a. Heobxoammo BelbpaTh KOPPEKTHbLIM KOHGUIYpaLUoHHbIN hain.

7.3.2.2 lo6aBneHune HoBoro ak3emnnsapa OpenVPN knueHTa

Ons pobaBneHnss HoBoOW KoHdurypaumm ak3emnnspa OpenVPN knneHTa HeoOXoguMMO HaxaTb KHOMKY
[o6aBUTb HOBbINA IK3EMMSISAP..., PACMONOXEHHYI0 N0 TabnuLen 3K3eMnisipos.

Mpn Haxatun kHomku Oyaer oToGpakeHO BCMMbIBalOLEe OKHO C MpeanoXeHuem BBOAA WMMEHW HOBOrO
ak3emnnspa OpenVPN knueHTa, Kak NokasaHo Ha PUCYHKE:

125



7 Cnyx0Obl

AobannTe HoBLIR 3K3eMmanap OpenVPN KnuenTa. ..

Haainawise |

i Coapaty saaemnmap

OobasuTe HoBbIA ax3emMnaap OpenVPN KnuenTa...

Haanauan el

U Coapats scamannap

PucyHok 7.45 — BecnnbiBarowee OKHO BBoA4a MMeHU HOBoOro ak3emnnsipa OpenVPN knueHTa

Wwms HoBoro aksemnnsipa OpenVPN knveHTa AOMmKHO YAOBNETBOPSATh CrieayoWwmnm yCrioBUSM:
* HEe JOMKHO coBnaaaTth C UMEHEM YyXKe CyLlecTByoLmX ak3emnnsapos OpenVPN knveHTos;
* ANIMHa UMEHN HE JOoSMKHA NpeBblwaTh 24 cMMBONa;

* JOMMKHO COCTOSATb U3 CMMBOJOB fTaTUHCKOro andgasuTa («a—z», «A—Z»), apabekunx undp («0-9») n
CMMBONA HWDKHETO noaYvépkmnaHus («_»). Jliobble apyrne cMMBONbI 3anpeLLeHbI.

NMPUMEYAHUE
Nwmsa akzemnnsapa OpenVPN knveHTa nocne ero cosgaHns USMEHNTb HemMb3s.

lMocne BBOga NpaBWibHOrO MMEeHW HoBoro ak3emnnspa OpenVPN knveHTa M Haxatusa kHomnku Cosgartb

ak3eMnnsap (PUCyHOK 7.45) BygeT OTKpbITO BCMMbIBalOLEe OKHO HAacTpoek HoBoro ak3emnnsipa OpenVPN

KNWeHTa, Takke Kak U Mpu U3MeHeHuU (PedakTUPOBaHUM) HACTPOEK YXe CyLeCTBYIOLIEro ak3emnnspa

OpenVPN knuenTa.

7.3.2.3 YpaneHue ak3emnnsapa OpenVPN knueHTa

Ona ypaneHua oak3emnngpa OpenVPN knueHTa npegHasHadeHa KHorka YaanuTb (pUCyHOK 7.43),
pacnoroXeHHas B CTPOKE COOTBETCTBYIOLLErO 3K3eMnisipa.
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7.4 HTTP/HTTPS

Ha ctpanuue HTTP/HTTPS pasgena Cnyx0bl pacnonoXeHbl HACTPOWKM JErKoro ogHonotoyHoro Web-

cepBepa UHTTPd (cm. pucyHok 7.46).

& plc210 - HTTP/HTTPS - LuCl X | =

<« c @

GBI

@ 172.16.0.1/cgi-bin/luci/ad

- @0

rin@D @ 1

CocroAHue » plczlo
Cuctema »

uHTTPd
MK »

Nerkui 5 pEe
Cryxiel

CCHOBHBIE HACTPOT
ooNE CHOBHBIE HACTPOTKKM

STP/RSTP

Bxogawwe HTTP (agpecinopr)  0.0.0.0:80
HTTR/HTTPS [-]80
FTP
Cets b Mpwe K KOHKDETHOMY WHT o el
Cratnctika b BxogAwme HTTPS (agpeccnopr)  0.0.0.0:443

[:]:443

Briiitn

aficy IopTY (MyTem

Mepexanpaenenue scex HTTP 3anpocoe Ha HTTPS

Wruopuposare npusatHble IP-agpeca Ha nyfnndaxom
uHTepdeice

3arpymenHbiil dain (929.00 5)
0b3op...

Cepmudmkar HTTPS (kogupoeka DER)

®aiin He BeifpaH.
Jetc/uhttpd.crt

3arpysedHelil faiin (1.67 kB)
0bzop...

MpueatHeii knoy HTTPS (kogupoeka DER)

®ailn He BeIbpaH.
Jetcfuhttpd.key

YaanuTs Crapsiil cepTidniar W Koy
"

Ynanute cTapeiil CepTHOMKaT 0 KKy

YoanuTe HACTPOWHKW ANA CEPTMRMKSTA W KNDYa

PucyHok 7.46 — Ctpanuua «<HTTP/HTTPS»

Ha ctpaHuue HTTP/HTTPS npefcrasneHsl cnegyowme 0CHOBHbIE HACTPOWKU:

* Bxogsiwume HTTP (agpec:nopTt) — agpec v NopT AN BXOAALMX 3anpocoB no npotokony HTTP (no

yMOIn4YaHuio ncnornbayetcsi nopT 80);

* Bxoaswume HTTPS (agpec:nopTt) — agpec u nopT Ans BXOASLWMUX 3anpocoB no npotokony HTTPS (no

YMOMYaHUIO ncnonb3yeTtcst nopT 443);

* NepeHanpaBneHue scex HTTP 3anpocoB Ha HTTPS — ycTtaHoBKka JaHHOro napameTpa no3sonsiet

nepeHanpasnaTb Bce BXxoAsLme 3anpockl no npotokony HTTP Ha HTTPS.

* UIrHopupoBaTb npuBaTHbIe IP-agpeca Ha nybnyHom nHTepdence — ycraHoBka 4aHHOIO
napamMeTpa no3BOoisSeT 3anpeTuTb AOCTYN ¢ NpuBaTHbIX IP-agpecoB Ha nHTepderice, ecriv oH nmeet

nyonuuHbin IP-agpec (RFC1918, cMm. MHCTPYKLMIO);

127


http://www.ietf.org/rfc/rfc1918.txt

7 Cnyx0Obl

* Ceptuchukat HTTPS (kogmnpoBka DER) — nyTb k dpainy ceptudukara B painoson cucteme
ycTpowncTBa (no ymonyaHuio «/etc/uhttpd.crty»). Mpu nomowm kHomkm «OB630p...» MOXHO BbIMNOMHUTL
3arpy3ky HOBoro gpavina ceptudukara B oopmate DER;

* MpuBatHbIN KNtou HTTPS (kogupoBka DER) — nyTh k dhaviny npMBaTHOro kritova Ha ¢oannoBom
cucTeme ycTpomncTaa (Mo ymonyanuio «/etc/uhttpd.key»). Mpu nomowum kHonkn «OB30p...» MOXHO
BbINONHUTL 3arpy3Ky HOBOro gpanna npueaTtHoro kniova B chopmate DER;

* YaanuTtb cTapbi cepTudMKaT U KINKY — HaXxxaTue 3TON KHOMKW yaansaeT CywecTByowWmn ceptudmkar
W NpMBaTHbIV KMtod. byaeT BbinonHeHa reHepaums HOBOro caMonoAnncaHHoro ceptudmkara ¢
ncnonb3oBaHnem HacTpoek 13 nogpasgena MapameTpbl camonoanucaHHoro ceptudukara (Cm.
pasgen 7.4.1);

* YaanuTb HacTpPoOMKu ansA cepTudmkarta u Krnroya — Haxkatme 3TON KHOMKW yaansieT CyLeCTBYOLWMNA
cepTuduKaT 1 MPUBATHbBIN KNOY, a Takke OTKMNoYaeT noaaepxky npotokona HTTPS.
7.4.1 NapameTpbl camonognucaHHoro ceptucdukara

B nogpasgene MapameTpbl camonognucaHHoro ceptucmkara crtpaHmubl HTTP/HTTPS npeacrtaeneHsbl
HaCTPOWKK, MCMOMb3yeMble ANS reHepauum camonognucaHHoro ceptudukata cnyxbol HTTP/HTTPS-
cepBepa (CM. pUCyHOK 7.47).

MNMapameTpbl caMONoANMCAHHOTO cepTUdMKaTa

Konuuyecteo gHeil, B TedeHne koTopeix | 730
CreHepUpOBaHHLI CepTuiukar geicTenTeneH

[nuHa npueatHoro knioua B butax | 2048

Common name (/CN)  OWEN-PLC210
Country name (/C) RU
State or province name (/ST)  Unknown

Locality name (/L) = Unknown

PucyHok 7.47 — CtpaHuua «<HTTP/HTTPS». MapameTpbl camonognmMcaHHOro ceptudukara

m NMPUMEYAHUE

ABTOMaTMYecKkas reHepaumsi caMonoanmMcaHHoro ceptudukarta n NPUBaTHOIO Krtoya BbIMOSHAETCS
npv NEPBOM BKITHOYEHMM YCTPOWNCTBA NN B CryYae yaaneHus CyLecTBYHLEro ceptudukaTa unm
NPUBAaTHOrO Krtova.

[ns KoHdwMrypauum oCcTynHbl CneayoLwmne HacTPONKK:

* Konu4yecTBO OHEN, B Te4EHUE KOTOPbLIX CrTeHePUPOBaHHbIN cepTUdUKaT AENCTBUTENEH — CPOK
aencTeus ceptudpmkarta B gHax (no ymonyanumio 730);

» InuHa npMBaTHOrO KMko4Ya B 6GUuTax — AnvHa NpMBaTHOro Kniova wudposaHus B butax (no
ymonyanuio 2048);

* Common name (/CN) — nonHoe JOMeHHOE UMSs cepBepa, MMS XOCTa;
* Country name (/C) — aByx6ykBeHHbI ISO-kof CTpaHbl;

« State or province name (/ST) — obnacTb, rge 6bina NnpoBefeHa ouvumansHas permctTpaums
KoMMNaHuu;

* Locality name (/L) — Ha3BaHwue ropoga, rae 6bina npoeefeHa oduumanbHasi permcrpaums KOMnaHuu.
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7.5 Hactpownka koHTponnepa B pexume MQTT-6pokepa

Ha ctpannue MQTT pasgena Cnyx6bl pacnonoxeHbl HacTponkn MQTT-6pokepa Mosquitto. [Ina 3anycka
Tpebyercs:

* YyCTaHOBUTbL ranoyky Bkniountb 6pokep;

* yKasaTb Homep nopTta. 3Ha4yeHne nNo ymonyaHmio — 1883.

Y - ~
L] s ABTOOBHOENEHHE EKNIOYEHD
L |

CocToAHME b plc21@rk

Cucrema b
neTema Bpokep MQTT
MK » HacTtpoiiku Gpoxepa 3agakoTes B (aine /etc/mosquitto/mosquitto.conf. Cm. enucanue HacTpoex Mo cebiike
CrywGbl ¥ Onucanue daiina koHdurypauum
MaTT
HacTpoitku:
DDNS
BKMiouMTD Gpokep
STP/RSTP
OpenVPN knueHT Mopr: 1883
FTP
CraTucTHKa

HTTP/HTTPS

BepcuA: mosquittoversion.6.10

Cratyc: PafoTaeT

YMCN0 MOAKNIOHEHHBIX KIIHEHTOR:0

HUCNO NONYHEHHBIX Co0BIeHNA: 23

Yucno oTnpaeneHHbix publish-coobuwiexuii: 245
YUcno aKTHBHBIX retain-coobuyeHmnia: 40

Cetb b

CraTncTuka b

BriATH

PucyHok 7.48 — Bknagka Cnyx661/MQTT

Hactporiku 6pokepa pacnonoxeHbl B KoHdwurypaunoHHom danne /etc/mosquitto/mosquitto. conf.
PenaktupoBaHue OoMONMHUTENBHBLIX HACTpoek (ecnu 3To TpebyeTrcs) MOXHO NPOWM3BECTU, HanpuMmep, C
nomoulbto yTrnutbl WinSCP. OnucaHve HacTpoek JOCTYMNHO Mo cchbinke. Ha Bknagke Takke oTobpaxatoTcs
napameTpbl CTAaTUCTUKM, B KOTOPOW YYUTLIBAKOTCA COOOLLUEHUA CTaTUCTUKM W MNOAKMIOYEHUS] NOKanbHOro
MQTT-knuneHTa, KOTOPbLIV U OCYLLECTBNSET COOP CTAaTUCTUKM.

Tabnuua 7.1 — NapameTpbl cTatuctkm MQTT-6pokepa

MapameTp Tonuk
Bepcus $SYS/broker/version
Cratyc OnpegensieTca Ha OCHOBaHUK cTaTyca cepBuca
Yncno noaxknNYEHHbIX KIMMEHTOB $SYS/broker/clients/connected
Yuncno nonyyeHHbIX coobLLEeHNI $SYS/broker/messages/received
Yumcno otnpaeneHHbix publish-coobueHnn $SYS/broker/publish/messages/sent
Yucno akTuBHbIX retain-coobLweHnm $SYS/broker/retained messages/coun
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7.6 FTP

Ha ctpanuue FTP pasgena Cnyx6bl pacnonoxeHbl HacTponku FTP-cepeepa. BHewHu Bua ctpanuubl FTP
nokasaH Ha pucyHke 7.49.

-

Hactpoliku FTP-cepBepa pasaeneHbl Ha ABe BKIaaKu:

* Hactponku cryx0bi;

* OCHOBHblE HaCTPONKY;

* HacTponkun nogkntoveHus;
* [Nonb3oBarens;

* HacTponku xXypHanmpoBaHusi.
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& ple210- FIP - LuCl x|+ B}
&« c @ © & 172.16.0.1/cgi-bin/luci/admin/services/ftp - @ 1 n @ & =
\/ [
(V) H |
CocTonsue b ple2lo
Cocitaa ¥ HacTpoiiku FTP-cepeepa
Nk »
Cnywbsl v
HacTponku cnykbel | OcHoBHbie HacTpoRikk | HacTpoiku nogxmoueqws | [lonbzosatens | HacTpOWKW WyDHANWPOBAHWA

DONS

STP/RSTP BrmounTs FTP-cepeep [

FTP

HTTR/HTTPS BrMOUHTL IPv4
Ceto b

IPv4 appec 0.0.00
CratucTuka b
Brmounto IPve [
BhiiATH
MopT Ana BXOAALMX COBAMHEHMI n
MopT AnA AaHHBIX 20
o
PucyHok 7.49 — CtpaHuua «FTP». O6wwme HacTponku
. ] NMPUMEYAHUE
B npunoxeHun npuBoanTCa NpMmep BbINOSTHEHUS NOAKNHOYEHNS K YCTPOUCTBY Mo npoTokony FTP.
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7.6.1 HacTtpownku cnyx06bl

HacTpoiiku cnyw6b OcHoBHbie HacTpoilku | HacTtpoiiku nogknioueHua | lNMonb3oratens | HacTpoitku xypHanupoBaHus

Bxnounte FTP-cepeep

BrnoymnTh IPv4

IPv4 appec 0.0.0.0

Bxknountb IPv6é  []

MopT ANA BXOAALMX COEAMHEHUA 21

MopT gna AaHHbIX 20

PucyHok 7.50 — Ctpanuua «FTP». HacTpoWku cnyx6bi
HacTtporiku cnyx6bl FTP-cepBepa pacnonoxeHbl Bo Bknagke HacTponku cnyx6bl 1 NO3BONSAIOT BbIMONHUTD
KOHbMrypaumio criefyroLmx napameTpos:

* Bkntountb cnyx6y FTP— nonHoe BkntoyeHne nnum otknodeHne cnyx6sl FTP. Ecnn onumsa BknoyeHa,
To cnyx6a FTP Byget aBTomaTnyecky 3anyckarbCs npuy 3anycke CUCTEMBI;

* Bknountb IPv4 — BkitodeHne nnm otknioveHne pabotsbl cnyx6bl FTP no npotokony IP Bepcuu 4;

* IPv4 agpec — IP-agpec ons BXxogswmx 3anpocoB k cnyxbe FTP-cepeepa ¢ ucnons3osaHuem IP
npoTokona Bepcuu 4;

* Bknwouuntb IPv6 — BknitodeHne unm otknioveHne pabotsbl cnyx6bl FTP no npotokony IP Bepcuu 6;

* IPv6 apgpec— |IP-agpec ons Bxogswwmx 3anpocos k cryxbe FTP-cepeepa ¢ ncnons3osanunem IP
npoTokona Bepcuu 6;

* MopT ANnsa BxoaAwWwmMX coeaMHEeHUM— HOMEp NnopTa 4S8 BXOOSALLMX 3anpocoB K cnyxbe FTP-cepeepa
(no ymonuaHwuio 21);

* MopT AnsA paHHbLIX— HOMEp NopTa Ana ncxogawmnx coegmHeHmn tuna PORT (no ymonyanuio 20).
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7.6.2 OCHOBHbIe HaCTPOMWKMN

HacTpo#KKM CNyX6bl | OCHOEHLIE HACTPOAKM | HacTpoWKM NOAKNKYEHUA | MMoNb30BaTeNk | HACTPOHKM XYPHaNMPOBaHMA

PaspelluTh 3anuck
Pa3pewuTs ckauueaHue (download)
PaspelumTs NpoCMOTP CMCKa OUPEKTOPHA

PaapelMTe pekypCcHEHbIR npocMoTp Katanorce [

MokasbleaTk CKpbiTole daiinw (dot files) []

Pemmm cosaanuA dannoe (umask) 022

CooblweHune cepeepa (FTP BaHHep)

BrMOYUTD COOBIWEHUA NPY BXOAE B kaTanorn [

Mma daitna coobLLeHnA OMPeKTODWI _message

PucyHok 7.51 — CtpaHuua «FTP». OCHOBHbIe HacTPOWKU
OcHoBHble HacTporkn FTP-cepBepa pacnonoxeHbl BO Bknagke OCHOBHble HAaCTPOWMKW U MO3BOMSOT
BbINOMHUTL KOHUIYpaLMIO CNeaYOLNX NapaMeTpOoB:

* PaspewnTb 3annucb — rnobanbHoe paspeLueHne nnu sanpet 3anvcu. Ecnv HacTporika oTKo4eHa,
BCe 3anpockl Ha 3anuck ByayT Bbi3blBaTb OLINOKY 4OCTYNA;

* Paspewntb ckaumBaHue (download)— rmo6ansHoe paspelueHne nunv 3anpet ckadmaHus ¢ FTP-
cepBepa avinos. Ecnv HacTpowika OTKMYeHa, BCe 3anpockl Ha ckaynBaHune 6yayT Bbi3biBaTb OLLINGKY
AocTyna;

* Pa3pewwumTb NnpocMoTp cnucka AupeKkTopun — rnobanbHoe paspeLleHne unm 3anpeT npocMoTpa
cnucka hannos gmpekTopuin. Ecnn HacTponka oTknioYeHa, BCe 3anpochl Ha NPOCMOTP cnvcka annos
katanora 6yayT BbI3biBaTb OLUMOKY [OCTYNA;

* Pa3pewunTb peKypCUBHbIN NPOCMOTP KaTanoroB — paspeLleHne unm 3anpeTt pekypCcMBHOIO
NPOCMOTPa COAePXKMMOTo AMpeKkTopuin (komaHaa «Is-R»);

* MokasbiBaTb ckpbITbie (hannbl (dot files) — paspelueHre unm sanpet NpocmMoTpa CKpbIThIX hainoB
(dharnbl, UM KOTOPbIX HAYMHAETCA C CUMBOSA TOYKN);

* Pexxum cozpanma cpannoB (umask) — macka pexuma cosgaHus annos (no ymonyaruo 022);

i BHUMAHUE
MNpun ykazaHuu 3Ha4eHnss B BOCbMEPUYHOM BUae, He06X04MMO NOMHUTL O HEO6X0ANMOCTH
npedwmkca «0», MHave 3HayeHne ByaeT BOCMIPUHATO Kak AECATUHHOE YACTTIO.

» CoobieHue cepBepa (FTP 6aHHep) — NpuBETCTBEHHOE COOBLLEHNE, KOTOPOE BbIBOAMTCH NPy
noaknoyeHnn k FTP-cepsepy;
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* BKnounTb cool6LeHust Npu BXxoge B KaTtarorm — BKINtoYeHne oTobpakeHust coobLLeHWI Npu
nepexofe B kKatanoru. Katanor ckaHMpyeTcs Ha Hanuuue garina, UMst KOTOPOro ykaszaHo B HAaCTpOKKe
Uma danna coobLieHna oAupeKTopuu;

* Umsa dharna coobeHnsa gupekropum — nvs gainna ¢ coobLeHneM, KOTopbili oToGpaxkaeTcs npu
nepexofie B HOBbIV KaTaror, ecrnv BKIKOYEHa HacTpolka BknounTb coobleHus npu Bxoge B
KaTanoru.

7.6.3 HacTpomnku nogkntoveHus
Hactpodikm cnywbnl | OcHoBHbIE HECTPOAKK lacTpoiku nogknodedua | MNonbaosarens | HacTpoiky xypHanMposaHua

BrmoynTt pexum PORT [

Bxnouwte pexium PASY PI

Homep NopTa, HauMHERA © KOTOPOTD Pa3MellaoTeA 10050
nopTel anA PASY pexuma
Homep nopTa, A0 KOTOPOro PasMEUanTenA NopThl gNA 10100

PASY pexvimMa

Pexwm ASCH JInR cKaUMBEHUA 1 3arpy3RM w
TanMayT HEaKTHEHON CECCHH 1800
MaKCUMAaNbHOe KONMMYeCTRO KNHeHToR 0

PucyHok 7.52 — CtpaHuua «FTP». HacTpomnku nogknioveHus

Hactponkn nogknioveHus FTP-cepsepa HaxogaTca B nogpasgene HacTpowku nopakniouveHust (CM.
PUCYHOK 7.52) 1 NO3BOMSIOT BbINOMHUTL KOH(UIrypaLmio crieqyowmx napameTpoB:
* Bknountb pexum PORT — paspeluaet unu 3anpetaet metog PORT ans nonyyeHns nHgopmaumm o
coeauHeHuu;
* Bknrountb pexum PASV — paspeluaet nnm 3anpewaet metog PASV ansa nonyyeHnsi ntHbopmMaumm o
coeguHeHuu;
* Homep nopra, HaunHas ¢ KOTOporo pasmewarTcs nopThl Ana PASV pexuma — Homep nopra,
Ha4yMHasga ¢ KOTOPOro pasmeLllaroTca nopTol Ans PASV pexuma (no ymonyanuto 10050);
* Homep nopTa, 40 KOoTOpOro pasmMelyatoTcsi nopThbl Ans PASV pexxuma — HoMep nopTa, A0 KOTOPOro
pasmeLuatoTca noptol Ana PASV pexnma (no ymonyaxuio 10100);
* Pexxum ASCII — pexxum ASCII nepegaym TekcToBbIX hannoB. [JOCTynHbI crieqyowme BapuaHThbl
paboTbl pexuma ASCII:
— OTtKkno4veHo» — pexum ASCII OTKIOYER;
— Tonbko ana ckaunBaHus (download) — pexum ASCII ucnonbayetcst TONbKO ANs cKadMBaeMblX C
FTP-cepBepa cannos;
— Tonbko gns 3arpy3ku (upload) — pexum ASCII ncnonbsyercsa TonNbko Ang 3arpy>kaembix Ha FTP-
cepBep ¢annos;
— [nsa ckaunBaHus u 3arpy3km — pexum ASCII ncnonbsyetcs onsa ckaynmeaembix ¢ FTP-cepeepa u
3arpyxaembix Ha FTP-cepBep ¢hainos;
* TamayT HeaKTUBHOM CECCUU — MO UCTEYEHUNIO YKa3aHHOIo TarMayTa, NPy HEAKTUBHOW CECCUm,
OyOeT BbINONHATLCH NPUHYANTENBHOE OTKITKOYEHME KIUEHTA;
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» MakcumanbHoe KOnM4ecTBO KITMEHTOB — MaKC/MMaribHOE KONTIMYEeCTBO OLHOBPEMEHHO
NoAaKMYéHHbIX K FTP-cepBepy KNUMEHTOB.

7.6.4 HacTtponku nonb3oBartens

Hactpoikm cnymbe | OcHoaxbie HecTpoikk | Hactpoficm nopgrniodesna | Moneacaatens | Hacrpoiku aypHanuposaHua
WIMA nonb3oBaTens ftp
Mapans eee *
LloMaIWHUA KETENOr fmnt/ufs/home/ftp/in

Pexum cozfaHwa damnos (umask 022
MaKCHMaNbHaR CKOPOCTL Nepenayun 0
Pa3pewmTs anMch W CO3RAHNE QHPEKTOPHA [
PaspewwTs sarpyaxy (upload) [
PaspewsTn npoune genctems [ |

PucyHok 7.53 — CtpaHuua «FTP». HacTpoikun nonb3oBartens

HacTporikn nonb3oBatensd Haxogdtcs B nmogpasgene Hactporku nonb3oBatensi (CM. pUcyHok 7.53) wu
MO3BOSSAOT BbIMOMHWUTL KOHUIypaLumio CrieayroLmMx napameTpoB:
* UMa nonb3oBaTens — Ums Nonb3oBaTens Anst 4ocTyna kK cogepxmmomy FTP-cepeepa;
* Maponb — napornb nonb3oBaTens Ans 4octyna k cogepxumomy FTP-cepBepa (no ymonyaHuio «ftp»);
» omawHum KaTanor — BbIGOP AoMallHero katanora FTP-cepsepa;
» MakcumanbHasi CKOPOCTb nNepeaayy — OorpaHnYeHne MakCMMarbHOW CKOPOCTY nepeaayn 4aHHbIX
(6anT B cekyHay). 3HayeHne 0 COOTBETCTBYET pexmmMy paboTbl 6e3 orpaHMYeHUn CKOPOCTH;
* PaspewnTtb 3anucb n cospaHne AUPEKTOPMN — yCTaHOBKa AaHHOro napamMeTrpa paspellaert
nonb3oBaTento 3annck annos 1 co3aaHne ANPEKTopuin;
* Pa3pewuntsb 3arpy3ky (upload) — yctaHoBka faHHOrO napameTpa paspeluaeT 3arpyxaTb daninbl Ha
FTP-cepBep;
* PazpewnTb Npoyne AenCcTBUS — BKIIOYEHME AaHHOIO NapaMeTpa paspeLlaeT He TOMNbKO Co3aBaTb,
HO 1 yoanaTb Katanoru n dannsl.

7.6.5 HacTpoiku XypHanupoBaHus

Haotpoike omoslie) | DoMoBsipes HACTRORN HacTpolky nagxmoussss | Tons»onarens

PucyHok 7.54 — CtpaHuua «FTP». HacTporku xxypHanupoBaHusi

HacTtponku xypHanupoBaHuss FTP-cepepa pacnonoxeHbl BO Bkrnagke HacTponku XypHanupoBaHUA U
MO3BONSAOT BbIMOMHUTL KOHUIypaumio CriegyroLmx napameTpoB:
* BKnounTb XypHanmpoBaHue — BbIOOp pexxnma XypHanmpoBaHus. [JJoCTyrnHbI criegytoLlme pexvMbi:
— OTKMIOYUTb — XYyPHanMpoBaHWE OTKIIOYEHO;
— B thann — xxypHanMpoBaHue BbINONHAETCH B palsi, NyTb K KOTOPOMY yKa3aH B HacTponke dain
XypHana,;
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— ®aunn xXypHana — umsa dawina XXypHana ons pexvmMa XypHanvpoBaHus B ¢pans (no yMmonyaHuio
«/var/log/vsftpd.log»).
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8 Cetb
8.1 UnTepdcpenchl

[na ynpaBneHusi ceTeBbIMM UHTEpdENcaMmm cucTeMbl npegHasHaveHa cTpaHuua UHTepdencobl pasgena
Cetb:

@ plic210- Merepdedcw- Lo X | - o
<« c @ © & 172.16.0.1/cgi-bin/luc/admin/network/networl - @ YN @O E =
0"'5" c ABTOOGHORNEHNE BIUTIOYEHT
CocToRH#e b plealo
CucTems b

WhTepdencst | OCHOBHGIE HACTPOMKM CETH

nnK »
Cywbui b WhTepdeiice

CETE * Npotoxon: CTaTwueckyi agpec
Bpewmn paboTei: 2y 31m 60

WHrEpdedcol " MAC: 64:CF-D9:60:EE:78 m HTS o m
¥ 28 Monysesse (RX): 62021 KB (5373 naweTom) :

DHCP w DNS br-lan Nepepaya (TX): 167.47 KE (3805 naxeros)
IPv4: 192.168.0.10/16

Huiena xoctos
MpoTokon: CTETWUECKMA BRpec

CTaTMYRCKWE MaLPYTh usBo Bpewmn paboTei: 2y 29m 55c

MemceTea0# axpan &= Nomyyeswe (RX): 1.26 ME (8333 nakeTos)

) usbo Nepeaaya (TX): 5.15 ME (8052 naxetos)

[rarHocTaka IPvd: 172.16.0.1/16
Cratuctuxa b i Nporoxon: DHCP-kAnesT

Gk e
BuifTi 1;1 Nonyyesme (RX): 0 6 (0 naxeTos) s
@

Nepegava (TX): 0 b (0 nakeToa)

JNoBaauTs Hosoi wHTepheRc..,

PucyHok 8.1 — CtpaHuua «MHTepdencoi»

B Bepxy cTpaHuubl pacnonoxeHbl Ase Bknagkn UHTepdencobl 1 OCHOBHbIe HAacCTPoOWKK ceTu. Ha Bknaake
OcHOBHbIe HAacTPOMKMU ceTH pacrnonoxeHa HacTponka ULA npecdukca IPv6:

@ plcai0 - Merepdesicn - Luci X | = = ™
& c @ © & 172.16.0.1 /cgi-bin/luc/admin/network/netwark @ ¢ MO & =
- ~
01'.:" c ABTOOGHOBNEHHE BEMOHEHD Te . R pT—
CooToRHne b plealn
Cucrema b = )
Wrmepdieficel | OCHOBHbIE HACTRORKH CETH
nnK »
Crymbn b OcHOBHBIE HACTPOAKK CETH

Cemn v IPvE UL A-nipeduxe fd04:2857:1236-/48
WHTepdefcnl

o |

MMeHa XOCToE

PucyHok 8.2 — CtpaHuua «UHTepdelicbl». Bknagka«OCHOBHbIE HACTPOMKU CETU»

Ha Bknagke pacnonoxeHa Tabnvua WHTepdencbl, B  KOTOPOM MNEepedyncrnieHbl  umeroLmnecs
(ckoHUrypupoBaHHbIe) ceTeBble UHTepdenchl B cucteme. [ns kaxgoro uHTepdperica B nepsom crtonbue
Tabnuupl NpuBeOEH 3HAYOK, KOTOPLIN COOEPXUT CNEAYOLLYI0 MHGOPMaLNIO:

* Ha3BaHMe UHTepeinca;
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* TUN UHTepdeiica (ethernet, MOCT, TOHHENb MM 6ECNPOBOAHON) N COCTOAHME MOAKITHOYEHNS:

ethernet: - (nogknto4yeHo), 2 (oTknOYeEHO);

mocT: 27 (nopkmioueHo), &7 (OTKMIOYEHO);

[
TOHHENb: (nogkrnto4eHo), (oTknto4eHo);

BecnpoBogHoOW: = (noakntoyeHo), = (OTKMIOYeHO).

* eCNnV MHTEepeiic SBMNSETCA MOCTOM, TO KOSNIMYECTBO NMOPTOB MOCTA OMNpPeaensieTcs KonmM4ecTBOM MKOHOK
MHTEPdENCOB, YKasaHHbIX B CKOGKaX;

* Ha3BaHWe CUCTEMHOrO CETEBOIo NHTepdenca, COOTBETCTBYHOLLEro AaHHOMY UHTepdeNcy;
* NpUKpenéHHas K JaHHOMY MHTepdelicy 30Ha MEXXCETEBOIO 3KkpaHa (onpeaensieTcs LBEeToM hoHa
3arorioBka 3Hauka).

[Mpumepbl 3Ha4YKOB CeTEBLIX MHTEPdENCOB NpuBEAEHbI HA pUCyHKe 8.3 .

LAN VAN
P 2t g)
br-lan eth1
(a) 3nauok uHTepdeidca-mocta «LANs (B) 3Hauok uHTepdedca «\WAN»

PucyHok 8.3 — 3Hauku ceTeBbIX UHTEpdencoB

Ha pucyHke 7.3, a nokasaH 3Ha4yok uHTepdgenca LAN, KOTOpbIN SBNSETCA MOCTOM, B KOTOPbIN BXOOAT TpuU
ethernet-nopta (MHTepderica). CuctemHbIi ceTeBor UHTEpPdenc, cooTBeTCTByOWMA UHTepdency LAN,
nmeet ums «br-lan». 3oHa MeXCEeTEeBOro aKpaHa, NMPUKPEnnéEHHasa K JaHHOMY UHTepdEeNncy, UMeeT CBETIO-
3enéHbl LBET, KaK M 3arofloBOK AaHHoro uHTepgenca. VHtepdenc LAN Haxogutca B MNOLKITHOYEHHOM
COCTOSIHUK, TaK Kak TUN MHTepdenca npeacraBneH LBETHON MKOHKOMN.

Ha pucyHke 7.3, 6 nokasaH 3Ha4ok nHtepderica WAN, koTopein siBnsieTca obbldHbIM ethernet-uHtepdgencom.
CuctemHbIi ceTeBoM MHTepdelic, cooTBeTcTBylOWNA MHTEpdency WAN, nmeet ums eth1 (ana MiK200) nnn
eth4 (ons MJIK210). 3oHa MeXceTeBOro akpaHa, NpUKpPensiEHHas K OJaHHOMY WHTepdency, UMeeT CBETIIO-
KpacHbI LBET, Kak W 3arorioBok AaHHoro uHtepdenca. UHtepdenc WAN Haxogutca B OTKIHOYEHHOM
COCTOSIHMU, TaK KaK TN HTepderica npeacTaBneH YepHo-6enon MKOHKOW.

Bo BTOpoM cTonbue Tabnuupbl AnNg Kaxaoro MHTepdenca BbIBOAUTCS KpaTkas MHopMaLmsa 1 cTaTucTika B
pexvuMe peanbHOro BpEMEHMU:

* MMpoTokon — npoTtokon nHTepdgeica.

* Bpems paboTbl — Bpemsi paboTbl JaHHOTO MHTepdenca.

* MAC-agpec — MAC-agpec nHtepderica (ecnm aTo NpUMEHUMO Ang NpoTokona nHTepdenca).

* MonyyeHune (RX) — Konm4ecTBo NpUHATLIX OANT (MaKeToB) C MOMEHTA 3arnycka.

* Mepepaya (TX) — KonmM4ecTBO NepedaHHbIX 6anT (NakeToB) C MOMEHTa 3anycka.

* IPv4 — Tekywni IPv4—agpec, HazHauyeHHbIn MHTepdency (ecrnm HasHa4veH).

* IPv6 — Tekywmn IPv6—agpec, Ha3HauYeHHbI MHTepdency (ecrnm HasHayveH).

* IPv6-PD — tekywumi IPv6—npedmkc (ecnu HasHayeH).

* OwmbKa — owmbka nHTepdenca (ecrnm obHapyxeHa).

B nocnegHem cTonGue Tabnumubl pacnonoXeHbl KHOMKU yrpaBrieHusl UHTepdencom:

* HQPGSaHyCTMTb — BbINOJIHAET nepenoakniyYeHne COOTBETCTBYHOLLETO MHTepcbeVlca (OTKJ'IIOLIeHl/Ie Cc
nocnenywownm I'IO,EI,KJ'IIO‘-IeHMeM).

* OCTaHOBUTb — BbINOMHAET NPUHYAUTENIbHOE OTKINI0OYEHNe COOTBETCTBYIOLLErO MHTEepdenca.
* AI3MeHUTb — OTKPbIBAET CTPaHULY peakTupoBaHMs napaMeTpoB uHTepdenca (cM. pasgen 8.1.1).

* Ypanutb — yaanset COOTBETCTBYHOLMI UHTEPENC.
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8.1.1 PegakTupoBaHue nHtepdencon

BHeLwHWn B1A BCANbIBAOLWEro OKHa pefakTupoBaHUs CETEBOro MHTepdernca nokasaH Ha pucyHke 8.4.

WHTepdeics! » WAN
OBUIME HACTROMKN JononuuTenaHibie HBCTPOI?\KM HaCTDOI;!Im Kadana HaCTDOﬁI(H MENCETEBOMD 3KpaHa

CocTontme Yerpoiicreo: eth3

MAC: 40:BD:32:2E4T.BA

£ Nonywewxme (RX): 1.88 KE (32 naketos)
Mepepaya (TX): .72 KB (33 naxeTos)

MpoTokon Knwent DHCP v
3anycTWTh Npu 3arpyske  [v]

Wma xocta 8 DHCP-aanpocax

PucyHok 8.4 — CTpaHuua peaakTupoBaHUsi CETEBOro MHTepdenca

CTpaHuvua pegakTupoBaH1s CETEBOIo MHTepdherica pasgeneHa Ha BKNagku:
» OOLWMe HACTPONKM 1 LOMNOSTHUTENbHbIE HACTPONKMY;
* HacTtponkn kaHana;

* HacTponkmn mexxceTeBoro akpaHa.

8.1.1.1 O6wue n gononHUTeNbHbIe HACTPOWNKN

Ha Bknapgkax O6wue HacTpomkn (CM. pucyHke 8.4) 1 [lononHUTerNbHble HAaCTPOWMKM (CM. PUCYHKe 8.7)
npeacTaBneHbl HACTPOWKM MHTepdeiica, Habop KOTOPLIX 3aBUCUT OT BbIGpaHHOrO NPOTOKoNa.

Bbibop npoTokona npousBoguTcs B Bhinagatowiem cnucke MNMpoTokon Ha Bknagke O6wmMe HacCTPOMKM (CM.

pucyHke 8.4). BeinagatoLumii cnnucok BbiIbopa NpoTokona nokasaH Ha pucyHke 8.5.

WireGuard VPN w I

Knuwenut DHCP
DHCPvB wnuenT

Heynpasnaemsin

WireGuard VPN

PucyHok 8.5 — Bbinagarowumim cnucok Bbibopa npoTokona nHrepdenca

Mocne Bb|60pa HOBOI'O NPOTOKOJ1a Ha CTPaHUL,e OCHOBHbIX HACTPOEK NOABUTCA KHOMKa U3meHnTb npoTOoKoOn,

Kak MokasaHo Ha pucyHke 8.4.
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MNpoToken CTaTWYyecKui agpec b

Bbl feACTBUTENBHO XOTUTE H3MEHHTD HpDTDKDJ‘I?
N3meHUTE NpoToKon

PucyHok 8.6 — KHonka cmeHbI NpoToKona ceTeBoro nHtepdenca

Mpn HaxaTnm KHoMkM U3MEHUTBb NPOTOKON NPOTOKON CETEBOro UHTEpdhenca byaet M3MeHEH Ha BbIGpaHHbIN.
Habop OCHOBHbIX 1 AOMONHUTENBHBLIX HACTPOEK ByaeT 3aMeHEH B COOTBETCTBUM C BbIBPAHHBIM NMPOTOKOMOM.

El NMPUMEYAHUE
Mogpo6HOe onucaHne HEKOTOPLIX M3 OOCTYIMHbIX MPOTOKOSIOB CETEBLIX MHTEPEENCOB 1 UX HACTPOWKM
npvBeaeHbl B pasgene 8.1.2 gaHHoro pykoBogcTaa.

Cpenu obLmx ons Bcex NPOTOKOSIOB MOXHO BbIAENUTL CreAytoLMe HaCTPONKK, PacroNnoXeHHbIE Ha BKNaake
JononHuTenbHble HACTPOMKM:

« 3anycTuTb Npu 3arpy3Ke — BKIIOYAET UM OTKITIOYAET aBTOMaTUYECKUIA 3anyck MHTepdeiica npu
3arpyske CUCTeMbI;

* Ucnonb3oBaTb BCTPOEHHbIN IPV6-MeHegXXMEeHT — BKI0YaET UMM OTKITHOYAET UCMOMb30BaHNe
BCTPOEHHOro IPv6—MeHempKMeHTa Anga AaHHOro MHTepdenca;

+ AKTUBMpPOBaTb COeAUHEHNE — YCTaHaBNMBaTb NapameTpbl MHTEPGENCY HE3aBUCMMO OT COCTOSIHUS
nogkntoyeHus. Ecnv onuns BkoveHa, USMEHEHME COCTOAHMS NOAKIOYEHUS He ByaeT Bbi3biBaTb
hotplug o6paboTumkn.

Ha pucyHke 8.7 gns npumepa npvBedéH BHEWHUA BuO Bkrnagku [JononHuTenbHble HACTPOMKWU AONs
npotokona DHCP-knueHT.

WHTepdeiicbl » WAN

O6lLMe HACTPOHKKM | [JONONHUTENbHBIE HACTPOMKK | HacTpOKKKM KaHana | HacTpOWKK MEXCETEBOTO 3KpaHa

Wcnone3aoeaTe BCTPOEHHBIA IPVE-MeHe pxMeHT

MpHHYOUTENBHOE NogKMoYeHKe (Force link) ]

Mcnonb30BaTh WHPOKOBeLLaTENbHbIA gnar [
Wcnont3oeaTth WAK3 NO YMOMYaHWID
WUcnonbzoeatk ofbABNAEMble yanom DNS cepeepa

MCNonb30BaTE METPUKY W3

D knueHTa npu DHCP-2anpoce

Knacc npouseogutens (Vendor class), KoTopbii
oTnpaenaTe npu DHCP-3anpocax

Haznaunte MAC-agpec

HaznayuTbe MTU
EETGEC CoOXpaHuTL

PucyHok 8.7 — [lononHuTenbHble HACTPOMKK ceTeBOro nHtepdenca ans nporokona DHCP-knueHT
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8.1.1.2 HacTpoiiku kaHana

Bknagka HacTponku kaHana (cMm. pucyHok 8.8) goctynHa Tonbko ans Ethernet-nHrepdericos ¢ npotokonamm
CraTtnueckum agpec, DHCP-knueHT 1 HeynpaBnsembii.

UnTepdeiichi » LAN

OGiwme HAcTPoRKKM | [lononHWTENbHbIE HACTPORKA HacTpodkun kanana | HacTpoiiki MEXXCETEBOro akpaHa | DHCP-cepsep

O0peguHWTL B MOCT

[«

BrnounTh STP

<]

BrniounTs IGMP snooping

WuTepdeiic 2 eth & eth2 .

PucyHok 8.8 — HacTpownku kaHana ceTeBoro nuHtepdenca

Ha gaHHon Bknagke npeacTaeneHbl cnegyoLwme HacTPOMKM CETEBOMO MHTepdenca:

* O6beANHUTb B MOCT — HaCTPOWKa NO3BONSAET BbINOMHUTE OObEANHEHNE HECKOSBbKUX CUCTEMHbIX
ceTeBbIX UHTEPencoB B ceTeBor MocT. B atom cnyvae [Npu 3TOM CTaHOBATCA AOCTYNHbI
OOMONHUTENbHbIE HACTPOWKN:

— Bknrountb STP — BktoyaeT unm oTtknovaet npotokon STP Ha ceTeBOM MOCTY.
El NMPUMEYAHUE

BknioyeHne AaHHON HACTPOWKN HeOBX0AMMO AN BO3MOXHOCTU BbiGopa AaHHOTO MOCTa Ans
ynpasneHus cnyxoon STP/RSTP (cm. pasgen 7.2.2).

— Bxkntouutb IGMP snooping — BkntoyaeT nnu otknoyvaeTt pyHkumio IGMP snooping Ha ceTeBom
MOCTY.

* UHTepcperic — B JaHHOM BbiNagatoLLem Crnmcke NPOM3BOaUTCS BbIODOP CUCTEMHOIO CETEBOIO
UHTepdenca, NpMBA3aHHOTO K pefakTupyeMomy uHTepgency (CM. pucyHok 8.9, a).

2 swipl " = swipl & swip2 2 swipd v
&~ Ethemet-agantep: "eth1" (wan) [ ;& Ethemet-agantep: “eth1” (wan)
&~ Ethemet-anantep: "swip1” (lan) [¥] & Ethemet-gganrep: "swip1” (lan)
2= Ethemet-agantep: “sw1p2” (lan) [¥] &2 Ethemet-agantep: “swip2” (lan)
&~ Ethemet-agantep: "swip3” (lan) [Vl i~ Ethemet-anantep: “swip3” (lan)

[] 2~ Ethemet-aganrep: “usb0” (usb0)

& Ethemet-apantep: “usb0” (usb0)
* Mons3osatensckiid MHTepdeic [ 2% Nonezoearensckmii wHrepheic

{a) OBbiuHbIi ceTeBOll UHTepdelic (6) Cetemoil uHTepdhelic-mocT

PucyHok 8.9 — BbiGop nprBsA3aHHbIX CUCTEMHbIX CETEBbIX UHTepchencoB

Ecnu BeiGpaHa onuusa O6beguHUTL B MOCT B JaHHOM CMCKE NPON3BOAUTCS BbIGOP HECKOMBbKNX
CUCTEMHbBIX CETEBbIX MHTEPENCOB, KOTOPbIE HEOOXOANMO OObEAMHUTL B CETEBOM MOCT (CM.
pucyHok 8.9, 6).
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8.1.1.3 HacTpoiku mexceTeBOro aKkpaHa

Bo Bknagke HacTpowkm mMexceTeBOro 3KpaHa MNpOM3BOAUTCS BbLIOOP WM CO34aHME HOBOW 30Hbl,
NPUKPENNEHHOW K penakTMpyemMomy ceTeBoMy UWHTepdpericy. BHewnun Bug Bknagku HacTpownku
MeXceTeBOro 3KpaHa rnokasaH Ha pucyHke 8.10.

WUnTepdeiickl » LAN

O6LLMe HBCTPORKK JONONHWTENEHLIE HACTPOMKK HacTpoiiku kaHana HaCTPOWKK MEXCETEBOTO 3KpPaHa DHCP-cepeep

Co3[aTh / HA3HAYNTDL 30HY CETEBOMD 3KpaHa lan lan: ;i redu: " -

o s

<ETOL G CoxpaHnTn

PucyHok 8.10 — HacTponkn MexXceTeBOro aKkpaHa ceTeBoro uHtepdemnca

Ha Bknagke pasmelLéH TONbKO OAMH 3MEMEHT ynpasneHus — BbinagaroLwmi cnucok Cos3pgartb / Ha3HaYUTL
30HY CeTeBOro 3KkpaHa (CM. pucyHok 8.11).

lan lan: ' . & v

He onpegengqHo

- -

lan lan: 2. .0

wan wan: ;'

PucyHok 8.11 — Bbinagarowmuin cnMcok BbiIoopa 30HbI MEXCeTeBOro 3KkpaHa

Mpn nomoLLM AaHHOro BbiNaJarloLero cnmcka MOXHO BbliOpaTb CyLLECTBYIOLLYIO 30HY MEXCETEBOIO 3KpaHa
Unu cosgatb HOBYHO, BBEAS €€ MMs B none co3dame. Mpu Bbibope He onpedesieHo pefakTMpyeMblii CETEBON
nHTepdenc byaeT yaanéH 13 30Hbl, K KOTOPOW OH Bbin NPUKPENnnéH paHee.

8.1.2 MpoTtokonbl ceTeBbIX UHTEpPcencoB

B aaHHOM pasgene npuBeneHO OnMcaHme HEeKOTOPbIX U3 OOCTYMHbIX MPOTOKONOB CETEBbIX MHTepd)eVICOB n
onncaHne nx napamMmeTpos.

8.1.2.1 NMpotokon «DHCP-knueHT»

[aHHbI NpoTOKON NpegHas3HavYeH Anst MHTepdencoB, KOHMUIypauus KOTOpbIX NMPOM3BOAUTCS MPU NMOMOLLM
DHCP-3anpocos.

[Ons pgaHHoro mpoTokona BO Bkrnagke OO6wume HacTtpowku (cM. pasgen 8.1.1) OOCTynHbl criegylolime
HaCTPOMKMU:

* Umsa xocta B DHCP-3anpocax — BbIGOp MMeHU xocTa, kKotopoe OyaeT ncnornb3osaHo B DHCP-
3anpocax.
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Bo Bknagke lononHuTenbHble HacTpouky (cM. pasgen 8.1.1) 4OCTYNHbI CneayoLwmne HacTPONKK:

* Ucnonb3oBaThb WMpOKOBeLaTenbHbIN dynar — HacTpolKa BKMIOYEHUS LUMPOKOBeLLaTenbHoro dnara
(broadcast flag) B8 DHCP-3anpocax. aHHas dyHKumst MoXeT noTpeboBaTbCs A HEKOTOPbIX
npoBangepos.

* Ucnonb3oBaThb W03 N0 YMOM4YaHUIO — HACTPONKa UCMOMNb30BaHNS JaHHOMO UHTepdenca B
KayecTBe MapLupyTa no yMornyaHuio.

Ecnu faHHast HacTpovika BKIOYEHa, TO AaHHbIM MHTepdenc byaeT NCnonb3oBaTbCA B Ka4ecTBe
MapLupyTa no ymonyaHuio. B npoTMBHOM criydae MapLupyT no YMOMYaHuio HacTpanBaTbCsl He Oyaer.

* Ucnonb3oBatb ob6bABNsAemMble y3nom DNS-cepBepa — HacTpolika ncnonb3osaHna DNS-cepsepos,
nony4yeHHbIx oT DHCP-cepBepa.

Ecnu HacTpolika BkItoueHa, To nony4veHHble oT DHCP-cepBepa agpeca DNS-cepBepoB 6yayT
NCMONb30BaHbl B KAYECTBE OCHOBHbIX. B MpoTBHOM criyyae nonyyeHHble or DHCP-cepBepa agpeca
DNS-cepBepoB UrHOPUPYIOTCS.

* Acnonb3oBaTb MeTPUKY LWI03a — yKa3aHWe METPUKU LIN03a AN JAaHHOro uHTepdenca.

* ID knueHTa npu DHCP-3anpoce — HacTpowika ngeHTudpmkaTopa knneHTta, ncnonsdyemoro 8 DHCP-
3anpocax.

* Knacc npousBoautens (Vendor class), kotopbi otnpaBnaTtb npu DHCP-3anpocax — HacTpolika
Knacca npoussoguTtens, ucnonbdyemoro B DHCP-3anpocax.

» HasHauntb MAC-agpec — HacTporika MAC-agpeca ceTeBoro nHrtepdenca. Ecnm He ykasaHo, To
Oynet ncnonb3oBaH opuriHanbHbii MAC-agpec.

* HasHauutb MTU — HacTtporka MTU ceTteBoro nHtepgenca.

8.1.2.2 NMpoTtokon «Ctatnyeckum agpec»

HaHHbIi npoTokon npefgHasHadveH ans Ethernet-nHtepdericos, ans KoTopbix HacTpowka IP-agpecos 1 npoymx
napameTpoB NPOM3BOANTCS BPYYHYIO, 6€3 NCMONb30BaHNSA aBTOMATUYECKOro NonyyYeHns agpeca npyu nomMoLLm
DHCP.

Ona paHHoro npotokona BO Bknagke O6wwme HacTpomku (cMm. pasgen 8.1.1) AOCTynHbl cnegywowme
HaCTPOWKM:
* IPv4-appec — IP-agpec ceteBoro nHrepdenca gns IP-npotokona sepcum 4;
* Macka cetu IPv4 — macka noagcetn ans IP-npotokona sepcun 4;
» IPv4-apgpec wnio3a — IP-agpec wno3a ansa IP-npotokona Bepcun 4;
* LLinpokoBewaTtenbHbin IPv4-agpec — LUMpokoBeLLaTenbHbI agpec cetn anst IP-npoTtokona Bepcum
4;
* Ucnonb3oBatb cobcTBeHHbIe DNS-cepBepa — HacTporika NO3BOMNSET Yka3aTb COGCTBEHHbIE agpeca
DNS-cepBepoB 451 [AaHHOrO CETEBOrO MHTEPdENCa;

+ |IPv6 Ha3HayeHue AnNuHbI — yCTaHaBnuBaeT AnuHy IPv6—npedukca, genermpyemyto nHTepdency;
Ecnu BbiGpaHo 3Ha4YeHNE «BbIKMKOYEHOY», TO AOCTYMHbI CNEeaYOLNE HACTPOWKN:

— IPv6-agpec — IP-agpec ceteBoro nHtepderica ans IP-npotokona Bepcun 6;
— IPv6-apgpec win3a — macka nogcetu ans IP-npotokona Bepcum 6;
— IPv6 HanpaBneHue npedurkca — npedumkc mapLupyTtnsauumn gns IP-npotokona sepcum 6;

Ecnn 3HayeHne napameTtpa 3agaHo, TO OCTYMNHbI HACTPOWKK:

— IPv6 noackaska npucBOeHUA — LecTHaauaTupUYHbIn naeHTudukaTop nognpedukca, KOTopbli
nucnonb3yeTcsa Ang HasHadeHus Yyacten npedukca IPv6;
— IPv6 cydbukec — cydduke IPv6—agpeca;
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[onycTuMble 3Ha4YeHUS:

¢ eui64 — IPv6-agpec reHepupyeTca ¢ ucnonb3osaHnem EUI-64;
¢ random — IPv6-agpec reHepupyeTtcs criyqariHbiM 06pa3som;

+ noboe pUKcpoBaHHoOE 3Ha4YeHne, Hanpumep ::1 nnn ::1:2.

Bo Bknagke [lononHuTenbHble HACTPOWKM (CM. pa3gen 8.1.1) 4OCTYMHbI crieqyoLwmne HaCTPONKK:
* Ucnonb3oBaTb MeTPUKY LWIMKO3a — YKaszaHne METPUKM LUMN3a ANst JaHHOro MHTepdeinca;

» HasHaunTb MAC-agpec — HacTpoika MAC-agpeca ceTeBoro niTepderica. Ecnm He ykasaHo, To
OyneT ncnonb3oBaH opurMHaneHbii MAC-agpec;

* HazHauutb MTU — HacTtporka MTU ceTteBoro nHtepdelica.

Hactpownkn DHCP-cepBepa

Mpwn BbIGOpEe npoTokona CTaTu4yecKku agpec Ansg CETEBOro UHTepdenca NosiBNAETCS BO3MOXHOCTb 3arnycka
DHCP-cepBepa Ha gaHHOM nHTepdence (MO yMOMYaHUIO BbIKIOYEH).

HacTtpoiiku DHCP-cepBepa poctynHel Bo Bknagke DHCP-cepBep okHa pegakTupoBaHusi HACTPOEK CETEBOrO
nHTepdenca (cM. pucyHok 8.12).
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PucyHok 8.12 — Bknagka Hactpoek DHCP-cepBepa
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Ons skmtoveHnss DHCP-cepBepa Ha nHTepderice Heobxoanmo HaxaTb kHonky HactpouTtb cepsep DHCP.

[lononHEWTenbHmEe HECTPOHKN Hacrpoim [FvE

WrHopiposate wHTepheic |
DHCP

Crapr | 100
Mpeagen 150

Bpema apeHas agpeca  12h

PucyHok 8.13 — O6wwume HacTporku DHCP-cepBepa ceteBoro nHtepcenca
O6uwwme HacTporkun DHCP-cepBepa npeacrtaeneHsbl Bo Bkriagke OcHOBHble HacTpounku nogpasgena DHCP-
cepBep (CM. pycyHok 8.13):

* UrHopupoBaTb MHTeptenc — BKITOYEHME AAaHHOM HACTPOViKK oTKNtovaeT paboty DHCP-cepeepa Ha
[aHHOM vHTepdelice.

* CTapT — HavanbHbI afpec apeHabl.
* Mpegen — makcMManbHOe KONMYeCTBO agpecoB, BbiaaBaeMbix B apeHgy DHCP-cepeepom.

* Bpems apeHabl agpeca — BpeMs UCTEYEHMS CpOKa apeHAbl apeHAoBaHHbIX agpecoB. MuHMansHoe
3HayYeHne — 2 MUHYTHI (2m).

Oflpe HACTpOfKM n ; = Hacrpoixm [P

AuHamuveckni DHCP [+

Hazvaunts [

Pvd-macea cemi

DHCP vacTpoiien

PucyHok 8.14 — lononHuTtenbHble HacTpoku DHCP-cepBepa ceTeBoro nHtepdenca
Ecnu DHCP-cepBep Ha uHTepdpence BKMOYEH, TO BO Bkragke [lononHUTenbHbIE HACTPOWKW nogpasgena
DHCP-cepBep (cM. pucyHok 8.14) npeacTaBreHbl crieayoLume gononHuTenbHble HacTponkn DHCP-cepBepa:

* AuHamuyecknn DHCP — HacTpolika BKnOYaeT Unm OTKMYaeT PeXnM AUHaMUYeCKoro BblaeneHus
azpecos knneHTaMm. Ecnu HacTpolika BeiknoveHa, To 6yayT 06CnyXeHbl TONbKO KNMEHTbI C MOCTOSHHO
apeHgoBaHHbIMU agpecamu.

El NMPUMEYAHUE
HacTtpoiika noctosHHbIX apeHg DHCP-cepBepa onncaHa B pasgene 8.2.4 4aHHOro pykoBOACTBA.

* HasHaunTb — HasHavyaTb DHCP-cepBep anga gaHHoro untepdgenca, gaxe ecnv oGHapyxeH apyrom

DHCP-cepBep B 370 e CeTU.
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* |IPv4-macka cetn — nepeonpeneneHne Mmackm noaceTn, Kotopad OTOAETCS KNMEHTaM.

* DHCP HacTpoWkmn — HacTporika No3BonsieT onpeaenuTs nponssonsHble DHCP onuun, oTaaBaemble
KNMeHTaMm.

MapameTp 3agaétca B hopmare:

<HOMep onumm>,<3HadveHue 1>,<3HauveHue 2>, ...

Hanpumep, onuus

6,192.168.2.1,192.168.2.2

n3eewaet DHCP-knneHToB 06 agpecax DNS-cepeepa 192.168.2.1 n 192.168.2.2.

Hurepdefics » LAN

R WO STV T i T T PSR HIDCT DO, BRI HERCT 0o A R80T 2 TRERDY O il

LA MO T A T Pl Ul P I T PR

WTIHEsE PeROslHaeLl DaOOTE T Asrassn "

cxmi e

PucyHok 8.15 — IPv6 HacTpomnku DHCP-cepBepa ceteBoro uHtepcenca
Bo Bknagke Hactpomku IPv6 pasgpena DHCP-cepBep AononHUTENbHO pasMelleHbl Hactporikn DHCP-
cepBepa, oTHocsLmecs K IP-npoTokony Bepcun 6 (CM. pucyHok 8.15):
* NocTynHbIe peXuMbl paboTbl — pexum paboTbl cnyx6bl RA ans aBToMaTnyeckon KoHUrypaumm un
MapLupyTU3auuu.

[ocTynHble BApUaHThI:

— OTKIK4YeHOo — cnyxba RA BbIkIIOYEHa;

— pexum cepBepa — cnyxba RA paboTaeTt B pexume cepepa (TONbKo NPUHMMAET coobLLeHMs);
— pexum nepegayum — cnyxba RA pabotaeT B pexunme nepegayu (Tonbko nepenaét coobeHns);
— rmMbpugHbIn pexum — cnyxba RA nepegaét n otnpasnseT COO6LLIEHUS.

Onga pexxvma paboTbl «pexnm cepeepa» u «rMbpuaHbIv peXxMM» AOCTYMHa Takke cnegyowas
HacTpouKa:

— O6BbABNATL BCeraa, Kak MapLUpyTU3aTop Mo YMOMYaHUIO — NPy BKMNHOYEHUW 3TON onuumn faHHoe
yCTPONCTBO OyAeT Bcerga o0bABNSATLCS B KAYECTBE MapLUpyTU3aTopa no yMOonYaHuio.

DHCPv6 cepBuc — Bbibop pexuma pabotsl DHCP-cepsepa gnsa npotokona IPv6.
[ocTynHble BapnaHThbI:

— oTknw4eHo — DHCP-cepBep BbIKNOYEH;
— pexum cepBepa — DHCP-cepBep BkMOYEH 1 paboTaeT TONbKO Kak CepBep;

— pexum nepegayum — DHCP-cepBep BKMOYEH 1 paboTaeT B pexunme petpaHcnsuum (relay)
3anpocos.;

— rMbpuaHbIN pexum — rmbpuaHbIn pexxmm pabotel DHCP-cepsep.

[nsa 3Ha4YeHMn pexxum cepBepa 1 rTMOPUAHBLINA PEXUM JOCTYMHbI TAKXKe CneayroLLne HacTPONKK:
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— DHCPV6 pexum — pexmm aBTokoHurypauuun. ocTynHbl BapuaHTbI:

+ «stateless» — no3BonsieT xoctam aBToMaTu4veckm nony4ats IPv6—agpeca B cetn 6e3 DHCP-
cepBepa vepes ucnonbsosaHne NDP.

+ «stateful» — aBTOKOHUrYpaLUsa Bo3MoOXHa TonbKo ¢ ucnons3osaHnem DHCP-cepsepa;

+ «stateless + stateful» (3Ha4eHne No ymonyaHuo) — MOryT NCnonb3oBaThCs OOHOBPEMEHHO 06a
BMAa aBTOKOHUIypaLuun.

* NDP-npokcu — pexum pabotsl NDP-npokcu.
[ocTynHbl BapnaHThI:

—  «OTKJIHOYEHOY;
—  «pexum nepegauny;
— «MMOPUOHLIN PEXUMY.

* O6baBuTL DNS-cepBepa — cnvcok o6baBnsieMbix DNS-cepsepos.

* 06baBuTbL DNS-gomeHbI — cnncok o6bsasnsemMbix DNS-gomeHoB.

8.1.2.3 NpoTtokon «UMTS/GPRS/EV-DO»

[aHHbIM nNpoTOKON npedHasHavyeH AN co3daHust MOAKIYeHUn ¢ ucnonb3oBaHuem 3G +/UMTS USB
MOJEMOB.

NMPUMEYAHUE
El Bonee noapo6bHO NpUHLMM HACTPOWKU N MCMONb30BaHWS MOAKITHYEHHbIX K KOHTPONEPY MOAEMOB
onncaH B fokymeHTe CODESYS V3.5. PaboTa ¢ mogemamu.

[Ons pgaHHoro npoTokona BO Bkrnagke OO6Owume HacTtpowku (cM. pasgen 8.1.1) OOCTynHbl criegylolime
HaCTPOMKMU:

* Mogem — BbLIGOpP yCTPOMCTBa NCMONb3YyEMOro Mogema.

* Tun cnyx6bl — BbIOOP TMNa cnyx6bl. JJoCTyNHbI cnegyoLne BapnaHTbl:

UMTS/GPRS;

Tonbko UMTS;

Tonbko GPRS;

CDMA/EV-DO.

APN — HasBaHue Toukm goctyna GPRS/3G+ MobunbHOro onepatopa, Yepes KOTopyHo Nosb3oBaTenb
NOAKMYaeTCs K ycnyre nepegayn aaHHbix. OT npaBunbHocTu HacTporiku APN 3aBucuT ctabunbHas
paboTa u TapudukaLms ycnyru.

* PIN — PIN-kog, ecnu Ha SIM-kapTte ucnonesyertcs 3awmrta PIN-kogom.
* Umsa nonb3oBatensa PAP/CHAP — umsa nonb3oBatens anga ayteHTudukauun PAP/CHAP.
* Maponb PAP/CHAP — naponb gnst ayteHTudunkaumm PAP/CHAP.

* Dial Homep — HoMep Habopa Ans coeguUHEHNs.

Bo Bknagke JlononHuTenbHble HACTPOWUKM (CM. pasgen 8.1.1) 4OCTYMHbI crieayoLwmne HacTPONKN:
* Bpems oxxnpgaHus MHUMLManus3aum MmogemMa — MakcuMarbHOe BPEMS OXMOAHUSA rOTOBHOCTU Moaema
(B cekyHpax).
* Ucnonb3oBaTthb W03 N0 YMOM4YaHUIO — HACTPONKa UCMOMNb30BaHNS JaHHOMO nHTepdenca B
KayecTBe MapLupyTa no ymMornyaHuio.

Ecnu faHHas HacTpolika BKoYeHa, TO AaHHbIM UHTepdenc byaeT Ncnonb3oBaTbCH B Ka4ecTBe
MapLupyTa no ymonyaHuo. B npoTMBHOM cry4ae MapLupyT no yMOnyaHuio HacTpanBaTbes He Oyaer.

* Ucnonb3oBaTb MeTPUKY LUMKO3a — YKasdaHne METPUKM LWN3a Ans JaHHOro nHrepdenca.

* UIcnonb3oBaTb 06 bABNsAemble y3rnom DNS-cepBepa — HacTpovika ncnons3oBaHunst DNS-cepsepos,
nony4eHHbIx ot DHCP-cepsepa.
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Ecnu HacTpolika BkrtodeHa, To nonyyeHHsle oT DHCP-cepBepa agpeca DNS-cepsepoB 6yayT
NCMNOMb30BaHbl B KAYECTBE OCHOBHbIX. B npoTBHOM criyyae nonyyeHHble ot DHCP-cepBepa agpeca
DNS-cepBepoB UrHOPUPYIOTCS.

* Mopor owmn60k 3xo-3anpocoB LCP — nopor owmnbok nonyyeHns axo-naketos LCP, nocne koToporo
y3ern cuMtaeTcsl HeaocTynHbIM. [pn ycTaHoBKe 3HayeHust 0 oumnbkm nony4veHus axo-naketos LCP
UrHOpUpYHOTCS.

* UHTepBan axo-3anpocoB LCP — nHTepBan otnpaBku axo-3anpocos LCP (B cekyHaax).

* [pomexyTok BpemeHu 6e30eMCTBUA — 3a0aET JONYCTUMbIV MPOMEXYTOK BpemeHn 6e3genctens (B
cekyHaax).

Ecnu coeguHeHne He akTUBHO yKa3aHHbIV MPOMEXYTOK BPEMEHU, TO OHO ByaeT aBTOMaTUYECKU
3aBepLueHo. [Mpu yctaHoBke 3HaveHus 0 HeakTMBHOe coeanHeHne byaeT yaepxmnBaTbcs 6ECKOHEYHO.

8.1.2.4 NpoTtokon WireGuard VPN

[laHHbIN NPOTOKON NpeAHasHa4YeH aAng co3naHus 3awmieHHoro npomseoauTtensHoro WireGuard nHtepdelica,
MO3BOMSAOLWEro opraHu3oBatb AocTyn 4epe3 VPN-TyHenb K cepBepy C MUHWManbHbIMW  3HAYEHUSIMM
3agepxkn. bonee nogpobHas uHdopmauua o HacTtpovike WireGuard VPN npuBegeHa Ha
odmumanbHOM canTe NpoekTa.

Wurepdeiicbl » WG

GUme wacTporkn | JIONOAHMTENbHbIE HACTPOMKKY | HACTPOAKM MENCETEBOrD akpaHa | Mupsi

i =
CocTonHue YeTpoicTeo: wireguard-wg

Nomysenne (RX): 0 b (0 naxkeTos)
Mepegaya (TX): 0 & (0 naxeTos)

NpoTokon WireGuard VPN v

3anycTWTL NpK 3arpyake [

MpUEaTHLIA KoY e . . .
CreHepupoBaT KoY

CreHepupoBaTh KoY

MopT ANA BXOAALMX COSAUHEHMA

IP-appeca

He coafasats MapupyTbl

E-lolnpll CoxpasuTs

PucyHok 8.16 — O6wme HacTpomnku ntepcenca WireGuard VPN

Onsa npotokona WireGuard VPN Bo Bknagke O6Lwme HaCTPOMKU JOCTYMHbI CNeayoLne HaCTPOWKM:

* MpMBaTHbIN KNOY — CTPOKA, KyAa BCTaBMSIETCS CTEHEPMPOBaHHBIN B KoanpoBke Base64 3aKpbIThIn
(npuBatHbIN) KNtoy ansa nHTepdenca WireGuard.

+ CreHepupoBaThb KIH4Y — KHOMKa reHepaLmMm HOBOTO Cry4aiHoro npueaTHOro Ktoya. Haxxatune atoi
KHOMKM NpUBEAET K reHepaLmn HOBOTO CIy4aiHOrO NPYBAaTHOTO Kikoda, 3HaYeHne Kotoporo byaert
aBTOMaTWU4eCcKn BCTaBMeHo B norne Beoda MpuBaTHbIN Kniou.

* MopT Aansa Bxoasawmx coeguHeHmn — UDP-nopt ang Bxogsawmx naketos. o ymonyaxuio, 51820.
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* IP-appeca — paspelueHHble IP-agpeca nntepdenca WireGuard.

Bo Bknagke Mupbl BoINONHseTCA HacTponka yaanéHHbix WireGuard-cepepoB (MMpoB).

WuTepdeick » WG

Ofume HacTpoREY | JononHATENSHEE HACTPOWKK | HACTPORKM MERCETESOND 3Kpaa | Miept

OnMcaHne
TyGmwyseii Koy ‘LigbpTVYDG7nuRsSdHsBaLlSHNLdde T+AmONSoDK k-
MpagsapuTenbHBIR KNKY =
PazpaiuedHbie IP-agpeca 192.168.23.50
MapwpyTuanpossTs paspelliesiisie IP-agpeca [

KoHeutnlin yaan wireguard example.com
Mapr xoxeuxsor yans

MOCTOANKD QEEaETh BETHSEHHDIM

LofasuTs yaen (peer)

PucyHok 8.17 — Bknapgka lNupbl untepcpennca WireGuard VPN

Ins kaxgoro WireGuard-cepBepa A0CTYMNHbI CrieayoLwme HacTPOKN:
* OnncaHue — HeobA3aTeNbHOE TEKCTOBOE onucaHue yganédHoro WireGuard-cepsepa

* My6nnYHbIN KNKOY — CTPOKA, Kyaa BCTaBMNSIETCS CTEHEPMPOBaHHBIN B koanpoBke Base64 nyGnunyHbin
kntoy ana nHtepderica WireGuard.

* MpepBapuTenbHbINA KNKOY — LUINGPOBaHHLIN 0OLLMIA KNtoY B KoagMpoBKke Base64, koTopbili gobasnseT
[OMONHUTENBHBIN CNOW KpUnTorpadumn ¢ CUMMETPUYHBLIM KITHOYOM A1 MOCTKBAHTOBOW YCTOMYMBOCTMW.

* Pa3peweHHble IP-agpeca — IP-agpec n npedukekl, ¢ KOTopbix Byaet gonyLleH Tpaduk.

« MapwpyTusupoBaTth pa3peLleHHble IP-agpeca — ycTaHoBKa JaHHOro napameTpa no3sonseT
co3aaeaTb MapLUPYThl ANS paspelleHHbIX IP-agpecoB Ans KOHeYHOro yana.

* KOHe4YHbIn y3en — gomMeHHoe umsi unu IP-agpec KOHEYHOro YCTPOWCTBa.

* MopT KOHEYHOro y3na — nopT AN BXOAALLMX N UCXOASALLMX NaKeToB KOHEYHOro y3na. 1o ymonyaxuio,
51820.
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* MocTosIHHO AepXaTb BKNOYEHHbIM — KONMYECTBO CEKYH MEXAY COXpaHeHneM coobLueHun. Mo
ymonyaHuio, «0» (oTknoyeHo). PekomeHayemMoe 3HavyeHue, ecnmn aTo ycTponcTeo Haxoamtea 3a NAT —
«25».

Ona pobaBneHus pgononHuTenbHoro yaanéHHoro WireGuard-cepBepa HeOGXOAMMO HakaTb  KHOMKY
[do6aBuTtb y3en (peer), pacnonoXeHHy BHU3Y OKHa HacTPOeK.

IOna yonaneHua ypanénHoro WireGuard-cepBepa HeoBXogMMO HaXaTb KHOMKY YAanuTb, PacroflioXeHHYH
nepen 6nokoM HacTpoek cooTBeTcTBytowero WireGuard-cepBepa.

8.1.2.5 lNpoTtokon HeynpaBnsiembin

[aHHbIA NPOTOKON HEe UMEET AOMOMHUTENbHBIX HAaCTPOEK M NpeAHa3HayYeH Ans UHTEPdENCOB, KOTOpble He
ynpaensoTcs cnyxobon netifd.

8.1.2.6 lNMpotokon MeHepxep mogema

[aHHbIA NpoTOKON MpedHa3HadYeH Ansi HacTPOWKM BCTPOEHHOIO Mogema M MPUCYTCTBYET TOMbKO B
moaudpmkaumm MJIK210-4G.

NMPUMEYAHUE
El Bonee nogpo6bHO NPMHLMM HACTPOVKU N MCMONBb30BaHWS MOAKITHYEHHbIX K KOHTPOMNEPY MOAEMOB
onucaH B fokymeHTe CODESYS V3.5. Pabota ¢ mogemamu.

PucyHok 8.18 — O6wwue HacTpomnku nHTepcdenca MeHegxep mogema

[nsa npotokona MeHepxep Mogema Bo Bknagke O6Lwme HaCTPOWKMU JOCTYNHbI CeayoLLmMe HaCTPOMKU:

* 3anycwm= npu 3arpy3ke — BKINIOYaAET/BKNIOYEHNE aBTOMATUYECKOIO 3arnycka MHTepcbeVlca npu
3arpy3ke CUCTEMbl;

* Moagem — Ha3BaHue mogema (TONbKo AN oTobpakeHus);

* APN - Ha3BaHue Toukm goctyna GPRS/3G+ mobunbHOro oneparopa, Yepes KOTOpyHo Nonb3oBaTesb
noaknyaeTcs K ycnyre nepegayn aaHHbix. OT npaBuneHocTu HacTporikun APN 3aBucuT ctabunsHas
paboTa u Tapudukalmsa ycnyru;

* PIN — PIN-kog, ecnu Ha SIM-kapTe ucnons3syetcs 3awuta PIN-kogowm;

* Tun ayteHTUdMKauum — Tun ayteHtndmkauyum (Hndero, PAP, CHAP nnu PAP/CHAP);

* Umsa nonb3oBatensa PAP/CHAP — umsa nonb3osatens anga ayteHTudpukauun PAP/CHAP;
* Maponb PAP/CHAP — naponb gnst ayteHTudunkaumm PAP/CHAP;

* Tun IP — Tun npotokona IP (tonbko IPv4, Tonbko IPv6 nnn IPv4/IPvé);

* YacToTa 0GHOBNEHUS CUrHana — 4Yactota OGHOBINEHMS CUrHana B CekyHaax;

* MeTpuka wnro3a — ykasaHve MEeTpUKU LLUM3a ANS AaHHOro HTepdenca.

8.1.3 CozpaHune HoBoro uHtepdenca

[Ons co3gaHnst HOBOrO MHTepderica npedHa3HavyeHa KHomnka [lo6aBuTb HOBbIM MHTepdenc (cwm.
puCyHoK 8.1), pacnonoxeHHasi BHU3y Tabnumubl MHTepencos.

Mpun HaxaTum kHoMku [lo6aBUTb HOBLIN UHTepdenc OydeT OTKpbITa CTpaHuLua co3gaHus HOBOMO CETEBOMO
WHTepdenca, kak nokasaHo Ha pucyHke 8.19. Ha cTpaHuue cnegyeT ykasaTb OCHOBHbIE HaCTPOMKM
co3gaBaeMoro nHTepderica, BKIoYasi CUMBOJSIbHOE MMS M MPOTOKON UHTepdhenca.
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OofasnTe HODLIR MHTEpdeRC. ..

Cralg Knaawt DHCP w

D AT B ALY

PucyHok 8.19 — Co3aaHue HOBOro ceTeBoro uHTepdenca

[Nocne BBOA4a OCHOBHbLIX MapamMeTpoB UHTepdenca, Ons ero co3gaHus criegyer HaxaTb KHOMKY MpuMeHUTb.
Ecnu ocHoBHble NapameTpbl co3gaBaeMoro uHtepdenca 6binm BeBeaeHbl 6e3 owmnbok, NPoM3oMAET nepexon
Ha CTpaHMUy pegakTMpoBaHMS HOBOro WHTepdpenca, kotopasi nogpobHa onucaHa B pasgen 8.1.1 gaHHoro
pykoBoAcCTBa.

8.1.4 YoaneHue nHTepdencoB

[na ynaneHnst uHTepdenca npegHasHadyeHa kHomnka Yaanutb (CM. pucyHok 8.1), pacnornoXeHHas B CTPOKe
COOTBETCTBYHLLErO NHTEpPdeNca.

Mpun HaxxaTum kHOMKM YaanuTb OygeT oTobparkeHO OKHO NOATBEPXAEHMS, MOKazaHHoe Ha pucyHke 8.20.

JeAcTBWTENEHO YOANWTE 3T0T MHTEpEAc? YOaneHWe He MOXET GblTh 0TMeHeHO! Bel MOMETE NOTEPATE
OOCTYN K 3TOMY YCTROWCTEY, 8CNW Bbl NOOKMIOYEHEl YEPEe3 OaHHLIA MHTepdelc

OTmeHa

PucyHok 8.20 — NoaTeepxaeHue yaaneH1s ceTeBoro uHtepdenca

Ecnv noateepanTtb yaaneHune (Haxatb kHornky OK), ceTeBon nHtepdeiic 6yaert yaanéH.

8.2 DHCP n DNS

Ha ctpaHuue DHCP n DNS pasgena CeTb npeactaBneHbl HACTPOMKM ceTeBon cnyxbbl dnsmasq, kotopas
npeacraensiet cobon nerkoecHblh DNS n DHCP-cepBep. BHewHuin Bua ctpanHuubl DHCP 1 DNS nokasaH Ha
pucyHke 8.21.
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W plcZ10-DHCP W DNS - LuCl X | @ Hosas sxnagea % | + = m} P.3
&« c @ O & 172160,/ - @ + N D& =
-
“"‘EII c ABTOOGHORNEHWE BINMIMEHD
CocToasme b plezid
b oy DHCP u DNS
K ¥
Crymitini #

HacTpofku cepsapa

O6Lwe HaCTpORKKY | Daiabl resolv i hosts | [onoAHUTENERMNE HESCTRORKH

MOCTOAHKGIE BDEMIb!

DHCF u ONS TpeGyetca gomed [
A ROCTOH
TATHUECKHE MARILIDYThI Ocroanon [
MewceTes 3
MErHOCTMX TNoManbHb A CEpBEn Jlan/
i FOKANbHBER GOMEH an

3anuce sanpocos [

Mepeyanpaaneyme 3anpocos DNS 8888

Zawwmra oT DNS Rebinding [

PucyHok 8.21 — CtpaHuua «DHCP 1 DNS»

HacTpowiku cnyx6bl dnsmasq Ha ctpaHuue DHCP n DNS pasgeneHbl Ha HECKOINbKO BKNaaok:
» OOLme HacTpoiKu;

» ®annebl resolv n hosts;
» [lononHuTenbHblIE HACTPOKKM;

* [MocTosAHHbIE apeHapbl.

8.2.1 O6wme HacTpomku

O6wwme HacTponkn cnyx6bl dnsmasq pacnonoxeHbl Bo Bknagke O6wme HacTpownku ctpanHuusl DHCP m
DNS. BHelwHun BuA Bknagkm O6Lme HaCTPOMKM NokasaH Ha pucyHke 8.22 .
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OELME HaCTpoRKK | DNk resoly M hosts | [onomHHTENLHEE HSCTRORKKM

TpedyeTch Hodk

OcHOBHOR
NokansHbiA CEpaen
NokansMsin BoMas

Janucn 3anpocos

NepeHanpagneHMe aNpocod DNG

3augaTa or DNS Rebinding

Paapeum e no®anoHLi K0CT

Benbif CHMCOE [OMEHDE

TonbLED NOKANBMHEIA DNS

He wocnonbzoBaTo widcard

WuTepfieic QNA BEXOMALME COSOHHEHNR

WCHMOUWTE MHTERHEACS

PucyHok 8.22 — O6wue HacTpomnkm cnyx0bl dnsmasq

=

flary

LR

k4

k4

Bo Bknagke OO0CTYynNHbI cnegytouine OCHOBHblIe HaCTpOIZKVIZ

* TpebyetcAa gomMeH — He nepeHanpaensaTb DNS-3anpockl 6€3 DNS-umeHu.

MNOCTORHHBLME aPDEHIM

* OCHOBHOM — HacCTponka, onpeaensioLas, eqUHCTBEHHbIN N aTo DHCP-cepBep B NOKanbHOM CeTH.

* llokanbHbIN cepBep — MMeHA, COOTBETCTBYOLLME JAHHOMY JOMEHY, HUKOrAa He nepeatoTca. [aHHble
UMeHa paspeLluatoTcs Tonbko us ganna DHCP («/etc/config/dhcp») unu canna xoctos («/etc/hostsy).

* JlokanbHbIN AOMeH — cydUKC NTOKaNbHOro AoMeHa, KoTopbi Oyaet nobaeneH k DHCP-umeHam n
3anucam cpanna xocTtoB («/etc/hosts»).

» 3anucb 3anpocoB — 3anucbiBaTh NonyyYyeHHble DNS-3anpockl B CUCTEMHbIN XXypHarn.
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* NMepeHanpaBneHue 3anpocoB DNS — cnncok DNS-cepBepoB ans nepeHanpasnieHnsi 3anpocos.
» 3awumTa ot DNS Rebinding — BkntoyaeT unu oTkniovaeT yHKLMOHAN 3alUmTbl OT aTaku
DNS rebinding.

Ecnn onumnsa BkntodeHa, To OOCTYNHbI TakXe A0NOJIHUTENbHbIE HaCTp017IKVIZ

— PaspewmTb NnokanbHbIA XOCT — pa3peLLMTb OTBEThI BHELLHEN ceTu B Anana3soHe 127.0.0.0/8.
— bBenbI cNUCoKk JOMEHOB — CMMCOK AOMEHOB, AN KOTOpbIX pa3pelleHbl oTBeTbl RFC1918 (cm.
OOKYMEHT).
* Tonbko nokanbHbIi DNS — orpaHnyeHune cnyx6bl DNS ans nogceten nHtepdenca, Ucnosnb3yrLero
DNS.

* He ncnonb3sosatb wildcard — BkntoyaeT coeguHeHne TOMbKO ¢ OnpeaenéHHbIMY uHTepdencamm, He
NCnonb3yLL MMM NOACTAHOBOYHbIE agpeca (wildcard).

8.2.2 Hactpouku cpannos «resolv.conf» un «hosts»

Bo Bknagke ®amnbl resolv u hosts ctpaHuubl DHCP 1 DNS pacnonoxeHbl HacTpoWkW, Kacarolmnecs
dannos resolv.conf u hosts. BHewwHun Bug Bknaakm ®@amnsbl resolv u hosts nokasaH Ha pucyHke 8.23.

O6ime HacTpoilk | @ainbi resolv u hosts | [lononHUTENbHbIE HACTPOWKKM | TTOCTOAHHbIE apeHfbl

MenonbaoBaTte /ecc/ethers
Qaitn apeHg /tmp/dhcp.leases

WrHopupoBaTh thaiin resolv  []

@aiin resolv /tmp/resolv.conf.d/resolv.conf.auto

UrHopuposaTtb cogepxumoe aitna «/etc/hostss O
JononuutenbHbid hosts gann

PucyHok 8.23 — Hactpouiku channo resolv.conf u hosts cnyx6bl dnsmasq

Ha Bknagke ®annbl resolv un hosts gocTynHbl cneaytoLmMe HacTPOWKK:

* UIcnonb3oBaThb /etc/ethers — ykasaHne ncnonb3oBaTb KOHUrypaumoHHbin dann /etc/ethers ans
HacTpowikn DHCP-cepBepa.

» ®dann apeHa — NyTb K dhawnny, rae xpaHutes nHpopmaumsa ob apeHgosaHHbix DHCP-agpecax.
* UIrHopupoBaTtb dann resolv — ykasaHue cnyxoe dnsmasq nrHopupoaTtb AaHHble halina resolv.
conf.

» ®ann resolv — nyTh k hariny resolv.conf. [laHHas onunst HEAOCTYMNHA, €CNY BKMOYEHa onuns
UrHopupoBaTthb chain resolv.

* UIrHopupoBarThb /etc/hosts — ykasaHue cnyxbe dnsmasq urHopmpoBaTs AaHHble hanna /etc/hosts.

» DononHuTenbHbIN hosts dann — No3BonseT ykasaTb O4MH UM HECKOSbKO AOMNONTHUTENBHbIX (ansios
«hosts». YkasaHHble gannbl OyayT MCnonb3oBaTbCA BMECTE CO CTaHAapTHbIM doannom «/etc/hostsy.
[aHHas onumsa HedoCTyMHa, ecnuv BKtoyeHa onuusa UrHopupoBaTsb /etc/hosts.
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8.2.3 JononHuUTenbHble HACTPOWNKN

[lononHuTenbHblE HAacTPOMKM cnyxobl dnsmasq pacnosnoXxeHbl BO Bknaake [oOnofHUTEeNbHbIe HACTPOMKU
ctpaHuubl DHCP 1 DNS.

BHewwHun Bug Bknagky [lononHuTeIbHbIe HACTPOMKM NOKa3aH Ha pucyHke 8.24.

D6wMe HECTPORKK | ainbi resolv u hosts | [lononuutensHbie HacTponkk | TOCTORHHLIE BPEHAGE

Nogaents norwposakne [

BoigensTo |IP-agpeca nocnegoBarensHo (|
DUNBTPOBATL YACTHDIE M

®wunuTposaTh Gecnoneadbie [

Nokanu2a08LIBATE 38Npockl B

PacwipsTe umexa yanos [A
OTKNIOYMTD KAWL OTPUUATERBHBIX OTBeToR [

LononduTensHoie fannst cepeepos

Crporwi nopagok [
Bce cepeepbi |

Mepeonpefenedne nogaencHoro NX-gomeHa n

DNS nopT 3anpoca

MaxkcumansHioe kon-80 DHCP apeHg
MakcumansHbid EDNS0 pasmep naketa
MaKcUManbHOe KONWYECTEO OAHOBPEMEHHDIX

JanpocoB

Paamep kawa DNS 3anpoca

PucyHok 8.24 — [lononHuTenbHbIe HACTPOMKM CNyX0bl dnsmasq
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Bo Bknaake AOCTYMHbI CrieaytoLme HacTPOMKM:

* MogaBuTb NorMpoBaHne — NOAaBUTL NorMpoBaHne paboTel NPOToKONoB cnyx6bl dnsmasq (DNS u
DHCP).

* Bbigenatb IP-agpeca nocnegoBatenbHo — BblgaBatb DHCP-knueHTam IP-agpeca
nocriefoBaTenbHO, Ha4uMHas C MeHbLLEro AOCTYMNHOro agpeca.

« dunsTpOoBaTh YacTHble — He NepeHanpaBnAaTb o6paTHble DNS-3anpochk! Ans nokanbHbIX CETEN.

* dDunbTpoBaThL 6ecnonesHblie — He NepeHanpaBnsaTh 3anpockl, KOTopble He MOryT BbITb 06paboTaHbl
ny6nuyHeiMun DNS-cepBepamu.

* llokanusoBbIBaTb 3aNpPoCbl — f10KANIN30BbIBATh MMS XOCTa B 3aBUCUMOCTHY OT 3anpallnBaemom
noaceTu, ecrniv JOCTYNHO HeCKonbko IP-appecos.

* PacwunpsAaTb nMeHa y3noB — [00aBUTb NIoKasbHbIN cydpdrKe JoMeHa Ang MUMEH 13 danna XocToB
(«/etc/hosts»).

» OTKNIOUYMTb K3LW OTpULaTeNbHbIX OTBETOB — He KeLUMPOoBaTh OTpuLUaTeNlbHbIe OTBEThI, B TOM YNChe
[N HECYLLIECTBYIOLLNX JOMEHOB.

* ononHuTenbHbIE (hanbl cepBepPOB — MyTb K AOMNOMHUTENBHOMY hanny cepsepos. B davne
[OOIMKHbI COAEPXaTbCs CTPOKU B BUAE

server=/domain/1.2.3.4

nnn

server=1.2.3.4

» CTporum nopsiAoK — ecnu faHHas HacTpovika BkntodeHa, To DNS-cepBepa OyayT onpalumBaTbes
CTpOro B nopsake, onpeaenéHHom B «resolv» anne.

* Bce cepBepbl — onpaluvBaTth Bce umetowmecs BHelwHne DNS-cepBepbl.

* MepeonpegeneHne nogaenbHoro NX-gomeHa — crnncok XOCTOB, NMOCTaBNSAOLLMX NogaenbHble
pe3ynbrathl fJoMeHa NX.

* DNS nopTt cepBepa — Homep nopta a5s Bxoaswmnx DNS-3anpocos.
* DNS nopt 3anpoca — Homep nopta ans ncexogawmx DNS-3anpocos.

* Makc. kon-Bo apeHa DHCP apeHAabl — MakcmarnbHOe KONM4eCcTBO akTUBHbLIX apeHgoBaHHbIX DHCP-
agpecos.

* Makc.EDNSO0 pa3mep naketa — MakcumMarnbHO gonyctumbliii pasamep EDNS.0 UDP-nakeToB.

* Makc. Kon-Bo ogHOBPEMEHHbIX 3anpPoOCOB — MakCMMarnbHO A0MYCTUMOE KONNMYeCTBO
opHoBpeMeHHbIx DNS-3anpocos.

* Paamep kawa DNS 3anpoca — konnyecTBo kawwmpoBaHHbix DNS-3anucen.
MakcnmanbHO BO3MOXHoe 3HadyeHne — «10000». [Npu ykazaHum 3HaveHus «0» kewmpoBaHne DNS-
3anpocoB OyAeT OTKIHYEHO.
8.2.4 Hactpouka nocTosiHHbIx apeHg DHCP-cepBepa

lMocTosiHHasa apeHaa ucnonb3yercs A5s NpUcBoeHus rMkeupoBaHHbIxX IP-agpecoB n MMéH DHCP-knueHTam.
MocTosiHHas apeHaa Takke Heobxoguma AN cTaTtnyeckmx MHTEPdencoB, B KOTOPbIX OOCMY>XMBAKOTCS TONBKO
KNMEHTBbI C MPUCBOEHHBLIMU agpecamu.

YnpaBneHne NocTosiHHbIMU apeHgamMu pasmelleHo B nogpasaene NocrtosHHbIe apeHAbl cTpaHuusl DHCP m
DNS. BHewHun Bug nogpasnena MNoctosiHHbIe apeHAbl Noka3aH Ha pUCcyHke 8.25.
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O6ue HacTpOKKU | @aianbl resolv u hosts | [JONONHWUTENbHBIE HACTPOMKK

Wma xocTa MAC-agpec IPv4-agpec

host1 60:EE:7C 172.16.0.234

AxTuBHble DHCP apengbl
Wma xocta IPv4-appec
Msl 172.16.0.234
AxTusHble DHCPv6 apeHgbl

XocTt IPvé-agpec

Bpems apeHabl aapeca

Her

MAC-agpec

160:EE:7C

DUID

HeT akTHBHbIX apeHA0BaHHbIX apecos

MoCTOAHHbIE apeHabl

HeT

IPv6-cydpduic (hex)

NoGasuts
OcTaBweecs BpemMa apeHabl
194 54m 57c

OcTaBleecs BpeMA apeHfbl

PucyHok 8.25 — HacTpowka noctosiHHbIX apeHa DHCP-cepBepa

[o6GaBneHne HOBOW MOCTOAHHOW apeHAbl OCYLLECTBSAETCA HaxaTtvem kHorku JobaBuTb C nocnenyoumm
yKasaHMeM napaMeTpoB NOCTOSIHHOW apeHabl B 406aBNeHHOM CTpoKe Tabnumubl (CM. pUCyHOK 8.26).

YoanuTb CyLLECTBYHOLLYIO MOCTOSHHYHO apeHAy MOXHO Mpu MOMOLUM KHOMKU YAanuTb, pacnofoXeHHOW B

CTPOKe COOTBETCTBYIOLLEN 3anuCH.

DHCP n DNS
Wms xocTa

MAC-agpec

47:BA

|Pv4-anpec 192.168.5.1

Bpems apeHfibl aApeca

IPv6-cydduxc (hex)

PucyHok 8.26 — [lo6aBneHue 3anucu noctosiHHon apeHabl DHCP-cepBepa

HononHutensHo, Ha Bknagke [MocTtosiHHble apeHabl B nogpasgenax AktuBHble DHCP apeHpabl 1
AktusHble DHCPv6 apeHabl npuBoasaTca Tabnuubl TeKyLUMX apeHgoBaHHbIX agpecos ansa IP nporokonos

Bepcuii 4 n 6:
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AkTuBHble apeHabl DHCP-cepBepa:

AxTueHble DHCP apenpbl

WmA xocTa IPv4-appec MAC-aapec OcTaBlweecn BpeMA apeHbl

MSI 172.16.0.234 60:EE:7C 194 44m 1c

AxTueHble DHCPv6 apeHgbl

XocT IPv6-appec DUID OcTaBlweecn BpeMA apeHabl

HeT akTUBHbIX apeHR0BaHHbIX 34pecos

=1 | MTPUMEYAHUE
—= | AHanornyHbI Nnogpasaen ¢ Tabnuuen apeHaoBaHHbIX agpecoB ans IP-npoTokonoe Bepcuit 4 1 6
UMeeTcs Takke U Ha cTpaHuue O63op pasgena CocTosiHue (cM. pasgen 3.1.7).

8.3 UmeHa xocTOB

Ha ctpaHvue UmeHa xoctoB pasgena CeTb MOXHO ONpeaenvTb MOMb30BaTENbCKUA CMMCOK XOCTOB U
cooTBeTcTBYlOWME UM IP-agpeca. BHelwHWi Bug ctpaHmubl AMeHa XocToB NokasaH Ha pucyHke 8.27.

@ plc210 - Miena xoeros - Lucl X | 4 |
« c @ @ & 172160.1/cgi-bin/luc/admin/network/host .- @ vy mme =

V) H ]

Coctonune b plc2l0

Cuctema b

MMeHa XocToB

nnK »
CnWcoK XocToB

Cnyxbei b

WmA xocTa IP-appec

Cetb +

Wmena xocTos

CraTvyeckne MapipyTol

WHTepieiichl gateway 192.168.0.1

DHCP 1 DNS

server 192.168.0.2

]

MexCceTes0l akpas NoGasuTs
LOuarHocTuxa

CTaTHCTHKE b COXPaHWTD W NPHMEHNTE * || Coxpaxuts

BoiAmi

PucyHok 8.27 — CtpaHuua «MmeHa xocToB»

[obaBneHne HOBOro MMEHM XOCTa OCYLLECTBMAAETCA HaxaTtvem kHonkv [ob6aBuTb C nocnegyowmm
yKkasaHneM MMeHM XocTa M COOTBETCTByloLWero emy |P-agpeca B goGaBneHHoOm cTpoke Tabnuupl (CM.
pucyHok 8.28).

Wmena xocTos
Wma xocTta server

IP-agpec 192.168.5.100 ((= m_"S:FF:5B) o

PucyHok 8.28 — CtpaHnuua «MmeHa xocToB». [lobaBneHne HOBOM 3anucu
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Ons PenakTupoBaHUA YyxXe CyU.l,QCTByIOLLI,GVI 3anncn npegHasHa4dYeHa KHOMKa N3meHnTb B npaBon 4yacTtu
Tabnuupbl XOCTOB. I'IpM HaXxaTUn KHONKN U3mMeHuTb 6y/:|,eT OTKPbITO BCMJibiBakoLllee OKHO C peaaKTnpoBaHUA
napameTpoB COOTBeTCTByPOLLI,eIZ 3arnncu NONMHOCTbK aHanormM4Hoe OKHy npu pobaBneHnn HOBOW 3anuncu.

Yoanutb CyLWeCTBYOLLYO 3anncb MMEeHU XOCTa MOXHO Mpu NOMOLUN KHOMKU YpanuTthb, paCI'IOJ'IO)KeHH017I B

COOTBeTCTByIOLLI,eIZ CTpOKe.

8.4 CtaTnyeckue MapLipyThbl

Hactpoiiku ctatnyecknx IPv4 n IPv6— maplpyToB pacnonoxeHbl Ha cTpaHuue CTaTu4yeckue MaplpyThbl
pasgena CeTtb. [daHHble HacTporku nos3sonstoT fobaenats B IPv4 un IPv6 Tabnvubl maplipytu3aumm

NnoNb30BaTENIbCKME MapPLLPYThbI (CTaTW-IeCKI/Ie MapLLIpyTbI).

BHelwHun BUA cTpanuubl CTaTMvyeckue MapLUpyThbl NokasaH Ha pucyHke 8.29.

@ plc210 - Crarwueckn Pl x  +

« c W © & 1721601/

¥ in O & =

QBN

e plc21o

MapiupyTbi
CraTudeckwe mapiupyThi |Pvd

Cratmyeckme mapipyTel IPv4

Cratnueckue MaplupyTbl IPve

WnTepdeiic HasHaveHue

IP-appec wnn ceTs

lan 2~ 2=£ 2= 192.168.20.0

IPv4-macka ceTH

255.255.255.0

MeTpuxa

o | Lo

on-link Mapwpyt

PucyHok 8.29 — CtpaHuua «Ctatuyeckme MapwpyTbi»

Ctpanvua CraTtmyeckme MapuipyThbl pasgeneHa Ha nBe Bknagku Cratuyeckume mapupyTbl IPv4 n
Cratuyeckue mapwpyTbl IPv6 npegHasHavyeHHble Ans ynpasneHvs ctatudeckummn mapupytamu ans [IPv4 un

IPv6 cooTBETCTBEHHO.

[anee paccmMoTpeHO ynpaBneHue cTatudeckumn Mapuipytamu tonbko ansa IPv4, tak kak gnsa IPv6 Bce

OEeNCTBUS M HACTPONKM MapLLPYTOB NOMHOCTLIO COBNaaloT.

[obaBneHne HOBOrO CTATMYECKOrO MapLlipyTa OCYLLEeCTBRAEeTCA
nocrnegyloLnM ykasaHueM napameTpoB MapLupyTa B A06aBnNeHHOM CTpoke Tabnuubl (M. pucyHok 8.30).
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MapwpyTei
| OBuwme HacTpoiikk | [ONONHATENbHLIE HACTPOHKK
WHTepdeitc lan: g2 = v

HasxaueHue 192.168.20.0
IPv4-MacKa ceTh 255.255.255.0

IPv4-wnio3 192.168.0.1

PucyHok 8.30 — CtpaHuua «Ctatuyeckue mapLipyTtbi». [lobaBneHue HOBOro mapLipyTta

MapuwpyTbi
O6LMe HaCTPORKK ) “w :.n ) 41\—. ———l— F-1 |.; .- 1 .|-.
MeTtpurka
MTU
Tun mapwpyTa unicast ¥
TaGnuua MaplpyTnsaumm main (254) ¥
Afpec NCTOUHUKE .

On-ink mapwpyt [

PucyHok 8.31 — CtpaHuua «Ctatnyeckue mapuipyTbi». [lononHUTeNbHbIe HACTPOMKHU

Yaanutb CyLECTBYIOLMA MapLUpyT MOXHO MpW MOMOLLUM KHOMKA YAanuTb, PacronoXeHHONM B CTPOKe
COOTBETCTBYIOLLEro MapLpyTa.

[na pegakTMpoBaHUs yxe CyLLEeCTBYIOLLEro Maplupyta npeaHasHadyeHa kHonka U3MeHUTb B nNpaBon 4actu
Tabnuubl MapuwpyToB. [lpu Haxatum KHoMkn «MN3mMeHuTb» OyaeT OTKPbITO BCNMbIBaKOLWEE OKHO C
pefakTMpoBaHMs NapameTpoB COOTBETCTBYIOLLErO MaplupyTa MOMHOCTbI0  aHarnornMyHoe OKHy npwu
[ob6aBneHnn HOBOro MapLupyTa.

8.5 MexceTeBou 3KpaH
HacTtpoiiku mexceteBoro akpaHa (bpaHamayapa) pacnonoxeHsl Ha cTpaHuue MexceTeBOW 3KpaH pasgena
CeTb 1 pasgeneHbl Ha BKNagku:

+ O6LWMe HaCTPONKN — OCHOBHbIE HACTPOMKN MEXCETEBOTO 3KpaHa (cM. pasaen 8.5.1) n HacTpoika 30H
(cm. pasgen 8.5.2);

* [lepeHanpaBneHne NOPTOB — HACTPOWKa NpaBuIl NepeHanpasneHns nopTos (cM. pasgen 8.5.3);

* MpaBuna gna Tpadmka — HacTpoKnKa NpaBui MEXCETEBOIO 3KpaHa AN BXOAALLEro, NCXoAaLero n
nepeHanpasnsemMoro Tpaduka (cm. pasgen 8.5.4);

* MMonb3oBaTenbCKMe NpaBuia — HaCcTPOKa NONb30BATENbCKUX MPaBUIT MEXCETEBOTO 3KpaHa (CMm.
pasgen 8.5.6).
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8.5.1 O6wmMe HaCTpPOMKH

BHewHun Bug cTpaHuubl MexceTeBoM 3KpaH C OTKPbITOM BkNagkon OOGWMe HACTPOWMKWM rnokasaH Ha
pucyHke 8.32.

& plc210 - Ofiwme sacTpoiicn X |+ — (m] w

&« ¢ @ © & 172.160.1/cgi-t jmin/network/fireua = @ in @ &

VB i

mn

AHAE

pledll

OBume HacTponky | MNepesanpasneske noproe | Mpabana pnn Tpadmea | Npassns NAT | Nons30BaTensokHe Npaswna

MeceTesoH 3KpaH - HacTpoiKka 30H

. Obuwme HacTpoRKH
i Bl
DHCF 1 DNS BrrounTo 35uty of SYN-flood atak |4
e - OTHpACcHIBATL HEKDPPEXTHLIE NEKETH [ ]
Cra HHE MEppy
Bnoanuwmi Tpadgmk NpMEMMETE ~
M b
" Wonopnugei Tpadse FIPUsMMETE v
CTaTHCTHRE # NepeHanpagneHne OTBEpraTh v
Bt
3oHel
3oHa = o 5
Buogaugwil Tpadem Mexomaumis Tpadus m
Mepexanpasnadus
lan - ‘wan AipdHAMET b NipkHAMETS w FipiHidaTs - O m
wWan = REJECT OTBERTETh - MPHHAMETS - OTBEPraTE - &

PucyHok 8.32 — O6Limne HaCTPOMKM MEeXCeTeBOro aKkpaHa
Ha paHHon Bknagke copepartcs criefytoLlmne HacTPOMKN MEXCETEBOIO aKpaHa:
* Bknountb 3awmty ot SYN-flood aTtak — ynpaeneHune dpyHkumen 3awmtbl oT SYN-flood aTak;

° 0T6paCblBaTb HEeKOppPeKTHble NakeTbl — ynpaBlieHne CbYHKLI,I/IeIZ OT6paCbIBaHVI$| HEeKOPPEKTHbIX
BXOOALLMX NaKeTOB;

« Bxoasawmm TpadhmK — yCTaHaBNMBAET NOMUTUKY «MO YMOMYaHWIO» [ BCEro BXOAALLEro Tpadmka
(NpuHMMaTb, oTBepraTb UM He obpabaTbiBaTh);

* Ucxopsawmm Tpadpmuk — ycTaHaBnNMBaET NONUTUKY MO YMOMYaHWIO» ANs BCEro ucxogsiiero Tpaduka
(MpyHUMaTb, oTBEpraTh Unu He obpabaTbiBaTh);

* MepeHanpaBneHne — ycTaHaBnMBaET NOMUTUKY MO YMOMYaHUIO» ANS BCEro nepeHanpaBnsieMoro
Tpaduka (NMpuHMMaTh, oTBEpraTh UnNn He obpabaTtbiBaTh).

8.5.2 HacTpowka 30H

B nogpasgene 3oHbl (Bknagka O6wwMe napameTpbl CcTpaHuubl MexceTeBOW 3KpaH) nepeynucneHsb
CYLLeCTBYHOLLME 30HbI B BUAe Tabnuubl C MX OCHOBHbIMW NapameTpamu B ctonbduax (cM. pucyHok 8.33).
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3otbl
- Broaawni Tpadux McxopAuLMin TpaduK Mepenanpaenexne MackapafuHr
Mepexanpaenewus
lan = ‘wan npHHAMETE N NPHHAMETE v MPHHMETY « O
Yaanuto
wan = REJECT OTBEPraTh w NPHHUMATE w OTBEpraTh v E]

PucyHok 8.33 — HacTpoiika 30H mexceTeBoro akpaHa. Tabnuua 30H

K oCcHOBHbIM MapameTpam 30Hbl OTHOCATCA CreaytoLLmMe HAaCTPOMKK (CTONBLbI Tabnuupl):

« 3oHa =>[lepeHanpaBreHnss — 30Ha-UCTOYHMK U 30HbI Ha3HaYEHUS, B KOTOPbIE paspeLLeHo
nepeHanpaerneHve Tpadguka (CM. HxXe ).

* Bxoasawmmn Tpadmk — ycTaHaBnmMBaeT NONMMTUKY «MO YMOMYaHWIO» AN BCEro BXxogsLlero tpaduka
30Hbl (MPMHUMAaTb, OTKITOHATBL UK He obpabaTbiBaTh);

* Ucxopawmn Tpa(*le — YCTaHaBITMBAET NOJINTUKY «MNO YMON4YaHUO» ONA BCEro ucxoadulero TpachKa
30HbI (I'IpI/IHI/IMaTb, OTKINOHATb U HE O6pa6aTbIBaTb);

- MepeHanpaBneHue — ycTaHaBNUBAET MOINUTUKY «MO YMOMYaHUIO» ANs BCEro rnepeHanpasnsemMoro
Tpadmka 30HbI (MPUHUMATL, OTKITOHATL UNN He 0bpabaTtkiBaTh);

* MackapaguHr — BKoYaeT UK OTKMYaeT TpaHcnauumio IP-agpecos ansa ykasaHHOW 30HbI;

* OrpaHuyeHue MSS — BkrnitodaeT nnm oTknYaeT orpaHudeHe MSS npu nepegaye Ana AaHHON 30HBbI.
B nocnegHem ctonbue Tabnumupbl 418 KaX40W 30HbI pacronoXeHbl KHOMKW YNpaBreHus:

* = — KHOMKa M3MeHeHus ropsiaka 3anucein B Tabnuue. YaepkuBas HaxaToW AaHHYK KHOMKY MOXHO
nepemeLlLaTb CTPOKY Tabnuubl, U3AMEHSISi TEM caMblM €€ NMopsiaoK.

* UN3MeHUTb — KHOMKa peaakTMpoBaHUsi MAapaMeTPOB 30HbI.

* Ypanutb — KHOMKa yoaneHusa 30Hbl.

8.5.2.1 PepgaktupoBaHue 30H

OcCHoOBHble napamMmeTpbl 30Hbl MOXHO W3MEHUTb B CTPOKe Tabnuupl 30H npy NOMOLLN COOTBETCTBYHOLLNX
3NeMeHTOB ynpaslieHusa (CM. PUCYHOK 8.33). Ons n3ameHeHus [OMNONMHUTENbHbIX napamMmeTpoB 30HbI
HeobxoaMMo HaxaTb KHOMKY A3meHnTb B CTpoOKe COOTBeTCTByPOLLI,eIZ 30HblI. I'Ipvl 9TOM OTKpOETCA
BCnsbiBakoLlee OKHO peaakTupoBaHNUA NnapaMeTpoB 30HbI C BKINaaKaMu:

» O6LLME HACTPOWKY;
* [lononHuTenbHbIE HACTPOWKMY;
» OTcnexunBaHue coeamnHeHun (conntrack);

» [lononHuTenbHbIE aprymeHThl iptables.
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Bknapgka O6wme HacCTPONKMU

BHelwHWIA BUA OKHa pefakTUpoBaHWS NapaMeTpoB 30HbI MEXCETEBOINO 3KpaHa C OTKpbITOM Bkragkon Obwmue
HACTPOWKM NOKa3aH Ha PUCYHKE:

MemceTeBon skpaH - Hactpoika 3oH

GLke HacTpokky | [ONONHATENEHEIE HACTPORKK | OTCReMuBaHMe coefuHenni (conntrack) | [loNonHMTENLHEIE aprymenTyl iplables

Crpannua cogepwunT obiuve ceoncTea ‘lan’. Pexwmel Brogaumi Tpagu’ i Hexogawmil Tpapux’ yCTaHEENWESIOT NOAWTHKA NO YMOF4aHNIo N8 TpaguKa, NOCTYTaouwero 1
NOKMASICGLLEND 3TY 30HY, B TO BPEMA KaK pexim Tlapenanpassosme’ oNWCHIBAET NONWTHKY NEPEHaNPaBnaHKA Tpaduka Masay Pa3NUUHLIMKY COTAMUK BHYTPM 30HLI,
‘Mcnons308aTe CETH YKA3LIEAET, KaKME JOCTYMHBIE CETH RENAKITCA YNEHAMMK ITOW 20H5I

Haasatine tan
Broaauwmn Tpaduk NpHHAMETE L
Wcxopauwit Tpadik NpMHEMETE bt
Mepesanpasnexne NPHHAMETE bt

Mackapagnrr |
OrpaHuJeHne MSS

OXBETHIBIEMbIE CETH lan: gt redu: ot

HaHHbie HHC?FJ{:ﬁKH YNPaan\oT NANRTHKEMA NepeHanpagnequs T paq.mna Mexay aTol {lam) u APYrAMK 30HaMA .’;}&LPMGM 0H-HEIHAYEHHA ABNRETCR ﬂ.ﬂ-padanpaﬂ.'.t-l—mniﬁ
&K ‘NeXoARILLMEA U3 lan’. TpadmKOM 30H-HCTOYHMKOE RBENRETCA Tpaduk ‘Hanpasnexsld & lan’. MepeHanpaaneqne ABNRETCR QAHOHENDEANEHHDIM, TO CTh
nepexHanpasnesne U3 lan 8 wan We' QONYCKaeT NepeHanpasneHwe Tpathura wa wan a lan.

PaspeluwTs NepEHENPEBNEHHE B SOHD HEIHIYEHNR " wan wan. .

PaspeiinTs nepeHanpaBneHne U3 304 HCTOHHHKON

EELGL - CoxpannTo

PucyHok 8.34 — HacTpoiika 30H MexXceTeBOro akpaHa. [lononHuTebHbIe HAaCTPOMKMU

Ha Bknagke OG6LWMe HacTPOMKU B [OMOMHEHME K YK€ NepevyncrieHHbIM paHee OCHOBHBIM HAaCTpOMKaM 30H
(cM. BblLLE ) 4OCTYMHbI crnegyloLne HacTPONKN:

* AMs1 — yHUKanbHOE CUMBOSIBHOE UMS 30HbI.

* OrpaHuyeHue MSS — BkrntovaeT nnm oTknYaeT orpaHudeHe MSS npu nepegaye Ana AaHHON 30HBbI.

* Acnonb3oBaTb ceTu — BLIGOP CETEBLIX MHTEPEENCOB, BXOAALLUX B YKa3aHHYHO 30HY.

* OxBaTbIBaeMble CETU — CMNCOK CETEN, BXOASLLUNX B HACTPAMBAEMYHO 30HY.
JdononHutenbHo, Ha Bknagke OOWMe HACTPOMKU, [ANs KaxaoW 30Hbl  yKasblBAeTcs MonuTuka
nepeHanpasneHus Mexay 30HamMu NP1 NOMOLLU CREAYIOLMNX HAaCTPOeEK:

* PazpewnTb NnepeHanpaBneHne B 30Hbl HA3Ha4YeHUs — pa3peLlaeT nepeHanpasneHne Tpadguka 13
peaakTMpyemMoi 30Hbl B BbIOpaHHbIE 30HbI-HA3HAYeHWUS.
* PaspewnTtb nepeHanpaBneHne M3 30H MICTOYHUKOB — paspeLlaeT nepeHanpasneHne Tpadguka ns
BbIOpPaHHbIX 30H-UCTOYHMKOB B PEAAKTUPYEMYHO 30HY.
El NMPUMEYAHUE
Tpadukom 30H-Ha3HaYeHNs ABMSETCHA NepeHanpaBneHHbIN TpaguK, UCXOOALLMIA U3 pefakTupyemom
30HbI.
TpadmKom 30H-UCTOYHMKOB ABMAETCA Tpadymk, HaNpaBneHHbIN B pedakTUPYEMYHO 30HY.

MepeHanpasneHne SBNSETCA 0AHOHanpasneHHbIM, TO eCTb NepeHanpasneHne 13 OAHON 30HbI B
APYryto 30Hy He fonyckaeT nepeHanpasrieHne Tpaduka B 0GpaTHY0 CTOPOHY.
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Bknagka [lononHUTenbHbIe HAaCTPOWKHU

Ofume HacTpolkK | [lononuuTenbHeie HacTpolky | OTCRExwBaHWe coenyeqni (connfrack) | JlononduTentHiie aprymedTsi iptables
LanHble HECTPORKK YNPABARIOT NONWTMKaMH NepeHanpasnequs Tpaduka mexay atow (lan) u gpyrumm 3okamu. Tpadmkom '3oH-HagHayeHHa' ABNAETCR NepeHaNpaBneHHbIR
Tpadim ‘wexogawimE us lan’. Tpadukom JoH-HCTOYHHKOS ABRRETCA TpaduK 'Hanpaenexbid B lan'. MNepeHanpasnedne ABNASTCA DHOHENDABAEHHBIM, TO BCTh

nepesanpagneHne 13 lan 8 wan we A0NyCKasT NnepeHanpaaneHxe Tpa¢ﬁka w3 wan g lan,

OxBaTbiBaeMble YCTPORCTEE -
DxBaThiBaEMbIE NOACETH

HMenonb3o0BeaTe NPOTOKON IPvd w |PvE

MCnonb3oBaTh MackapafWHr TONbKO ANA YKa3aHHbIX
NofCeTER-0TNPEBXTENSA

Wcnone3aoeaTh MaC HAPa[HHT TONMbLKD ANA YKaIaHHbLIX
nogceTeR-nonydartenci

BKAOUMTE MYPHANMPOSAHUE B STOW 30HE (|

Ha Bknagke [lononHUTenbHbIe HACTPOWMKU AOCTYMNHbI CNEAYOLLME HACTPOWKN:

* OxBaTbIiBaeMble YCTPOUCTBA — HACTPOWKa NO3BOMSAET KnaccuduumpoBatb Tpadumk 30HbI MO CETEBLIM
yCTponcTBaM (B TOM YMCIe CeTEBblEe YCTPONCTBA He ynpaBrisieMble Yepes BeG-nHTepderic).

+ OxBaTbiBaeMble NOACETN — HACTPOMKa NO3BOMSET KnaccudpuumpoBaTb TpadmK 30HbI MO UCTOYHUKY
W NOACETU HA3HAYEeHNst BMECTO CETU UMW YCTPONCTBA.

* Ucnonb3oBaTb NPOTOKON — BbIOGOP BEpPCUMM NCNorb3yeMoro |IP-npoTokona B yka3aHHOM 30HE.
Bo3moxxeH BbIOOp M3 BAapMaHTOB:
— Tonbko IPv4;
— Tonbko IPV6;
— IPv4 n IPv6.

* Ucnonb3oBaTb MackapaauHr TONbLKO Afisl YKa3daHHbIX nogceTen-oTnpaBuTenen — no3sonser
OrpaHNYnTb UCNONb30BaHWE TPAHCASALMM aApEeCOB YKa3aHHbIMW NOACETAMMU-OTNPABUTENSAMU;

* Acnonb3oBaTb MackapaAWHI TONbKO ANA yKa3aHHbIX nogceTen-nony4vyarenen — no3sonser
OrpaHNYnTb UCNONb30BaHWE TPaHCMSALMM aapecoB YKa3aHHbIMU NOACETAMMU-NONyYaTensmu,;

* BKIOUYnTb XXypHanMpoBaHue B 3TOW 30He — BKJTKOYAET UIM OTKITHOYAET 3anucb cpabaTbiBaHNs
npaBui MEXCETEBOrO aKpaHa Ansi 4aHHOW 30Hbl B CUCTEMHBbIV XypHarT.
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Bknaaka OtcnexuBaHue coeguHeHumn (conntrack)

BHewHun Bug Bknagkm OTcnexuBaHue coeguHeHun (conntrack) nokasaH Ha pUCYHKe:

Ob6iiime HacTpolkyu | JlononHWTeNbHbIE HACTPONKK = OTcnexuBaHue coeguHenui (conntrack) | [lonoAHWTeRbHbIE apryMeHThl iptables

PaspelunTb «HeAeRCTBUTENbHBIW TpahuK |:|

ABTOMaTHYECKOe Ha3HaYeHe NOMOLLHHUKOB

PucyHok 8.35 — OKHO HacTpoOeK 30Hbl MeXCceTeBOro akpaHa. Bknagka OTcnexvBaHue coeAMHEHUN
(conntrack)

Ha Bknagke OTcnexmnBaHue coeguHeHu (conntrack) JOCTYMHbI CreaQyHOLLe HACTPONKU:

* Paspewintb «HeAeNCTBUTENbHbLINY TPathuK — HacTpoka NO3BONSET HE YCTaHaBNMBaThb
OOMONHWTENbHbIE NpaBuna Ans OTKNOHEHWs NepeHanpaBnsaeMoro Tpaduvka ¢ COCTOAHMEM
«HegencTBuTenbHbINY (invalid). 3To MoXxeT NoTpeboBaTbCs, HaNpUMep, 4518 CHOXHbIX HACTPOEK
aCUMMETPUYHOW MapLUpyTU3aLmun.

+ ABTOMaTM4YeCKoe Ha3Ha4YeHne NOMOLLHUKOB — YNpaBnsieT aBTOMaTUYeCKUM HasHaYeHnem
NMOMOLLHMKOB OTCNEXUBaHUs coegmHeHnn (conntrack) Ha ocHoBe NpoTokona 1 nopTa Tpadumka ans
penakTupyemMom 30HbI.

Bknapka [lononHuTenbHbIe apryMmeHThbl iptables

Ha Bknagke JononHuTenbHble aprymMeHTbl iptables pacnonoxeHbl HacTpoOWKW, No3BondAllWMe nepeaatb
NpOu3BOIbHbIE apryMeHThl iptables B npaBmna knaccndukaumm BXoasLwero 1 MCXoasiLLero Tpagouka 30Hsbl.

BHMMAHUE

A Mepenava aprymeHToB iptables B npaBunax knaccudpukauum BXogsLero u UCXoasiero Tpaduka
MO3BOJISIET COMOCTAaBNATb NAKETbl, OCHOBaHHbIE Ha APYrMX KPUTEPUAX, HEXENU YeM MHTepPdENChI UK
nogceTw. 3Tu onuum crnegyeT UCMoNb30BaTh C 0COBON OCTOPOXKHOCTLIO, TaK Kak HEBEPHbIE 3HAYEHMS
MOTYT NPUBECTU K HApYyLLUEHUIO paboTbl NpaBM MEXCETEBOIO 3KpaHa, MOMHOCTbLIO OTKPbIBAst 4OCTYM KO
BCeM crnyxbam cuctemsl.

BHewHun Bna Brknagkm JlononHUTenbHble apryMmeHThl iptables nokasaH Ha pucyHke:

MeceTeBoH 3KpaH - HacTpoiiKa 30H
06LuKMe HAacTPoiKK | [loNONHUTENbHbBIE HACTPOAKKM | OTCREXMBaHWE CoeAMHEHWI (conntrack) | JononHWTenbHble aprymenTol iptables
I'Iepe,qaua aprymeHToB ip'.63|95 B nNpaevnax <J‘IGCC#1¢»#1K3L,HA BXOOALWErND U UCXoQALWEro T:la¢u1Ha noseonAeT CONOCTaBNATE NaKeTbl, OCHOBaHHEBIE Ha APYTUX KPUTEDUAX,

HEWENW YEM WHTepDERCH! UMK NOACETH. 3TW ONUWK CRELYeT UCMONbI0BaT C 0CO00M OCTOPOMHOCTEH), TAK KAK HEESDHbIE 3HAUEHWA MOTYT NMPUEBECTU K HADYIWEHWK padoTsl
Npaenn MEXCETEBOMD 3KPaHa, NONHOCTBH OTKPbIBaA AOCTYN KO ECEM CJ'\}'}KEEW CHCTEMbBI

J0NONHWTENbHBIE APTYMEHTbI INA MCTOYHWKS

[ononHuTenbHble aprymMeHTel 4nA HazHa4YeHuAa

EELGENE  CoxpaHuTb

PucyHok 8.36 — OKHO HacTpoOeK 30Hbl MeXCeTeBOro akpaHa. Bknagka OTcnexuBaHue coeAMHEHUN
(conntrack)
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Ha Bknagke [lononHuUTenbHbIe apryMeHThbl iptables JocTynHbI crnegytolne HacTPONKu:

* lononHuTenbHbIEe apryMeHTbI ANt AICTOYHUKA — [OMNOMNHUTENbHbIE apryMeHThl iptables ans
Knaccudukauum Tpaduka 3oHbl UICTOYHWKA. Hanpumep, Ansa knaccudgukaumm TonbKO BXOAALWEro
Tpaduka HTTPS (TCP nopt 443):

-p tcp --sportd43

* [lononHuTenNbHbIE apryMeHTbl 4118 HAa3HAYeHNst — OOMONHUTENbHbIE apryMeHThI iptables ans
Knaccudmkaumm Tpadgmka 30oHbl HasHavyeHust. Hanpumep, ans knaccudmkaumm TonbKo UCXoasiLero
Tpaduka HTTPS (TCP nopt 443):

-p tcp --dportd43
8.5.2.2 [lo6aBneHne 30H

[na no6aBneHns HOBOWM 30HbI NpegHa3HadeHa kHonka JJob6aBuTb, pacnonoxeHHas cHU3y Tabnuubl 30H. Mpu
€€ HaXaTun OTKPOETCS BCMJbIBAlOLLEE OKHO PedaKTUPOBaHUS NMapameTpoB 30HbI, KAk U NPU M3MEHEHUU
(penakTnpoBaHUn) CyLLECTBYIOLLIMX 30H.

8.5.2.3 YnaneHue 30H

YaaneHue cyuwlecTByIoLEen 30Hbl BbINOSIHAETCA NPU NOMOLUM KHOMKWU YAanuTb, pPacronoXeHHOW B CTpOkKe
COOTBETCTBYHOLLEN 30Hbl.

8.5.3 lNMepeHanpaBneHne NopToB

lMepeHanpaBneHne NOPTOB — 3TO COMOCTaBfEHWE OMpedenéHHOro nopta Ha BHeLWHeM WHTepdence
KOHTpornepa ¢ onpedenéHHbIM NOPTOM HY)XHOIO YCTPOMCTBA B foKanbHoOW cetu. NepeHanpaBneHne nopTos
Mo3BONSET, Hanpumep, yOanéHHbIM KOMMbTEPaM M3 CETU MHTEPHET COEOUHSTBCS C YCTPOMCTBOM MMM
CNy>x00I BHYTPY YaCTHOM NOKanNbHOM CEeTW.

BrewHunn Bua Bknagku [lMepeHanpaBneHue mnopToB CTpaHuubl MexceTeBOM 3KpaH MOKasaH Ha
pucyHke 8.37.

O6uMe HAaCTPOMKKN lNepeHanpaBneHue NOpToB Mpasuna anA Tpapuka MNpasuna NAT Monb3oBaTenLCKKE NpaBuna

MejkceTeBoii 3KpaH - MepeHanpasneHne NopTos

ﬂepeﬁaﬂpaanenne nopToe

Wmna CooTEeTCTEHE LeicTexe BrMOYHTE

Bxogsumi IPvd
Forward8080 1z (wan n

m
B sT0 ycTposcTBO , NOpT 8080
Bxopsuwmi IPv4
Forward8443 3 (wan MepexanpasnaTe Ha lan nopr 443 m
B sro ycrposicToo , nopr 8443

PucyHok 8.37 — Bknagka «lMepeHanpaBneHue nopToB» cTpaHuubl «MexXceTeBOW aKpaH»

b Ha lan nopt 80

&
11

B Havane cTpaHuubl npvBeaeHa Tabnvua MepeHanpaBrneHrMe NOPTOB C NEPEYUCIIEHNEM YKEe CO34aHHbIX
npaBwn NepeHanpaeneHuii nopToB. Tabnuua uMeeT creaytowmne cTonoLbl:

* UMsA — yHuKanbHoOe CMMBONBHOE MMS NpaBuma nepeHanpasneHus.

» CooTBeTCTBME — B IaHHOM CcTONGLE npmBeaeHbl ycnoBua And Bxoadllero Tpaqwu(a, npwn cosnageHunmn
KOTOpPbIX AaHHOE npaBuio 6yp,eT NMPUMEHATBLCA.
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* NleicTBUEe — B JaHHOM cTonOLe nNnpmBedeHo AercTBMe, KoTopoe ByaeT NpYMeHeHO K BXxogsLemy
Tpadwmky (agpec v NopT yCTPOWCTBa, Kyaa byaeT nepeHanpaBnaTbca Tpadumk Npu NPUMEHeHN AaHHOro
npasuna).

* BKNoUYnTb — NO3BOMSET BKAOYUTL UK OTKITOYUTL AaHHOE npaswuIio. Ecnn npaBuI1o BbIKITKOYEHO, TO
OHO He 6y,qu NPUMEHATLCA K BXOAALLEMY Tpacbl/n(y.

8.5.3.1 Mopsaaok npumeHeHUA NpaBun NepeHanpaBneHns NnopToB

MpaBnna nepeHanpaBneHnsi NPYUMEHSIIOTCSA B TOM Nopsiake (CBepXy BHU3), B KOTOPOM OHW yKa3aHbl B Tabnuue.
[lna n3ameHeHWs1 Nopsiaka NpaBun NpegHasHayYeHbl KHOMKKU = (CM. pucyHke 8.37), No3BonsioLLmMe NePEMECTUTb
COOTBETCTBYHOLLEE NPABUIIO BBEPX UMN BHUS.

8.5.3.2 PepgakTpoBaHue npaBun nepeHanpaBfieHUsi NOPTOB

Ona pepakTupoBaHUsi NpaBwui MepeHanpaBneHusl NMopToB HeoOXOoAMMO HaxkaTb KHOMKy WM3MeHuTb (cwm.
pucyHke 8.37), pacronoXeHHyld B CTPOKe COOTBeTCTBylollero npasuna. OTKpoeTcs cTpaHuua
penakTMpoBaHUs NpaBua nepeHanpaBneHus MopPToB, Kak NokasaHo Ha pucyHke 8.38.

MexceTeBoi skpaH - lNepeHanpasneHne noptos - Forward8080

O6LUME HBCTPOHKH [ononH1TebHbIE HACTPOWKK

HassaHwe Forward8080

MpoTtoxon TCP UDP 0

30Ha WCTOUHKKE wan wan: . =
BHewH1A nopT 8080

30Ha HA3HAYEHUR lan lan: .5 e redu L 0

BuyTpeHHuii IP-aapec .

BHYTpeHHWA nopT 80

Sakpoite  EEGHERT)

PucyHok 8.38 — HacTpowka npaBun nepeHanpaBneHns NOPTOB MEXCeTeBOro aKpaHa

[laHHOEe OKHO pa3feneHo Ha ABe BKNaaKu:
» O6LLUME HACTPOWKY;

* JONONHUTENbHbIE HACTPOWKN.

166



8 CeTb

Bknapgka O6wme HacCTPONKMU

Ha pgaHHOWM cTpaHuue AOCTYNHbl ANs PpeAakTUpOBaHUS Criefyloline HacTpOMKM NpaBuna nepeHanpaBneHus
MopToB:

*Uma — YHUKaribHoe CMMBOJIbHOE UMA NpaBuna;

* MpoTtokon — BbLIGOP NpoToKONa npasmna. BoamoxeH BbIGOP M3 BapUaHTOB:
— noborn — nobon npotokon. MNMpu BbIOOpe aHHOIO BapuaHTa Apyrie NpoToKosbl BbIbpaTh HENb3S;
— UDP;
— TCP;
— ICMP;
— MONb30BaTENbCKUA (MPON3BONBLHOE NMSI MPOTOKOMA).

B 3aBucumocTn ot Bbl6paHHOI’0 npoToKona Ha6op HaCTpPOEK MOXEeT HECYLLUECTBEHHO MEHATbCA.

* 30Ha UCTOYHUKA — Bbl60p 30Hbl NICTOYHUKa Tpa(*)VIKa Aana npaBsuna;

* BHewWHW NOPT — NO3BONSAET OrPaHNYUTbL MPUMEHEHUE NPaBuna 4518 BXOASALMX NOAKITIOYEHUIA Ha
yKasaHHbIV NOpT UNun ananasoH NopToB. [laHHas HacTporka AocTynHa Tonbko ans UDP u TCP
MPOTOKOSOB;

* BHyTpeHHAA 30Ha — BbIOOP 30HbLI HA3HaYeHWs (NnepeHanpasneHns) Tpaduka ana npasuna;

* BHyTpeHHun IP-agpec — BbIbop IP-agpeca ans nepeHanpaeneHns Tpaduka. Tpaduk npasuna byget
nepeHanpasnaTbCA Ha yka3aHHbIV IP-agpec;

* BHyTpeHHUI nopT — BbIGOP MopTa Ans nepeHanpasneHns Tpaduka. Tpadwk npasuna byagert
nepeHanpaBnATbCA Ha yKa3aHHbIN NOPT BHyTpeHHero IP-agpeca. [JaHHasa HacTpoKKka JOCTYMNHa TONMbKO
ans UDP n TCP npoTtokonos.
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Bknagka [lononHUTenbHbIe HAaCTPOWKHU

BHewwHun Bug Bknagky [lononHUTEeIbHbIe HACTPOMKU NMOKa3aH Ha PUCYHKE:

OHwme HaCTPORKK

JononHUTENEHBLIE HECTRORKS

MAC STOUHWEE

|P-aOpec MCTOUMKKS .

BiciounTs NAT Loopback [

P-appec notounmka neTnu (Loopback) WCNONB30RATE BHYTPEHHAR |P-aapec

COOTEETCTEME NOMOLIHWKY

QOTESTETEWE METHM

COOTEETCTEME MO OIPEHRYSHERM

LononHUTENEHEE SpTYMEHTE

PucyHok 8.39 — OKkHO HacTpoek NpaBusia nepeHanpaBfieHUs NOPTOB MeXCETeBOro akpaHa. Bknapgka

«ononHUTEeNbHbIe HACTPOMNKU»

Ha paHHown Bknaake OOCTYNHbI ANnd peaakTupoBaHuA cneagyrwine HaCTpOﬁKMZ

* MAC-agpec UCTOYHMKA — MO3BOJISIET YKa3aTb OAMH UK Heckorbko MAC-agpecoB NCTOYHMKA
Tpacmka ansa npasuna. Ecnn MAC-agpeca 3agaHbl, To npaBuio 0yaet NpUMEHSITbCS TONbKO AN
BxoasLero Tpaduka ot ykasaHHbix MAC-agpecos;

* IP-appec UCTOYHMKA — NO3BOMSAET YKa3aTb O4MH UK HECKOMbKO IP-agpecoB UCTOYHKMKA Tpadmka ons
npasuna. Ecnu IP-agpeca 3agaHbl, To npaBuno Oyget NpMMEHSATLCH TONbKO ANst BXxogdwero Tpaduka
OT yKa3aHHbIX IP-agpecos;

* MopT ncTOoYHMKA — NO3BONSIET YKa3aTb NOPT UK Anana3oH NOPTOB MCTOYHMKA Tpadhmka Ans npasuna.
Ecnv aTOT NapameTp 3agaH, To NpaBuIio byaeT NPUMEHSITLCSA TONbKO AN BXOASALLIEro Tpadmka ot
yKasaHHOro nopra unv amanasoHa NnopToB YCTPONCTBA MCTOYHMKA Tpaduka. [JaHHast HacTpovika
poctynHa Tonbko ans UDP 1 TCP npoTokonos;

* BHewHuu IP-agpec — no3BonsieT orpaHM4nMTb NPUMEHEHNE NpaBuna anst BXOAALLMX NOAKINI0YEHNIA Ha
ykasaHHbI IP-agpec. Ecnn He 3apaH (3HaveHne «ntoboiy ), TO MPaBuIio NPUMEHSIETCS K BXOOSALLMUM
nogkntodeHnam Ha Bce |IP-agpeca ycTponcTBa;

* Bknountb NAT Loopback — Bkntountb anst gaHHoro npasuna texHonornio NAT Loopback; [JaHHas
TEXHONOMMSA NO3BONSAET CHMTATb NakKeT, NpuLLeLWnIA U3 BHyTPEHHEN ceTn Ha BHelHun IP-agpec
YCTPOWCTBA, KaK NakeT npuwieani n3eHe. Takum obpasom, And Takoro naketa paboTtatoT npasuna
MEXCETEBOrO 3KpaHa, OTHOCSLLMNECH K BHELLHUM COEOUHEHUSIM.
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Mpw BKMOYEHUN JAHHOW HACTPOWKN NOABNSAETCHA JONONHUTENbHas onuus IP-aapec UCTOYHUKA NeTnu
(loopback), npy noMoLLM KOTOPOI MOXHO BblOpaTh kakon IP-agpec 6yaeT ncnonb3oBatbecs ANs
OTpaXeHHOro Tpadrka — BHYTPEHHUN NN BHELLIHUNA.

+ CooTBeTCTBME NOMOLLHMUKY — HAaCTPOWiKa NO3BOSSIET yKa3aTb KOHKPETHOIO MOMOLLHMKA
OTCNexuBaHusa coegnHeHni (conntrack).

» CooTBeTCTBME METKU — HaCTPOVIKa NO3BONIAET YKa3aTb METKY U Anana3oH METOK MeXCeTeBoro
9KpaHa A5id COOTBETCTBUA TpachKa npasuna.

» CooTBeTCTBME NO OrpaHMYeHUsIM — HaCTPOIKa orpaHUYMBaET COMNOCTaBMNEHNE TpadmKa yKa3aHHOM
CKOPOCTW.

* HOHOHHMTeﬂbeIe ApryMeHTbl — NO3BONAET YKa3atb AOMNONMHUTESNbHbIE apryMmeHTbl AnA KOMaHbl
iptables.

8.5.3.3 NobaBneHune npaBun nepeHanpasrieHnsi NOPTOB

[Ona poGaBneHus HOBOroO npaBuna nepeHanpaBreHns nopToB HeobBXoAUMMO 3anofHUTb OCHOBHbIE
napameTpbl HOBOrO NMpaBwusa nepeHanpaeneHnst B Tabnuue nogpasgena HoBoe nepeHanpaBneHue noprta
(cm. pucyHok 8.40) n HaxaTb kHomnky [lo6aBUTD.

Hoeoe nepeHanpaeneHue nopta

Brewnan BuyTpenHan
Wmn MNpoTokon . BHewHui nopt 30:ap BHyTpenHui IP-agpec BHYTpeHHHI NnopT

TCP+UL |+ wan v lan v T

PucyHok 8.40 — [lo6aBneHue npaBusia nepeHanpaBneH1s NOPTOB MEXCEeTEeBOro 3KkpaHa

3HavyeHns napameTpoB JobaBnsemMoro npasuna onvMcaHbl B pasaene pegakTupoBaHMs napameTpoB MpaBus
nepeHanpasneHus nopToB (pasgen 8.5.2).

8.5.3.4 YnpaneHune npaBun nepeHanpaBreHusi NOPTOB

[nsa ynaneHus npaBuna nepeHanpasrieHus NopToB NpedHasHavyeHa KHomka YaanuTb, pacrnofioXeHHas B
CTPOKE COOTBETCTBYHOLLIEro NpaBuna.

8.5.4 NpaBuna ansa Tpacduka

YnpaBsneHve npasunamun ans Tpaduka MexXCceTeBOoro akpaHa ocyllecTensercs Ha Bknagke MNpaBuna ans
Tpacbuka ctpaHuubl MexceTeBomn akpaH (CM. pUCyHok 8.41).
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PucyHok 8.41 — Npasuna ansa Tpadmka MexxceTeBOro aKkpaHa

COo3aaHHbIMU NpaBunamMmn ana Tpaq)vu(a. Tabnuua nmeet cnegywuine cTonoubl:

*Uma — YHUKaribHoe CMMBOJIbHOE UMA NpaBuia;

* Bxoasawun Tpacdpmk — B gaHHOM cTonbue NpuBeAeHbl YCroBus ANst BXOAsLWEro Tpaduka, npu
COBMaieHnn KOTOPbIX AaHHOEe NPaBuIio OyaeT NPUMEHATLCS;

- NleficTBMe — AeiCTBUE, NPUMEHsaemoe Ansa Tpaduka AaHHOro NpaBuna;

* BKNoUYnTb — NO3BOMSET BKMAOYUTL UK OTKITIOYUTL AaHHOE npasuno. Ecnn npaBuIio BbIKITHOYEHO, TO

OHO He ByaeT NPUMEHATLCS K BXOAALLEMY TpaduKy;

8.5.4.1 NMopsaaok npumeHeHUA npaBun ansa Tpadgpuka

MpaBuna gns Tpaduvka NPUMeHsIIoTCst B TOM rnopsiake (CBeEpXy BHM3), B KOTOPOM OHU yKasaHbl B Tabnuue. [ns
N3MEHEHNA NopsiaKka NpaBun NpegHasHadeHa KHomka «=», NMo3Bonsollas nepeMecTuTb COOTBETCTBYHOLLEee

npasuo B Tabnuue.
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8.5.4.2 PepaktupoBaHue npaBun ansa tpaduka

[na penakTupoBaHus npaBuna ans Tpaduka Heo6xoaMMO HaxaTb KHOMKy M3MeHUTb, pacrofioKeHHy B
CTpOKe COOTBETCTBYlOWEro npaeuna. lNMpyu 3TOM OTKPOETCs BCMIbiBAalOWEe OKHO HacTpoek npaBumna ans
Tpaduka, Kak NnokasaHo Ha PUCYHKE:

MexceTeBoi aKpaH - NMpasuna gna Tpaduka - Allow-DHCP-Renew

O6iine HACTPOKKM | JIONONHWTENbHDIE HACTPOMKK | BpemMeHHbie OrpaHn4YEHUA
HaasaHue Allow-DHCP-Renew
MpoTtokon ubDP .
30Ha WCTOYHHUKE wan wan: .
A,ElpE'C MUCTOYHKMKE
HDET MCTOYHMKE
30Ha HazHaueHun YerpoitcTeo(aaon) i3
Afpec HaszHaYeHun »
MopT HasHaueHun 68

NeAcTaune NPUHUMAETD b d

RETGLLM COXpaHUTD

PucyHok 8.42 — OkHO HacTpoekK npaBuna aAna Tpaduka MexceTeBoro aKpaHa

OkHO HacTpoek pa3buTo Ha HECKONbKO BKITAAOK:
» OBLMe HaCTPONiKK;
+ [lononHuTenbHbIe HACTPOWKMK;

* BpemeHHble orpaHnyeHus.
Bknagka O6Lwme HaCTPONKMU

Ha gaHHon Bknagke AOCTYMNHbI AN pefakTUpOoBaHNs crieayowme HacTPOKK:
* UMt — yHuKanbHOe CMMBOSbHOE MMS NPaBuUna;
* MpoTtokon — BbLIGOP NPOTOKONOB A5 NpaBuna. Bo3amoxeH BbIGOP OAHOIO UM HECKOSBbKMX MPOTOKOIOB
13 criegyHroLLEero cnmcka:
— Tonbko IPv4;
— TonbKo IPVG;
— IPv4 n IPv6;

MpoTokon — BbLIOOP NpoTOKONa BxoasLero Tpaduka npasuna. BoamoxeH BbIGOp U3 BapuaHTOB:

— Jlobon;

— UDP;

— TCP;

— IGMP;

— ICMP;

— IPSEC-ESP;

— nonb30BaTenbCKUin (MPOM3BOMIbHOE UMS NPOTOKOMA);

B 3aBrcMmMocCTM OT BbIGpaHHOIo NpoTokona Habop HAaCTPOEK MOXKET HECYLLIECTBEHHO MEHSITLCS.
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» 30Ha UCTOYHMKA — BbIOOP MCTOYHMKA Tpadmka Ansa npaBuna. Kpome KOHKPETHOW 30HbI MOXHO
ykasaTb criejytoLime BapuaHThbl:
— YctpoucTBo — nobor ucxogawmin Tpaduk Ha nrodom IP-agpece ycTponcTBa;
— Jlrob6as 30Ha — MCTOYHMKOM Tpadovka Anst 4aHHOTO NpaBuna sBnseTcs nobon Bxogawmn Tpaduk ot
ntoboro xocTa 6o 30HbI MEXCETEBOIO IKPaHa;

Appec ncTouyHmka — NO3BONSET YKasaTb OANH UM HECKONbKO IP-aapecoB ncTovHMKa Tpadmka Ans
npasuna. Ecnu IP-agpeca 3agaHbl, To npasuno byget NpMMEHSATLCS TONbKO AN BXogdALwwero Tpaduka
OT yKasaHHbIX IP-agpecos;

MopT CTOYHMKaA — NO3BONSAET yKa3aTb NOPT UMK AnanasoH NOPTOB NCTOYHMKA Tpaduka AN npasuna.
Ecnu sToT napameTp 3agaH, To Nnpasuno ByaeT NPUMEHATLCSA TONBKO ANA BXOAsLero Tpaduka ot
yKasaHHOro nopta unv guanasoHa nopToB yCTPOWUCTBa NCTOMHUKA Tpadmka. [laHHas HacTpovika
poctynHa Tonbko and UDP n TCP npoTokornos;

30Ha Ha3Ha4YeHus — BbIOOp HaszHa4veHus Tpadmka Ans npasuna. Kpome KOHKPETHOW 30HbI BO3MOXHO
yKasaTb cregyloLine BapnaHThl:

— He onpegeneHo — nobon Tpaduk;

— YctpouncTBo — nobor nucxogawmim Tpadmk Ha nobdon IP-agpec ycTponcTBa;

— Jro6as 3oHa — nobor ncxogsawmin Tpadmk Ha NoboI XOCT B NHOOON 30HE MEXCETEBOTO 3KPaHa;

Appec HasHavyeHUAa — AN npasun nepeHanpaesneHus ykasoliBaeTtcs IP-agpec ona nepeHanpasneHus.
Tpadpmk npaBuna BygeTt nepeHanpaBnsaATbLCH Ha ykasaHHbIN |IP-agpec;

MopT Ha3HaYyeHUs — ONa NpaBuN NepeHanpaBneHns ykasbiBaeTcs NOPT ANs nepeHanpasneHus
Tpaduka. Tpaduk npasuna byaeT nepeHanpaBnATbCs Ha YKa3aHHbIM NOPT agpeca Ha3HadeHus. [laHHas
HacTponka goctynHa Toneko ans UDP n TCP npoTtokonos;

DenctBune — BLIOOP AENCTBUSA, NPUMEHAEMOrO ANs BXOAALLEro (UNn nepeHanpaensiemoro) Tpaduka

[aHHoro npaeuna. BoamoxxeH BbIGOp 13 BapMaHTOB:

— NpWHUMATL;

— oTBeprartb;

— He obpabartbiBaThb;

— He OTCNEeXuBaThb;

— Ha3Ha4YuTb NOMOLLHMKA OTCNEXNBaHUSA COeAUHEeHUI — B 3TOM Clydae nosiBnsieTcs
pononHuTensHasa onuus NMOoMOLLHKK OTCReXUBaHuUsl, B KOTOPON HEOBX0AUMO BbIGpaTh N3 cnucka
MOMOLLHMKA OTCNEXUBaHMSA COeQUHEHUI A4St HA3HAYEeHUsI COOTBETCTBYHOLLEMY TPaduKy;

— NPUMEeHUTb MeTKy 6paHamayapa — B 3TOM CIly4yae NosiBfsieTcs AOMNONHUTENbHAas Onums
YcTaHOBUTb MeTKY, B KOTOPOW HEOOX0AMMO yKa3aTb METKY, KOTOpPYIo TpebyeTcs yCTaHOBUTb.

— XOR meTka bpaHgmayapa — B 3TOM criyyae nosiensiercsa gononHutensHas onunst XOR meTka, B
KOTOpPOWN HeoBXoanMO yKasaTb 3HaYeHue, ¢ KoTopoM ByaeT npomsseaeHa nobutosas onepaums XOR
HaZ CYLEeCTBYHOLLMM 3HAYEHNEM METKU;

— DSCP knaccudmkauma — B 3TOM criyyae nosiBnsietcsa gononnutensHas onumsi DSCP meTka, B
KOTOpOW Heobxoanmo BbIOpaTh U3 cnncka 3HavyeHue Tpedbyemon DSCP meTkn.

Bknagka [lononHnUTenbHble HACTPOMNKHU

Ha naHHoi Bknagke OOCTYMNHbI AN peaakTMpoBaHus criedytolime HacTPOWKK:

- CooTBeTCTBUE YCTPONCTBY — HaCTpolKa No3BOMsAeT NPUBA3aTh NPaBUIO K KOHKPETHOMY BXOASALLEMY
WIn MCXOAsILLLEMY CETEBOMY YCTPOMCTBY. MNpu BbiGOpe 3Ha4eHus Bxoasiwee ycTpOUCTBO M
Mcxopsiee ycTPOMCTBO MOSIBISIETCS AOMNONHMTENbHAs HacTpoika UMs ycTporcTBa, B KOTOpoW
HeobXxoauMOo BblGpaTb KOHKPETHOE YCTPOCTBO.
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O6lLMe HACTPOHKK | [1ONONHUTENLHbIE Ha

CooTBETCTEHE YCTPOWUCTBY

Wcnonb3oeath NPOTOKON

POWKA

BpemeHHbIe OrpaHHYEeHHA

He onpefgeneHo

Tonbko IPv4

MAC-apgpec ncTouHMKa

CooTBeTCTEME NOMOLWHWUKY v

CooTBeTCTBHE METKH

BeTcTBue DSCP

i€ NO OrpaHUYeHHAM

[lononHUTENbHbIE apryMeHTbl

PucyHok 8.43 — OkHO HacTpoek npaBuna ansa Tpaduka mexceTeBoro akpaHa. Bknagka
[JononHuTenbHbIe HACTPOMKHU

CooTBeTCcTBME yC 'G‘DP!-_‘TE_V Bxojsiiee yCTpQHCTﬁo o

Ums ycTpoicTBa 37 br-lan v

PucyHok 8.44 — HacTpoika npuBaA3KU NpaBua K KOHKPETHOMY CeTeBOMY YCTPOMUCTBY

Mpu BbIOOpPE 3Ha4YeHUss He onpeAerieHo NpaBuro He OyaoeT NPMBSI3aHO K KakoMy MO0 KOHKPETHOMY
CeTeBOMY YCTPOWCTBY.

* UIcnonb3oBaTb NpoTokon — BbIGop Bepcuii IP-npoTokona aAns 4aHHoro npasuna. BoamoxeH BbiIGop

13 BapuaHTOB:
— TonbKO IPV4;
— Tonbko IPV6;

— IPv4 n IPv6.

* CoorBeTcTBOBaTh ICMP TUny — Bei6op Tvnos ICMP nakeTtoB, Ans KOTOpLIX AaHHOE npaBuno byaet
npUMeHsTbCS. HacTpoika focTynHa Tonbko B cny4vae Boldbopa ICMP npoTokona.

* MAC-agpec ucTo4HMKa — MO3BONSET yKkasaTb 0AuH unu Heckornbko MAC-agpecoB UCTOYHMKaA
Tpacmka ans npasuna. Ecnn MAC-agpeca 3agaHbl, To npaBuio 0yaeT NpUMEHSITLCS TONbKO AN
BxoasLlero Tpaduka ot ykasaHHbix MAC-agpecos.

» CooTBeTCTBUE NOMOLLHUKY — HacTpOWiKa NMO3BOSSET Yka3aTb KOHKPETHOIO MOMOLLHMKA
OTCNEeXMBaHUA coeanHeHni (conntrack).

* CooTBEeTCTBME METKM — HACTPOMKa MO3BOSISIET YKa3aTb METKY NN Anana3oH METOK MEXCETEBOIO
3KpaHa 4Jyis COOTBETCTBUSA Tpadhmka npasuna.

» CooTBeTcTBUEe DSCP — HacTpovika no3sonsieT ykasaTte DSCP meTky ¢ koTopon 6yaeT nponsBoamTbest
conocTaeneHune Tpaduka ansa npasuna.

» CooTBeTCTBUE MO OrpaHNYEeHUsIM — HacTpOWika OrpaHMyYMBaeT conocTaBneHme Tpaduka ykasaHHON
CKOPOCTMW.

* JononHuTenbHbIe apryMeHTbl — NO3BOSSET yKa3aTb AOMONHUTENbHbBIE apryMeHTbl 45151 KOMaHAbl
iptables

173



8 CeTb

Bknaaka BpemeHHble orpaHn4yeHus

BHewHnn Bna Brknagku BpeMeHHble OorpaHu4YeHus Nnoka3aH Ha PUCYHKe:

O6ime HacTpoitky | JlonoNHUTENbHLIE HACTPORKKM | BpemedHble orpasuyeHna
OHU Hegenu
Oxn mecaua v
Bpem# Hauana (4d.Mm.cc)
Bpema okoH4YaHusA (44.MM.CC)
[ata Havyana (rof-mMec-geHb)
[aTa okoHYaHHA (rog-Mec-aeHb)
Bpema UTC
PucyHok 8.45 — OkHO HacTpoek npaBuna ans Tpaduka mexceteBoro akpaHa. Bknagka «BpemeHHble
orpaHu4eHusa»

Ha paHHom Bknagke JOCTYMHbI AN peakTMpoBaHWS criefytoLlmne HacTPONKN:

* [1H1 Hepenu, AHN MecALAa — NO3BOSSAET YKa3aTb OHU Hegernn n/vnu gHn Mecsua, B KOTOpble AaHHOEe
npaBno A0IMKHO NPUMEHATBLCA. Ecnun gaHHble HaCTpOVIKM YKa3aHbl, TO nNpaBuiio 6y,u,eT NPUMEHATBLCA
TONbKO B YKa3aHHbIE OHW.

- Bpems Hauyana, BpeMsi OKOHYaHUs — MO3BOSAET YKasaTh BPeMs Hadyana u okoHYaHusl OencTBuA
npaewvna. Ecnv gaHHble HacTPOWKK yKasaHbl, TO NPaBuno GyAeT NPMMEHSTLCS TONBbKO B yKa3aHHbIN
nepviog BpeMEHW.

« laTa Ha4yana, gaTa OKOH4YaHUA — NO3BOrSIET Yka3aTb AaTbl HA4Yarna U OKOHYaHWs AeiCTBUS NpaBuna.
Ecnu faHHble HAaCTPOMKM ykasaHbl, TO NpaBuIio OyaeT NPMMEHATLCS TONBbKO B yKa3aHHbIV Nepuoa AaT.

* Bpemss UTC — ecnu faHHas HacTpoyika BKIodYeHa, TO BpeMs AeCTBUSA npasuna ykasbisaetcs B UTC.
B npoTnBHOM cnyyae BpeMsi ykasblBaeTCs B NTIOKanNbHON BPEMEHHON 30HE.

8.5.4.3 [lobaBneHne npasun gns Tpacgpuka

[ns noGaeneHuns HOBOro Npaewuna Ans Tpaduka npegHasHadeHa kHonka «[Jo6aBuTby, pacnonoXeHHas CHU3Y
Tabnuubl npasBun gns Tpadwmka. Mpu 3TOM OTKPOETCS BCMNIbIBAKOLLEE OKHO PEdaKTUPOBaHWUS NnapamMeTpoB
npaswuna, Kak u Npu N3MeHeHUn (PeLakTMPOBaHNM) CYLLLECTBYHOLLLEro NpaBuna.

8.5.4.4 YpaneHue npaBun ana tpaduka

Ona ynanewus npaBuna ana Tpadwuka npeaHasHayeHa KHoMka Y@anuTb, pacnonoXeHHass B CTPOKe
COOTBETCTBYIOLLIErO Npasuna.

8.5.5 NpaBuna NAT

MpaBuna NAT no3BonsAwT TOYHO KOHTponupoBaTb |P-agpec  MCTOYHMKA B UCXOAdAWIEM  Wn
nepeHanpasnsemMoM Tpacduke.

174



8 CeTb

@& plc210- Mpasuna NAT-LuCl X | 4+ = o 5
€ c @ © & 172.16.0.1/cgi-bin/luci/admin/network/firewall/snat & nm e =

V) B

CocTosHue P plc210

O6ime HacTpoiky | MepeHanpasnexve noptoB | lNpasuna andATpagmka = [pasuna NAT | Monb30BaTenbCKWE Npasuna

MexceTeBoi aKpaH - MNMpasuna NAT

Mpaeuna NAT
AHTep(heR
Wmn CooTeeTcTBUHE AeicTene BRAOYHTH
Mepexanpasnexue IPvé = m
NAT- Wa moGas soHa , IP-agpec ABTOMETHYECKH Nepesanuchisats IP-agpec =
B lan

CTatucTvKa »

PucyHok 8.46 — Npasuna NAT mexceTteBoro akpaHa
Ha ctpaHuue npusegeHa Tabnuua MpaBuna NAT c nepedncneHnem yxe cosfaHHbix npasun NAT. Tabnuvua
UMeeT crnepytoLmne cTonoLbl:
* UMt — yHuKanbHOe CMMBOJIbHOE MMS NpaBuInia.

» CooTBeTCTBME — B IaHHOM CTONGLE npmneeneHbl ycnoesua and Tpacbvn(a, npwn cosnageHnm KoOTopbIX
OaHHOe npaBuno 6y,u,eT NPUMEHATLCA.

- NleficTBMe — [eicTBUE, NPUMeHsiemMoe Ansa Tpaduka aHHOro Npasuna.
* BKNOUUTbL — MO3BONAET BKIOYUTL UMK OTKMIOYUTL AaHHOe npasuno. Ecnv npasunno BbiKMoYeHo, To

OHO He OyaeT NpUMEHATLCS K Tpaduky.

8.5.5.1 NMopsiaok npumeHeHusa npasun NAT

Mpaeuna NAT npumeHsiloTCS B TOM Mopsiake (CBepXy BHM3), B KOTOPOM OHM yKasaHbl B Tabnuvue. Ons
N3MeHeHVs nopsaka npaBun npedHasHavyeHa KHorka =, Mno3BOnsolas nepemMectuTb COOTBETCTBYHOLLEE
npaeuro B Tabnuue.

8.5.5.2 PepaktupoBaHue npaBun NAT

IOna pepaktupoBaHust npasuna NAT HeoOxoouMo HaxaTb KHOMKy W3MeHWTb, pacnonoXeHHyl B CTPOKe
COOTBETCTBYyHOLWEro npasuna. pu 3TOM OTKPOEeTCA BCMnMblBallwee OKHO HacTpoek npasuna NAT, kak
NMoKasaHo Ha PUCYHKe:
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MexceTeBoH aKkpaH - MNMpasuna NAT - NAT-Test

O6Lime HacTpoNKKM | [LONOAHUTENBHbIE HACTPOWKM = BpemMeHHble OrpaHNyeHns
HasBaHue NAT-Test
Mpotokon NioGoit v

Wcxopauan 3oHa lan lan: redu:

& P o

Appec UCTOUHMKE 192.168.5.100 (00:17:9A:78:FF:5B)

Afpec HasHaueHrA

LercTere MASQUERADE — aBTOMSTHYECKM NepenuchiBaTh Ha IP-afipec UCXOARALLEro uHTepdeiica | v

EELGLL N COXpaHUTh

PucyHok 8.47 — Bknagka O6wue HacTpOMNKM

OkHO HacTpoek pa3buTo Ha HECKOSbKO BKIMAAOK:
» O6LLUME HACTPOWKY;
* [lononHuTenbHbIe HACTPOWKMY;

* BpemeHHble orpaHnyeHus.

Bknapgka O6wme HaCTPOMNKMN

Ha paHHon Bknagke OOCTYMNHbI ANA pefakTUpOBaHNS cneayoLlme HacTpOnKK:

* UMs1 — yHUKanbHOe CUMBOJIBHOE UMS NpaBuna.

* MpoTtokon — BbIGOP NPOTOKONOB AN NpaBuna. Bo3amoxeH BbIGOp OAHOrO UM HECKONbKUX NPOTOKOOB
13 CneayroLLero cnmcka:
— nr6on — ntodon npotokon. Mpu BbIbOpe AaHHOIO BapuaHTa, Apyrine NpoToKOombl BblIOpaTh HEMb3s;
— UDP;
— TCP;
— ICMP;
— nonb3oBaTeNbCKUM (MPOM3BOSTbLHOE UMSI MPOTOKONA).

Ucxopsawasn 3oHa — BbIGOp ncxoaaLlen 30Hbl Ang Tpadumka npasuna.

Anpec UCTOYHUKA — YKa3aHhe COOTBETCTBUA afpeca MCTOYHUKa nepeHanpasndaemMoro Tpacbvn(a.

Anpec HazHaYeHUs1 — yKasaHue COOTBETCTBUS afpeca HasHa4YeHUs nepeHanpasnsemMoro Tpaduka.

OenctBue — BLIOOP AENCTBUSA, NPUMEHAEMOro AN TpaduvKka AaHHOro npasuna. BoamoxeH Beibop 13

BapuaHTOB:

— SNAT — nepesanuce IP-agpeca nctodHmka Ha ykasaHHbln. [py BbiGope gaHHOMO AenNCTBUS
nosiBNSeTCa AONONHMTENbHas HacTpovika IP-agpec ans nepesanucu, rae Heobxognmo ykasaTb
nepesanunceiBaemoe 3Ha4yeHue IP-agpeca ncTovHuka.

— MASQUERADE — aBTomatunyeckas nepesanuck IP-agpeca ncrodHuka Ha IP-agpec ncxogsiero
MHTepdenca.
— ACCEPT — oTtkniounTb nepesanuck |IP-agpeca nctovHuka.
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Bknagka [lononHUTenbHbIe HAaCTPOWKHU

BHewwHun Bug Bknagky [lononHUTEeIbHbIe HACTPOMKU NMOKa3aH Ha PUCYHKE:

O61LUMe HACTPORKKM | [lONONHWUTENbLHbIE HACTPOWKKM | BpeMeHHble OrpaHu4eHus

WcxopAulee yCTPOWCTBO

CooTBETCTBHE METKM

CooTBeTCTEBME NO OrpaHuYeHUAM v

JloNONHUTENbHbBIE 3pTYMEHTbI

PucyHok 8.48 — Bknapgka [lononHUTenbHbIE HACTPOWNKU

Ha naHHoi Bknagke OOCTYMNHbI ANA peaakTMpoBaHus criedytolime HacTPOoVKK:

* Ucxopsiliee yCTPONCTBO — HACTPOIKa NO3BONSIET NPUBA3aTb NPaBUO K KOHKPETHOMY UCXOASLLEMY
ceTeBoMy ycTpoincTBy. MNpu BbiGope 3HaYeHUs «He ornpeaeneHo» npasuno He ByaeT Npuesa3aHo K
KakoMmy fmbo KOHKPETHOMY CETEBOMY YCTPOWCTBY.

+ CoOoTBeTCTBME METKU — HACTpOIiKa No3BONSAET yka3aTb METKY UK AMana3oH METOK MEXCETEBOIO
3KpaHa Anis COOTBETCTBMSA Tpadmka npasuna.

+ COOTBeTCTBME NO OrpaHNYEHNUAM — HACTPOIIKa OrpaHNYMBaET COMNOCTaBNeHre Tpadmka ykasaHHOM
CKOpPOCTW.

* lononHUTenbHble apPryMeHTbl — MO3BOMSET yKasaTb AOMOMHUTENbHbIE apryMEHTbI ANs KOMaHabl
iptables.

Bknapgka BpemeHHble orpaHnyeHus

BHelHWn B1A BKNagkm BpeMeHHbIe orpaHunyeHus nokasaH Ha pUCyHKe:

06Lme HacTpoinkK | JlONONHUTENbHbIE HACTPONKK BpemeHHbie orpaHuueHmns
OHwn Hegenu
OHu MecAua v
ﬂ{JPMR Ha4yana (Y4.MMm.CC)
BpemA OKOHYEHUA (Y4.MM.CC)
[ata Hauana (rog-mec-fAeHb)

Oata okoHyaHuA (rog-mec-fieHb)

BpemaUTC [

PucyHok 8.49 — Bknagka BpemeHHble orpaHM4eHus
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Ha paHHo Bknagke 4OCTYNHbI ANS peaakTUpoBaHWs criegytoLllmue HacTPOMKU:

* lHM Heaenw, AHU MecsiLla — MO3BOISIET YKa3aTb AHW HeAenu u/unu gHu Mecsila, B KOTopble AaHHoe
NpPaBuUIO OOMKHO NPUMEHATLCS. ECnu faHHble HAaCTPOMKU yKasaHbl, TO NpaBuio OyaeT NPpUMEHSATLCS
TOMbKO B YKa3aHHbIE JHW.

* Bpemsi Hayana, Bpemsi OKOH4YaHUA — MO3BOMNSET Yka3aTb BpEMsi Hayana 1 OKOHYaHus 4encTBus
npasuna. Ecnu gaHHble HaCTPOKKU yKasaHbl, TO NpaBunno dyaeT NPUMEHATHCS TONbKO B YKa3aHHbIN
nepuos BPEMEHM.

» lata Hayana, gata OKOH4YaHUs — NO3BONSET yKasaTtb AaTbl Ha4ana n OKoOH4YaHuA nencreus npasuna.
Ecnn gaHHble HaCTp0I7IKI/1 YKa3aHbl, TO npaBunio 6y,1:|,eT NMPUMEHATBLCA TONbKO B yKGSaHHbIVI nepuoa aar.

* Bpemsa UTC — ecnu gaHHasi HacTpolika BKITloYeHa, TO BpeMs AeNCTBUS npaBunia ykasbiaetcsi B UTC.
B npoTuBHOM cny4ae Bpems yKkasblBaeTCs B TOKaNbHOW BPEMEHHOM 30HE.

8.5.5.3 o6aBneHune npasun NAT

Onsa pobasnexus Hosoro npasuna NAT npegHasHadeHa kHomnka [lo6aBUTb, pacrnonoXeHHas CHU3Y Tabnuupbl
npasun ans Tpaduka. Mpu 3TOM OTKPOeTCsA BCMIblBatollee OKHO pedakTUpOoBaHNs NapaMeTpoB npasuna, kak
1 NpU N3MeHeHnn (peaakTMpoBaHUK) CYLLEECTBYHOLLETO NpaBumna.

8.5.5.4 YpaneHue npaBun NAT

Ona ypaneHns npasuna NAT npegHasHadyeHa KHonka YAanuTb, pacrionioXeHHas B CTpoke
COOTBETCTBYIOLLENO NpaBuna.

8.5.6 Nonb3oBaTenbCcKkMe npaBuna

Ha Bknagke Monb3oBaTenbCckue NpaBuna HaCTPOEK MEXCETEBOTO 3KkpaHa (CM. pucyHok 8.50) pacnonoxeHo
norne BBOAA, B KOTOPOM MOXHO YyKa3biBaTb MpPOM3BOMbHblE KOMaHAbl iptables. [aHnHble komangbl OyoyT
aBTOMAaTUYECKN BLIMOMHATLCS MOCNEe KaXAoW nepesarpy3ku cryxbbl MeEXCeTeBOro 3KpaHa creiom 3a
3arpys3Kkow NpaBui No YMOMNYaHuIo.

@ plc210 - Momesosarensaxnen; X | + = =] b
< c @ © & 172.16.0.1/cgi-bin/luci/a ' ; & noe =
- ~
(V) [1H ]
=
CocTonuue b plc2i0
—_
O6uine HacTpoik | Mepedanpasnedue nopros | lNpasuna Ana Tpaduka | Mpasuna NAT lonbaoBaTenbckue npaskna
MK »

MeceTeBo# 3KpaH - Nonb3oBaTenbcKue nNpaBsuna

Monb3osaTenbekMe NPapnia NOIBONAKT BbINONHATL NPOMIBONLHBIE KOMaHADI iptables, koTopsie He OxBaYeHbl PAMKAMM MEXCETEBOTO 3KpaHa. KomaHabl
Ceto ¥ BLINONHAKTCA NOCNE KAKAOR NEPE3arpyaKM MEXCETEBOrO IKPaHa, CPasy nocne 3arpyaku Habopa Npasun No YMONUAHKIO.

WHTeptheidcn # This file is interpreted as shell script.
# Put your custom iptables rulea here, ey will
# be executed with each firewall (re-)start.

# Internal uci firewall chains e flushed and
OCTOB # put custom rules into the root chains e.g. I T
# special user chains, e.g. i rule or post

d on relcad, so
ORWARD or into the
ng_lan rule.

THCTHKE P

PucyHok 8.50 — Nonb3oBaTenbckue npaBuna MexceTeBoro aKkpaHa
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8.6 lnarHocTumKa

Ha cTtpaHuue AuarHoctuka pasgena CeTb peanu3oBaH MHTepdenc K HEeKOTOPbIM AMarHOCTUYECKUM
CeTeBbIM YTUNUTaM:

* MMnHr-sanpoc— BLINONHEHUE NMHr-3anpoca ykasaHHoro IPv4 unn IPv6-agpeca (IP- agpec nnu
OOMEHHOE UMS).

» TpaccupoBka — BbinornHeHue IPv4 unm IPv6 TpaccmpoBku ykazaHHoro agpeca (IP- agpec nnm
OOMEHHOe UMsl).

* DNS-3anpoc — BbinonHeHne DNS-3anpoca ykasaHHoro agpeca (IP-agpec nnm goMeHHoe nvis).

BHelwwHun BMA cTpaHuupbl iluarHocTUKa nokasaH Ha pucyHke 8.51.

@ o0 - Muarnocrika- Lutl. X [ 4 = O

[ c @ © & 172.16.0.1/cqgi-bin/) etwork/diagnost o i
VTR i

CocTomsme b ple210

[T

Cuctema b

CeTeBble YTHIWUTDbI

ANK »

Muwr-sanpoc

WUMA xocTa WWW.OWEN.Iu

IPv4 Munr-sanpoc o

VIMEHS XOCTOB Tpaccupoeka

CraTwdeckne MapLipyTbl MMA xocTa WWW.OWen.ru

IPv4 TpaccupoBka

DNS-3zanpoc

MmA xocTa WWW.OWen.ru

Buewnni IP-agpec

OnpegendTs BHeWHWA IP-agpec

PucyHok 8.51 — CtpaHuua «lnarHoctuka»

Mpun BbINOMHEHWUM KaKON-NMBO M3 ANarHoCTuK pesyneraT 6yaeT BbiBedeH B TEKCTOBOM BUAE, KaK NOKa3aHo Ha
pucyHke 8.52.
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MwuHr-sanpoc

Wmn xocTa ya.ru

IPv4 MNuHr-zanpoc

PING ya.ru (87.250.250.242): 56 data bytes

64 bytea from 8 0.250.242: aeq=0 ttl=49 ¢

3
"

o
o

64 bytes from 8 42: seg=1 ttl=4%

&4 bytes from 2 42: seqg=2 ttl=49

€4 bytes from B87.

LS ST S I X
eonotho;

€

3

1

=]
MO A RN

-

2
42: seq=3 ttl=49 tim
2

o o

64 bytes from 87. : seg=4 ttl=49

--— ya.ru ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loas

ound-trip min/avg/max = 13.466/13.900/14.680 ms

PucyHok 8.52 — CtpaHuua «[lnarHoctuka». BbiBoa pesynbrata AMarHOCTUKU
8.6.1 NunHr-3anpoc

BbinonHeHue ANarHoCTMKM NUHr-3anpoca ansa IPv4-an,peca COOTBETCTBYET BbINOJIHEHUIO KOMaHObI:
ping -c¢ 5 -W 1 <azmpec>

unu ana IPv6-agpeca:

ping6 -c 5 <ampec>

Hwxxe npuBeaéH npMmep BbiIBOAA YCMELLHOrO NUMHr-3anpoca ans agpeca ya.ru
PING ya.ru (87.250.250.242): 56 data bytes

64 bytes from 87.250.250.242: seg=0 ttl=48 time=16.959 ms
64 bytes from 87.250.250.242: seg=1 ttl=48 time=17.029 ms
64 bytes from 87.250.250.242: seqg=2 ttl=48 time=17.197 ms
64 bytes from 87.250.250.242: seg=3 ttl=48 time=17.338 ms
64 bytes from 87.250.250.242: seg=4 ttl=48 time=16.608 ms
--- ya.ru ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss round-trip min/avg/max = 16.608/

8.6.2 TpaccupoBka

BbinonHeHune TpaccupoBkm Ans IPv4-agpeca cOOTBETCTBYET BbINOMHEHUIO KOMaHAbI:

traceroute -g 1 -w 1 -n <azmpec>

unu ans IPv6-agpeca:

traceroute6 -g 1 -w 2 -n <azpec>

Hwxe npuBeaéH NnpMmMep BbIBOAA YCMNELLHOW TPAaCcCMPOBKY AN agpeca ya.ru:
traceroute to ya.ru (87.250.250.242), 30 hops max, 38 byte packets
192.168.0.1 0.598 ms

10.82.190.5 2.009 ms

212.232.64.221 2.274 ms

212.232.64.209 0.857 ms

212.232.64.85 0.980 ms

212.232.67.218 1.172 ms

188.65.69.56 0.823ms

188.65.69.65 1.152ms

o J o 0w NdR
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9 46.19.184.17 1.225ms

10 46.19.184.5 1.090 ms

11 194.226.100.90 1.319 ms
12 =

13 87.250.250.242 17.069 ms

8.6.3 DNS-3anpoc
BoinonHeHne DNS-3anpoca agpeca COOTBETCTBYET BbINOMHEHNIO KOMaHAbI:
nslookup <ampec>

Hwxe npueenéH npumep BoiBoAa ycnelwHoro DNS-3anpoca ans agpeca ya.ru:

Server: 127.0.0.1
Address: 127.0.0.1453
Name: ya.ru

Address 1: 87.250.250.242
Address 2: 2a02:6b8::2:242

8.6.4 OnpepneneHune BHelwHero IP-agpeca

[aHHas koMaHOa BbINOMHAET onpeaeneHve BHelwHero IP-agpeca ¢ ncnonb3osaHnem cepsuca ifconfig.me. B
cryyae ycneLuHoro onpegeneHus, byaeT BbiBedeH TekyLMin BHeLWwHu IP-agpec.
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9 CtatucTtuka

B pasgene rmaBHoro MeHio CTaTUCTMKa cogep)kaTcsl CTpaHuubl YhpaBreHust M npocmoTpa rpadukoB
CTaTUCTUKK, NOMYYEHHbIX NPK NoMoLm criyx6bl collectd.

Collectd — 310 Hebonblwas cnyxba, KoTopass C 3adaHHbIM WHTEPBANomM cobupaer cTaTUCTUKy 06
NCMonb30BaHNM pecypcoB cuctembl. O6bEM cobupaeMbix OaHHbIX oOnpedensercs Habopom nnarMHoB
(nogknovaembIx Mogynen).

Ha pucyHke 9.1 npuBegeHa cTpaHuua npocMoTpa rpadukoB crtatuctuku. [lpocmoTtp rpacdumkos
ocyulectensieTcs B pasgene MNpacdukn pasgena CtatucTuka rmaBHOrO MeHHO.

@ plc210 - Mpadwecn - LuCl % |+ = - oiElm
- C @ D & 172160 fegi-tinluci/admin/statisticsigrapt e D 1y in @ @ 5§ =
- ~
a"l‘l. S ABTOCEHOBNEHNE BRIMOHRHO
-
CocToRH#E b ple2id
CHCTEMa b
CraTnucTHKa
nnNx »
plez10 MoKadats X007 »
CirymbBor ¥
Thour MoWasaTe 38 MPOMERYTIK »
Ci ¥
WML 5 CRRYHAL NpHseHRT: WHTEREAN =
CTaTMCTIRE *
Tatimen CPU | Wuteppencs: | SarpyssacecTesss) | OnepaTwesan namats (RAM)
HacTpoxs - i ~
Wumepdesicsl brdan | Warepdencer eth1 | MuTepbeicst ushl
=150 ot

plc2in: Transfer on ethi

= !
40 1 t
.— 20 5 Ftie
5 I
= irﬂd”h_ﬂ_d th L\J-LMUUH LFLLJVLJUL\IPJU‘ I:n.ﬂ.ll- “r‘.fi FPJL’UUI\V[(JUU'LH. 3
-EO‘_ i
oz mea | mesm | ooan | oaies | ooiss bﬁ:“ss‘ ) _“EII:‘Iﬁ I L
W oEytes (RM)  Ave: 15,4 (ca. S50k Total)
Eoeytes (TH)  Gug: 164 (Ca. E5. Ok Totall

ple2i: Packets on ethl
Ft e

Packets/s

0026 30 o0:35 00; 40 o045 o050 00 85 00 Mo LR MG

WErrors (THD  Augt 0.0 fca, 0.0 Total)
WErrors (KD Aug: 0.0 (A, 0.0 Total)
W Frocessed (RN) At 0.2 {ca. BIO.T Tetal)

B Frocessed (THy  Avg: 0.2 fca, BI0.T Totald

PucyHok 9.1 — CtpaHuua npocmoTpa rpapmkoB CTaTUCTUKM

9.1 HacTtpouku cbopa n oTtobpakeHnsi CTaTUCTUKN

CtpaHunua HacTpoek cbopa 1 oTobpaxeHus CTaTUCTUKM pacrnonoxeHa B nogpasgene Hactpowka pasgena
CtaTucTrKa rmaBHOro MeHto (CM. pucyHok 9.2).
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@ ple210 - Hactpodixa - LuCl x | 4 = - o lEN
\ 3 ¢ @ © & 172160 ) 13 ect e @ oy WO ® 8§ =

V) [1B 1
-
CTOSHME plcalo
HacTpo#Wkn collectd
HaCTpOWKH collectd DCHORHNE TINErMHbI CeTeasie ntarnHn MnarwHs BhBoga

P Hacrpofun collectd

Wnam xocTa

OCHOBHAR NAMNKA MPANKEHN R Jvar/run/coliectd

MNanxa ¢ config hainos fetc)
lanka ¢ nnarwHasy collectd st/ collectd
Mononesyered PID-gadn war/run/collectd pid
DaEin ¢ oNpEREnsHNEL HABOPE BEHHBIX fusr/shase/ colientd/types do

Hurepsan chopa garHen

KONMUSCTRO NOTOKDS COHOPS [EHHBIX

MBITATLCA OMPERENATS MONHOE WMA XOCTE |

oo

PucyHok 9.2 — Hactpoiku c6opa un oTobpaxeHusi CTaTUCTUKU
Ha paHHOW cTpaHuue pacnonoXeHbl criegylolne HacTpoviku cbopa M OTOOPaKeHUsA CTaTUCTUKWU CryXObl
collectd:
+ OcHOBHas nanka npunoXxeHus — NyTb K OCHOBHOW paboyew nanke cnyx6bi collectd;
* Manka c config cphannom — nyTb k Nanke kKOHUrypauUMOoHHbIX dhannos cnyxobl collectd;
* Manka ¢ nnarnHamum collectd — nyTb K nanke ¢ nnarvHamm cnyx6ei collectd;
* Ucnonb3yembin PID-chainn — nytb k PID-channy cnyx6ei collectd;

» ®ann c onpeneneHnemM Habopa AaHHbIX — NyTb K danny onpegeneHnii HabopoB AaHHbIX CITYXObl
collectd;

* UuTepBan c6opa AaHHbIX — MHTepBan cbopa AaHHbIX cnyxb6oi collectd (B cekyHaax);

» KonnyecTBO NOTOKOB c60paAaHHbIX — KONMYECTBO OQHOBPEMEHHO paboTatoLumx NoToKoB cbopa
[aHHbIX;

* Umsa xocTa — ums faHHoro xocTa. Ecnu He 3apgaHo, nMs xocta 6yaeT onpegeneHo aBToMaTUYeCcKy;

* MbiTaTbCA ONpeaenATb NOMHOe UMSA XOCTa — HACTPOIKa, ykasblBatoLlas, TpebyeTcs N NbiTaTbCs

onpeaenuTb nonHoe nms xocta (FQDN) nnu ucnons3osatb KopoTkoe. [laHHas HacTporka AOCTynHa
TOMbKO ecnn He 3agaHo 3Ha4veHue napameTpa Uma xocra.

9.2 MnaruHbl (Nnoakno4yaemMble Moaynu)

B camom Bepxy cTpaHuubl HacTpoek (cMm. pasgen 9.1) pacnonoxeHbl BKMNagku ynpasreHus nnarmHamu
(nogkntovaembiMu Modynsamu) cnyxoel collectd.

BoNbLWMHCTBO NNarMHOB MOXHO TOSBbKO BKITHOYUTL NMO0 BbIKMOYMTL. Ho HEKOTOpble N3 NnarmHoB UMEKT CBOU
COBCTBEHHbIE AOMONHUTENbHbIE HaCTDOIZKVI, BIAOWLNE Ha 060p n 0T06pa)KeHVIe baHHbIX. Ecrin Yy nnarnHa
MMEINTCA Takune [OOMNOJIHUTENbHbIE HaCTpOIZKM, nx onuncaHume npuBoanUTCA B pas3fene COOTBETCTBYHLLEro
nnarnHa.
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9 CtatucTuKa

9.2.1 OCHOBHbI€E NnarvuHbl
MepeknoyeHUs1 KOHTEKCTa
[aHHbIn nnarmH cobupaeT CTaTUCTUKY O KONMYECTBE MNEPEKIOYEHUA KOHTEKCTa npoueccopa. [Mpumep

rpachmka gaHHbIX, NOMYYEHHbIX NPV MOMOLLM NfiarMHa, NokasaH Ha pucyHke 9.3.

openwrt: Context switches

2208 |m
208
188
L
- 1668
i
2 148
o
o 128
3
w 188
aa
6A
40 .
17:28 17:38 17:48 17:56 18:86 18:18
B Context switches Avg: %] Last: 174
PucyHok 9.3 — Ctatuctuka. Npadmk nepekniovyeHM KOHTEKCTa npoLeccopa
CPU

MnarnH CPU cobupaet cTatucTnky 06 nsmeHeHun Harpysku npoLieccopa.

MpuMep rpadmka AaHHbIX, MOSyYeHHbIX NPY MOMOLLM NfarMHa, nokasaH Ha pucyHke 9.4.

openwrt: Processor usage on core #0

11
18
9
B
= 7
U &
& 5
¥}
|
2
1
g H
18:18 18:28 18:38 18:48 18:58 19:68
H User Avg: B.8% Last: B.3%
E Nice Avg: B.0% Last: p.0%
Ml System Avg: 1.0% Last: B.7%
B Softirg Avg: B.1% Last: I ES
Bl Interrupt Avg: B.08% Last: B.0%
PucyHok 9.4 — Ctatuctuka. Mpadmk ncnonb3oBaHua npoueccopa
Entropy

MnaruH Entropy cobupaet cTaTucTuKy 0 4OCTYNHOW SHTPONUN.

MpuMmep rpadmka AaHHbIX, MOSyYeHHbIX NPY NOMOLLM NfarMHa, nokasaH Ha pucyHke 9.5.
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9 CtatucTuKa

openwrt: Available entropy
LT

a0a
700
600

300

bits

408

300

288 Irw

188 -
17:28 17:38 17:48 17:58 18:88 18:18

@ Entropy Avg: 643 Last: 715

PucyHok 9.5 — Ctatuctuka. Npacduk goctynHom aHTponumn
MpepbiBaHuA

MnarvH NMpepbiBaHusA cobrpaeT CTaTUCTUKY NO BblOpaHHbIM NpepbiBaHNsIM. [1narMH uMeeT AOMONHUTENbHbIE
HaCTPOMKMU:

* MOHUTOPUTL NpepbIBaHUsA — CMMCOK HOMEPOB NpepbIBaHWi (pa3aenéHHbIX CUMBOIOM npoGena), ass
KOTOpbIX TpebyeTca cobupaTb cTaTUCTUKY. ECnv HM 0fHO NpepbiBaHUE He yKa3aHo, cbop CTaTUCTUKK
OyaeT NPOBOAMTLCS MO BCEM MPEPbIBAHUSIM.

« CobupaThb CTaTUCTUKY CO BCeX KpOMe yKa3aHHbIX — eCln Onuust BKItoYeHa, To c6op CTaTUCTUKM
OyoeT Npon3BoAMTLCS TONbKO ANS NpepbiBaHUA, HOMeEpa KOTOPbIX HE Yka3aHbl B cniucke MoOHUTOPUTL
npepbIiBaHUS.

3arpy3KaCMCTeMbl

MnarvH 3arpy3ka cucTeMbl COOMpaeT CTAaTUCTUKY O CpeadHel 3arpy3ke cuctembl 3a 1, 5u 15 MUHYT
(load average). lNpumep rpaduka OaHHbIX, MOMNYYEHHbIX MPU MOMOLUM [AAHHOrO MnarvHa, fnokasaH Ha
pucyHke 9.6.

plc210: Load

T T S S S R T R N TN rE——.,

Load

B 1 winute fvg; 0.57 Last: 0,44
[ 15 winutes Avg: 0,60 Last: 0,37
B 5 minutes fug: D.E0  Last: 0,36

PucyHok 9.6 — Ctatuctuka. Mpadmk cpegHen 3arpy3km cuctemMbl
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OnepaTtuBHasa namatb (RAM)

MnarnH OnepatnBHaa namatb (RAM) coGupaeT ctatuctuky 06 ncnonb3oBaHum namaTu. Npumep rpadmka
OaHHbIX, NOMYyYEHHbIX NPY MOMOLLM NarnHa, nokasaH Ha pucyHke 9.7.

openwrt: Memory usage

290 m T
220 M
200 M
188 M
160 M
140 M
2 178 m
180 M
B0 M = s
68 M
40 M
28 M e
16:20 16:30 16:40 16:50 17:80 17:18
[ Free Avg: 138.3M Last: 137.4M
B Buffered Avag: 4.1M Last: 4.2M
M Cached Avg: 52.2M Last: 53.1M
W Used Avg: 24.2M Last: 23.9M
PucyHok 9.7 — Ctatuctuka. Mpacdmk ncnonb3oBaHUsA onepaTtMuBHOM NamMsTu
Mpouecchbl

MnarvH Mpoueccbl cobupaet creaytoLLyo MHOPMaLWIo:

» Bpems CPU,

* OLLUNGKU CTPaHULLbI,

* ncnonb3oBaHMe NamMAaTn ana Bbl6paHHbIX npoueccos.

MnarnH nmeet HacTporiky MOHMTOPUTL Npouecchl, KOoTopas npeacTaBnsieT coboM CnMCOK MpOLeCcCcoB
(paspenéHHbIx cMmBonoM npobena), Ans KoTopbix TpebyeTcs cobnpatb CTaTUCTUKY.

[ns kaxgoro Bbl6paHHOFO npouecca CTponTcAa HECKOIbKO Fpad)MKOBI

» Bpemsi CPU, otBegéHHoe BbiOpaHHOMY npoueccy. Mpumep rpadmka npuBeaéx Ha pucyHke 9.8;

* MOTOKMN U A04YepHUE NPoLecChl, NpuHaanexaiume soiopaHHomy npoteccy. Mpumep rpacmka
npuBegéH Ha pucyHke 9.9;

* oWwMObKK cTpaHuL BeibpaHHoro npoecca (page faults). NMpumep rpaduka npuseaéH Ha pucyHke 9.10;

* pa3mep CTpaHUL, NAMATH, BbIAEMNEHHbIX NPOLECCY ONEePaLNOHHON CUCTEMON M B HACTOsILLEE BPEMS
HaxogsLwmxca B onepatmeHon namatn (RSS). MNMpumep rpadmka npuBeaéH Ha pucyHke 9.11;

* pa3mep BUPTYyasibHbIX CTPAHUL, NAaMATH, BbiAENEHHbIX NPOLIECCY onepaunoHHon cuctemon (VSZ).
Mpumep rpaduka npmBeaéH Ha pucyHke 9.12;

* KOonMu4ecTBO (hanNoBbIX AECKPUNTOPOB, NCMOSIb3YEMbIX MPOLLECCOM CUCTEMbI UCTMONHEHUS
CODESYS. Npumep rpaduka npuseneH Ha pucyHke 9.13.
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9 CtatucTuKa

openwrt: CPU time used by uhttpd

Jiffies
{553
o
-

E

e A J I

17:-28 17:38 17:48 17:58 18:848 18:18
B System Avg: 320.4 Last: 2822.2
W User Avg: 71.4 Last: 744.4

PucyHok 9.8 — Cratuctuka. Npacdmk BpemeHn CPU ans npouecca

openwrt: Threads and processes belonging to uhttpd
2.8
1.9
1.8
L7
1.6
15
1.4
1.3
1.2
1.1
1.8
8.9

6.8 *
17:28 17:38 17:48 17:58 18:08 18:18

E Threads Avg: 1.8 Last: 1.8
B Processes Avg: l.@ Last: 1.8

Count

PucyHok 9.9 — Ctatuctuka. Npaduk noTokoB npouecca

openwrt: Page faults in uhttpd

Page faults
w
o

N rﬂJ‘Hﬂ
9.0 1 >
17:28 17:38 17:48 17:58 18:648 18:1a

W Minor Avg: 4 Last: 4,
W Major Avg: 1] Last: 1]

L= =)

a.
a.

PucyHok 9.10 — Ctatuctuka. Mpadmk olumbok cTpaHuL npouecca
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openwrt: Resident segment size (R55) of uhttpd %
samt &
4.9 M a
48 H 3
4.7 H 4
]
" 46H e
o
£oa5M
[:=]
4.4 H
43 M
4.2 M
4.1H
20 HM
17:20 17:30 17:48 17:50 18:60 18:18
M Resident segment Avg: 4., 9MB Last: 4.9MB
PucyHok 9.11 — CtaTtuctuka. Npacdmk RSS npouecca
openwrt: Virtual memory size (VSZ) of uhttpd %
samt g
39 M ;
38 M E
37 M d
]
w 36H 8
2
£ 35HM
[:=]
34 M
33 M
32 M
31 M
30 M
W Virtual memory Avg: 31.1MB Last: 31.1MB

PucyHok 9.12 — Ctatuctuka. N'padmk VSZ npouecca

spk2xxn01: Opened files count by codesyscontrol

200

180

43HILI0 T40L A T00L0d

180

Files

0310 0315 09:20 03: 28 09: 30 03: 35 03: 40 09: 45 03: 50 09: 55 10: 00 10: 08
W opened files count  Avg: 1661 Last: 166.0

PucyHok 9.13 — Cratuctuka. Npacdumk konm4yectBa channoBbix geckpuntopoB npouecca CODESYS
Bpems pa6oTbli
MnarvH Bpems pa6oTbl coGMpaeT CTaTUCTUKY O BPpEMEHM paboThbl CUCTEMBbI.

Mpumep rpadrka AaHHbIX, NOMYYEHHbIX NPU NOMOLLY AaHHOIO NiarvHa, nokasaH Ha pucyHke 9.14.
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seconds

123
122
128
118
116
114
112
1l
laa

openwrt: Uptime

186
14
1a2
lea

R R R R R EERERERFERE R

@ uptime

17:28

Avg:

17:38 17:48 17:58 18:08
107k Last: 108k

18:18

PucyHok 9.14 — Ctatuctuka. Mpadmk BpemeHu paboTbl
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9.2.2 CeTeBble NNaruHbI
OTcnexunBaHue NoaKNOYeHUN

MnarvH OTcnexuBaHue nogkntoyeHun (Conntrack) cobupaer cTaTMCTUKY O KOMMYECTBE OTCNEXMBAEMbIX
COEeOVHEHNI.

Mpumep rpadhmka gaHHbIX, NONYyYEHHbIX NPU NOMOLLM JAHHOrO NnarnHa, nokasaH Ha pucyHke 9.15.

openwrt: Conntrack entries
28

18
16
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= 12
=}
= 18
a
6
: rriIinlj__ﬁ J__jl__Jf_ﬁ
2 -
17:28 17:38 17:48 17:58 18:88 18:18
B Tracked connections Avg: 4 Last: 15
PucyHok 9.15 — Ctatuctuka. lpadumk otcnexmBaembix nogknoyeHun (conntrack)
UHTepdeincnl

MnarmH WUHTepcdpencbl cobupaeTr CcTatUCTMKy BblOpaHHbIX CETEBbLIX WHTepdencoB. [narmH wumeer
OOMOSHUTENbHBIE HACTPOWKN:

* MoHuTOPUTL MHTEpPdENChbl — CNUCOK HTEPENCOoB, ANA KOTOPbIX TPeByeTca cobupaTb CTaTUCTUKY;
» CobupaTb CTaTUCTUKY CO BCEX KPOMe YKa3aHHbIX — eCrv onums BKMoYeHa, To cOop CTaTUCTUKK
OyoeT Npon3BoANTLCS TOMNBbKO ANst UHTEPAENCOB, KOTOPLIE HE yKa3aHbl B cncke MOHUTOPUTDL
MHTepcenchbl.
[ns kaxaoro BbIOpaHHOIo MHTepdelica cTpouTcs ABa rpaduka:

* KOMMYECTBO NPUHATBIX U OTMPaBIEHHbIX AaHHbIX (6anT/c). MNpumep rpaduka NnpuBegéH Ha
pucyHke 9.16;

* KOMNIMYECTBO NPUHATLIX U OTMPaBIEHHbIX MAKETOB, BKMOYas owmnbku npuéma n otnpaeku (MakeTos/c).
Mpumep rpacmka npuBeaéH Ha puUcyHke 9.17.

openwrt: Transfer on br-lan

7.0 k¥
6.8 k
5.8 k
':ﬂ 4.8 k
W
& 38k
)
[:=]
2.8 k
1.8 k
. . AT
16:28@ 16:38 16:44a 16:58 17:88 17:1a
O Bytes (TX) Avg: 1435.7 (ca. 5.1M Total)
B Bytes (RX) Avg: 3089.7 (ca. 1.1M Total)

PucyHok 9.16 — Ctatuctuka. lpadmk npuéma n otnpaBKku JaHHbIX Yepe3 ceTeBon MHTepdenc (6amt/c)
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openwrt: Packets on br-lan
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16:28 16:38 16:48 16:58 17:68 17:18
M Errors (TX) Avg: 8.8 (ca. 8.8 Total)
O Processed (TX) Avg: 3.8 (ca. 13.3k Total)
B Processed (RX) Avg: 4.2 (ca. 14.7k Total)
W Errors (RX) Avg: B.8  (ca. 8.8 Total)

PucyHok 9.17 — Ctatuctuka. Npadmk npuéma n otnpaBku gaHHbIX Yepe3 ceTeBOM UHTepdenc
(nakeToB/c)

MexxceTeBom 3kpaH

MnarnH MexceTeBon akpaH cobnpaeT CTaTUCTUKY C onpeaenéHHbIX MPaBuil MeXCceTeBoro akpaHa.
MuHr-sanpoc

MnarvH Muur-sanpoc noceinaet ICMP-3anpochkl BeiIGpaHHbIM XOCTaM M U3MEPSIET BpeMs OTknuka. [naruH

MMeET OONOJTHUTESbHbIE HaCTDOVIKMZ

* MOHUTOPUTL XOCTbI — CMNCOK XOCTOB (pa3aenéHHbIX CUMBOOM npobena), ans koTopbix Tpebyetca
cobupartb ctatuctuky ICMP-3anpocos;

* TTL gnsa ping-naketoB — 3HayeHne TTL ansa naketos ICMP-3anpocos;

* UuTepBan ana ping-sanpocoB — MHTepBan (B cekyHaax) otnpasku ICMP-3anpocoB BbiGpaHHbIM
xocTtam. MNpumep rpadmka AaHHbIX, MONYYEHHbIX MPY NOMOLLM AaHHOMO NnarvHa, nokasaH Ha
pucyHke 9.18.

openwrt: ICMP Round Trip Time

2.8
1.5
1.8
8.3
Ly L -

17:20 17:38 17:48 17:58 18:88 18:18@
[ 127.0.0.1 Avg: 8.6 ms Last: 0.7 ms

ms

PucyHok 9.18 — CtaTtuctuka. Npacdumk BpemeHu otknuka ICMP-3anpoca
TCPConns
MnarmH TCPConns cobupaetr uHdopmaumio 06 oTKpbITbiX TCP-coegnHeHunsix Ha BblOpaHHbIX MOpTax.
[MnarvH umeeTt JONONHUTENbHbLIE HACTPONKN:

* MOHUTOPUTb NOKanbHbIe NOPTblI — CNUCOK HOMEPOB MOPTOB (pa3fenéHHbIX CMMBOSIOM nNpobena),
Ans koTopbix TpebyeTcsa cobupatb ctatuctuky TCP-coeanHeHun;

» CobupaThb CTaTUCTUKY CO BCeX MOPTOB AN BXOAALMNX COeAUHEHUN — NPU BKIMHOYEHUN AaHHOW
onuum cTatucTuka GyaeTt cobmupaTbCs CO BCEX MOPTOB AN BXOASALLMX NOOKTHOYEHU;
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9 CtatucTuKa

Mpumep rpadmka AaHHbIX, NOMyYeHHbIX NPU NOMOLLM AaHHOrO NiarvHa, nokasaH Ha pucyHke 9.19.

Connections/s

openwrt: TCP connections to port 88-local

-
@

wn
b & @

w
@

1. e

.8
17:28 17:38

[ dt=tcp_connections/di=5YN_SENT/ds=value
O dt=tcp_connections/di=SYN_RECV/ds=value
0 dt=tcp_connections/di=LISTEN/ds=value

0 dt=tcp_connections/di=ESTABLISHED/ds=value
O dt=tcp_connections/di=LAST_ACK/ds=value
0 dt=tcp_connections/di=TIME_WAIT/ds=value
B dt=tcp_connections/di=CLOSING/ds=value

[l dt=tcp_connections/di=CLOSE_WAIT/ds=value
B dt=tcp_connections/di=CLOSED/ds=value

O dt=tcp_connections/di=FIN_WAIT1/ds=value
H dt=tcp_connections/di=FIN_WAIT2/ds=value

PucyHok 9.19 — Cratuctuka. Mpadumk oTKpbITbIX coeguHeHun ansa TCP noprta
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Mpoeepka goctyna Kk koHconu yctponctea MNK210 no npotokony SSH

NMpunoxeHne A. lNpoBepka aoctyna K KoHconu yctpouctBa MJIK210 no
npotokony SSH

B npumepe npoBepka OOCTyna BbINOMHAETCA Ha KOMMbIOTEPE C YCTAHOBMEHHOW OMEpauMOHHON CUCTEMOMN
Ubuntu 18.04.4 LTS npu nomowwm ytunut ssh, scp n sftp nakera OpenSSH Bepcun 7.6.

K koHdurypauum koMmnboTepa, KPOME Hann4ums CeETEBOW KapThbl C NOAAEPKKON NoAKoYeHus Ha ckopoctu 100
M6uT/C 1 NoNHLIM AyNNEeKCoM, AONOMHUTENbHBLIX TPeBOBaHMIN He NpeabABNAETCS.

Mpennonaraetcqa, uto Ana AaHHom nposepku [1J1IK210 ckoHcurypupoBaH € MCMONb3oBaHWEM MacTepa
HacTpowkuK (CM. pasgen ) u npu KoHdurypauum beina BelbpaHa cxema ceteBbix noptoB Nel (cm. pasgen ).
MocTtoBomy LAN-noakntoderuto MJIK210 HasHayveH cTtatudeckui IP-agpec 192.168.0.58 n macka nogcetu
255.255.255.0.

KomnbtoTepy HasHadeH IP-agpec ns Ton xe noacetu (255.255.255.0).

BbiBog komaHapl Isb_release -a Ha KomnbloTepe BbIMMSAMT cnegyowmm obpasom:
No LSB modules are available.

Distributor ID: Ubuntu

Description: Ubuntu 18.04.4 LTS
Release: 18.04
Codename: xenial

BbiBog komaHabl apt-cache policy openssh-client Ha komnbloTepe BbIrmMaguT cneayrowmm odpasom:
openssh-client:
Installed: 1:7.6pl-4ubuntu0.3
Candidate: 1:7.6pl-4ubuntu0.3
Version table:
**% 1:7.6pl-4ubuntu0.3 500
500 http://ru.archive.ubuntu.com/ubuntu xenial-updates/main amd64 Packages
500 http://security.ubuntu.com/ubuntu xenial-security/main amd64 Packages
100 /var/lib/dpkg/status
1:7.2p2-4 500

500 http://ru.archive.ubuntu.com/ubuntu bionic/main amd64 Packages

CxeMa noaknoyeHns MHCTPYMeHTanbHOro Komnbetotepa u yctponctaa NMJ1IK210 nokasaHa Ha pucyHke A.1.

1!

o 10|
:':.: LAN
=
FIHCTPYMEHTANEHLIA
MnKk210 KOMMLIOTEP
(SSH-cepaep) (SSH-knueHT)

PucyHok A.1 — Cxema noaknoveHUs NpoBepKu AocTyna K koHconu yctpounctia MJ1K210 no npotokony
SSH

MHCTpYMeHTanbHbIA KOMMbIOTEP MOAKIIOYEH Hanpsimyto B ntobon m3 3-x noptoB (noptwl Ethernet 1, 2 n 3)
mocTtoBoro LAN-nogkntoyeHns npu nomowim craHgaptHoro 4-x napHoro UTP-naty-kopga kateropumn Se
npsiMoro ob6mnma ¢ koHHekTopamu RJ-45 Ha 06onx KOHLax.
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Mpoeepka goctyna Kk koHconu yctponctea MNK210 no npotokony SSH

A.1 flocTyn K KOHCONM yCTPOMCTBa Npu NOMOLLU YyTUNUTLI Ssh

IOna poctyna kK koHconu yctponctea [MJ1K210 npu nomowwm ytunutel ssh Ha komnbloTepe HeobxoguMmo
BbINOMTHUTb B TEPMMHAIE KOMaHAy:

ssh root@192.168.0.58

B Tom cnydyae, ecnu paHee He BbINOMHANOCH MogkmntodeHne no SSH-npoTokony K 4aHHOMY YCTPOWCTBY C

AaHHOro KoMmmbioTepa, OydeT BblBEOEHO COOOLEeHMe O HeobxoouMOCTU MNOATBEPXKAEHWUS MNOMYYeHUs Wt
COXpaHeHus kntoya ¢ BblBogom otnevatka (fingerprint):

The authenticity of host '192.168.0.58 (192.168.0.58)' can't be established.
RSA key fingerprint i1isSHA256:r47nRb5cjz741ePHp7AVMsdLOndGfZS71sYA/hTOSNS.

Are you sure you want to continue connecting (yes/no)?

B cny4yae BO3HUKHOBEHUA nogo6Horo 3anpoca Heobxoamnmo noaTBepanTb NonydYeHue Krikoda. Ons atoro
HeobxoaMmo BBECTU yes.

[anee GyneT BbiBedeH 3anpoc napons AJfisi nonb3oBaTtens root Ha YCTPOMCTBE, K KOTOPOMY BbINOSHSAETCS
NOZKIOYEHMeE:

root@192.168.0.58's password:

Ecnu naponb BBeAeH NpaBuiibHO (MO yMOMYaHUio YCTaHOBIIEH Naponib owen), OyaeT BbIBEAEHO NpurnalleHme
KomaHHow cTpoku ycTtporctia MNI1K210, kak noka3aHo Ha pucyHke A.2.

PucyHok A.2 — [loctyn k KoHconu ycTponctia NJ1K210 npu nomowm ytunutel ssh

YUTobbl y6eanTbCs B TOM, YTO NOAKIHOYEHWE BbINOSTHEHO UMEHHO K ycTponctay MITK210, MOXHO BbINOMHUTL
BbIBOA coaepxumoro ¢harina /etc/os-release ¢ NOMOLLbIO KOMaHAbI:

cat /etc/os-release

Mpumep BbIBOAA coaepxmumoro carina «/etc/os-release» Takke NnpuBeaéH Ha pucyHke A.2.
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A.2 focTyn K chanioBon cucteMme yCTpomcTBa Npy NOMOLLU YTUITUTBI SCP

B maHHOM npoBepKe BLINOMHAETCA konupoBaHue danna /etc/os-release 13 ainoBon cMcTeMbl yaanéHHoro
YyCTPONCTBA B AOMALLHIOK Nanky nonb30oBaTens Ha KoMMboTePe NPy MOMOLLN YTUINTLI SCP.

[na atoro HeO6X0.lJ.I/IMO BbINONMHNATb B TEPMUHAlIe KOMMNbOTEPA KOMaHAY:

scp root@192.168.0.58:/etc/os-release ~/os-release

Mpy nogkniodeHUn ByaeT BbiBeAeH 3anpoc Mnapossi AJfis rofib3oBaTtens root Ha yCTPOMCTBE, K KOTOPOMY
BbINOHAETCA NOAKTIOYEHNE:

root@192.168.0.58"'s password:
Ecnu naponb BBEAEeH NpaBuiibHO, NOSBUTCHA COOBLLIEHNE O CKONMMPOBaHHOW MHAOPMaLIMK:
os-release 100% 539 0.5KB/s

Mocne Toro, kak cain Gbin yCnewHo CKONMpOoBaH B AOMALUHIOW Manky rnosib3oBaTtens Ha KoMnbloTepe, Ans
€ro NpocMoTpa Heo6XoANMO BbINOSTHUTL KOMaHAYy:

cat ~/os-release

Mpumep BbIBOAA AaHHOW KOMaHAbl NPUBEAEH Ha pUCYHKe A.3.

PucyHok A.3 — floctyn k ¢phannoBou cucteme yctponcrea MIIK210 npu noMowm yTunuThbl scp

A.3 flocTyn K hannoBon cucteme ycTpomcTBa Nnpy NOMoLwwm yTunurbl sftp

B gaHHONM npoBepke BbINOMHAETCA NPOCMOTP NIMCTUHIA KOPHS yaanéHHoW dhansioBOn CUCTEMbI YCTPOMCTBA
npv noMoLUM yTunuthbl sftp.

[lns 3Toro Heo6XxoANMO BLINOMHWUTL B TEPMUHAIE KOMMbOTEPA KOMaHAY:
sftp rootl@192.168.0.58

Mpn nogkntodeHMn OyadeT BbiBEAEH 3anpoc Mapons Ans nonb3oBaTtens root Ha YCTPOWCTBE, K KOTOPOMY
BbIMONHSAETCSA NOAKITIOYEHME:

root@192.168.0.58"'s password:

Ecnu naponb BBegeH npasBunbHO, OyaeT BbiBegeHa UWHQopmaums 00 yCnewHoOM NOAKMIoYEeHUN W
npurnalleHve ons BBoga Komang ytunutbl sftp:

Connected to 192.168.0.58.

sftp>
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[ns BblBOOA NMUCTUHIA KOPHS yaan€HHOW aifioBOn CUCTEMbl HEOBXOAUMO BbINOMHUTE KOMaHAYy:
1s -1 /

Mpumep BbIBOAA AaHHOW KOMaHAbl NPUBEAEH Ha pUCYHKe A.4.

1
1
1
1
1
4

PucyHok A.4 — [loctyn Kk channoBon cucrteme yctponctea MIK210 npu nomowm ytunutsl sftp
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MNMpunoxeHne b. lNpoBepka goctyna Kk copgepxumomy FTP-cepBepa Ha
yctpouctse MNJ1K210

lMpoBepka goctyna OyaeT OCYLEeCTBNATbCS HA KOMMbIOTEPE C YCTAHOBIIEHHOW OMNepaLMOHHON CUCTEMOW
Ubuntu 16.04.4 LTS npwu nomowm ytunuthl ftp Bepcumn 0.17.

K koHp1rypaumm koMmnbloTepa, KpoMe Hannynst CETEBOM KapTbl C MOAAEPXKKOW NOAKITIoYeHNs Ha ckopocTtu 100
M6uT/C 1 NonHBIM AYNNEKCOM, AONONHUTENbHBIX TPe6OBaHWI HEe NpeabABNAETCS.

Mpegnonaraetca, 4yto Ana AaHHow nposepku [1J1K210 ckoHdwurypmpoBaH € uMcnonb3oBaHWeEM MacTepa
HacTpownkK (CM. pasgen ) u npu KoHdurypauum Goina BeldbpaHa cxema ceteBbix noptoB Nel (cm. pasgen ).
MocTtosomy LAN-nogkntoveHuto MJIK210 HasHayveH cTtatudeckun IP-agpec 192.168.0.58 n macka noagcetn
255.255.255.0.

KomnbroTepy HasHauveH IP-agpec u3 ton xe nogcetn (255.255.255.0).

BbiBog koMaHapl «Isb_release -a» Ha koMNbloTEPE BLIMMSAMT CreayloLwmm obpasom:
No LSB modules are available.

Distributor ID: Ubuntu

Description: Ubuntu 16.04.4 LTS
Release: 16.04
Codename: xenial

BbiBog komaHgbl apt-cache policy ftp Ha komnbloTepe BbIrMAANT criegyowmm obpasom:
ftp:
Installed: 0.17-33
Candidate: 0.17-33
Version table:
**% 0.17-33 500
500 http://ru.archive.ubuntu.com/ubuntu xenial/main amd64 Packages

100 /var/lib/dpkg/status

CxeMa nogkrtodeHus koMmnbtotepa u yctpornctaa MNJ1K210 nokasaHa Ha pucyHke B.1.:

_*i

|

:
=
|

LAN

|
y
WMHCTpYMEHTAMNEHBINA
MnK210
KOMMBeHTED
F1E-gcpren) (FTP-knueHT)

PucyHok 5.1 — Cxema nogkntovyeHus NpoBepKu goctyna Kk cogepxumomy FTP-cepBepa ycTtponcrtea
NnK210

KomnbloTep nogknioyéH Hanpsimyo B nobon n3 3-x noptoB (moptbl Ethernet 1, 2 n 3) moctoBoro LAN-
NOAKIIOYEHNST MPU MOMOLWM cTaHgapTHoro 4-x napHoro UTP naty-kopga kateropumn 5e npsimoro obxuma ¢
KoHHekTopamn RJ-45 Ha 06oumx KoHUax.
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B.1 NoarotoBka

[na TectTnpoBaHus nepegayn dannoB no npotokony FTP Heobxoammo MoarotoButhb oann ¢ TeCTOBbIMU
OaHHbIMK.

B TepmuHane komnbloTepa crieqyeTt BBECTU KOMaHAY:

# dd if=/dev/urandom of=/tmp/data.bin bs=1024 count=1024
1024+0 records in

1024+0 records out

1048576 bytes (1,0 MB, 1,0 MiB) copied, 0,00610422 s, 172 MB/s

[daHHas komaHga co3gacTt davin«/tmp/data.bin» pasmepom 1 Mub (1048576 6ainT) co cny4anHbiMM AaHHBIMU.

Heobxogumo noacumTaTb M COXPaHUTb KOHTPOMbHY cymmy (MD5) gaHHbIX 3Toro danna:
# md5sum /tmp/data.bin 25853ed8e4d3518e72f310feb0f86c4d
/tmp/data.bin

,El,anee 3TO 3Ha4YeHune 6y,qu NCNoJNib30BaTbCA A4 NMPOBEPKN KOPPEKTHOCTU nepenayvn AaHHbIX No NMpOTOKOny
FTP.

T BHUMAHME
KoHTponbHas cymma Anst Kaxaoro BHOBb CreHepupoBaHHOIo darna AaHHbIX ByaeT oTnnyaTtbes ot
npuBeaEHHON B JaHHOM JOKYMEHTE.

b.2 NoakntoyeHue kK FTP-cepBepy
Ha komnbtoTepe ansa 3anycka FTP-knveHTa Heo6X0aAMMO BbINOMHUTL B TEPMUHANE KOMaHAY:

# ftp 192.168.0.58

Bynet otobpaxkeHo coobLeHne 06 ycnewwHoM NOAKMHYEHMM U 3anNpoc MMEHN NONb3oBaTeNs:
Connected to 192.168.0.58.220 (vsFTPd 3.0.3)

Name (192.168.0.58:user): ftp

Heobxogumo BBeCTU MMs nonb3osaTtens «ftp», mocne yero nocnegyeT 3anpoc Napons:

331 Please specify the password.

Password:

Ecnu B mactepe HacTponkn naponb goctyna k FTP He meHsinca (pa3gen 2.8), To naponb no ymonyanuio ftp.
B npoTuBHOM cny4yae crieqyeT BBECTU YCTAaHOBIEHHbIN Maporb.

Ecnu naponb BBegeH npaBunbHo, 6yaetr oTobpaxeHo coobuleHve 06 ycnewHon asTopusauun u
npurnawleHe onga BBoga KOMaHAa:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp>

B.3 3arpy3ka (upload) danna Ha FTP-cepBep

CHavana cnegyeT NOAroToBUTH hailn AaHHbIX COrMacHO MHCTPYKUMU u3 pasgena b.1., 3aTem BbINONHUTL
noakntoyeHne kK yctporictay MJIK210 cornacHo MHCTpykummn u3 pasgena b.2.

3aTtem Heobxoanmo BbINONMHUTL B FTP-knneHTe koMaHay:
ftp> put /tmp/data.bin data.bin
roe:

* tmpl/data.bin — nyTb kK nepegaBaemomy panny Ha nokansHon annoBon cucTeme
(MHCTpYMEHTarbHbIA KOMMbIOTEP);
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+ data.bin — nyTb k daniny Ha FTP-cepepe oTHocuTenbHo kKopHA FTP-cepsepa (M1J1K210).

Ecnu dann ycnewHo nepenaH Ha FTP-cepBep, nosBATcA crneayoLme Coo0LEeHNs:

local: /tmp/data.bin remote: data.bin

200 PORT command successful. Consider using PASV.

150 Ok to send data.

226 Transfer complete.

1048576 bytes sent in 0.09 secs (11.6982 MB/s)

Takum obpasom, NnepedaHHbIv darn byaeT coxpaHeH B KopHeBow nanke FTP-cepeepa nog umeHem data.bin.

Tak kak no ymonyaHuto kopHeM FTP-cepeepa sienserca nanka /mnt/ufs/home/ftp, To nonHbIN NyTb K danny
Ha dhannosou cucteme yctponctsa [J1K210 6yget /Imnt/ufs/homel/ftp/data.bin.

KOHTpOJ'IbHaﬂ CyMmMma [OaHHOro cbaﬁna OOIMKHa coBnagatb C KOHTpOJ'IbHOVI CyMMOVI MncxoagHoro
creHepupoBaHHoro ¢anna (cMm. pasgen b.1.):

[root@plc210 ~]# md5sum /mnt/ufs/home/ftp/data.bin 25853ed8e4d3518e72f310feb0f86c4d
/mnt/ufs/home/ftp/data.bin

5.4 CkaunBaHue (download) ¢painna ¢ FTP-cepBepa
Mpumep ckaumBaHus cpanna c gaHHeiMu ¢ FTP-cepBepa, KoTophiin Obin Tyaa 3arpyeH B pasgene b.3.

B FTP-knueHTe cneayeT BbINOMHUTL KOMaHAY:
ftp> get data.bin /tmp/data-received.bin
roe:
+ data.bin — nyTb Kk channy Ha FTP-cepBepe oTHocuTenbHO kopHa FTP-cepeepa (MJ1K210);
* tmpl/data-received.bin — nyTb Kk ckaunBaemomy danny Ha nokanbHoWn annoBon cucTteme
(komniboTEP).
local: /tmp/data-received.bin remote: data.bin
200 PORT command successful. Consider using PASV.
150 Opening BINARY mode data connection for data.bin (1048576 bytes).
226 Transfer complete.
1048576 bytes received in 0.17 secs (5.7856 MB/s)
Takum obpasom, ckadaHHble AaHHble OygyT coxpaHeHbl B ¢haiine /tmp/data-received. bin. KoHTponbHble

CYMMbl MCXOAHOrO creHepupoBaHHoro dainna /tmp/data. bin n ckayaHHoro ¢parina /tmp/data-received. bin
OOMXKHbI COBNagaTh:

# mdSsum /tmp/data.bin /tmp/data-received.bin
25853ed8e4d3518e72f310feb0f86c4d /tmp/data.bin
25853ed8e4d3518e72£f310feb0£f86c4d /tmp/data-received.bin

199



Mpumep HacTpowku cnyx6bl DDNS gnst npoeangepa no-ip.com

MpunoxeHue B. NMpumep HacTponku cnyx6bl DDNS ansa nposanaepa no-
ip.com

B.1 Pernctpauunsa gomeHa B naHenu ynpasneHus DDNS npoBangepa

[nsa pernctpauun gomeHa B naHenu ynpaenennst DDNS npoBavigepa cnegyeT BbiNOMHUTL 4EACTBUS:

1. Mepeiitn Ha canT DDNS-npoBaliaepa no-ip.com no ccblinke https://noip.com v BbINONHUTL BXOA B
CUCTEMY C UCMONb30BaHWEM NOTMHA 1 Naponsi.

El NMPUMEYAHUE

B naHHOM JOKyMeHTe He paccMmaTpmBaeTCcs BONPOC CO34aHMs U HaCTPOWKN YH4ETHONM 3anuncu
DDNS nposangepa no-ip.com.

[aHHyto nHdopmauuio MOXHO HanTu no agpecy https://www.noip.com/support/.

2. Nepentn B MeHio Dynamic DNS (cm. pucyHok B.1.).

"2 My No-IP :: Hostnames ¥ | (2 Free Dynamic DNS - Managed X | (2 My No-IP :: Hostnames X |k ul & =
&« c @ @ nttps://my.noip.com/#!/dynamic-dns wee w LD @ B8 =
_— 7\ : A 0]
= O] © Support Q - @ Language A4 namedun

Dashboard
@ Hostnames

@& Dynamic DNS
No-IP Hostnames
Personal Hostnames 0Dof3 * Free Hostnames expire every 30 days.

Enhanced Hostnames never expire.
Groups

Upgrade to Enhanced

Dynamic Update Client

Device Configuration

Feedback

L My Services

& Account

Hostname « Last Update IP / Target

® support Center

PucyHok B.1 — Pasgen «Dynamic DNS» naHenu ynpaBneHusi DDNS npoBangepa no-ip.com

3. HaxaTtb kHonky Create Hostname. B oTkpbiBLLEMCS OKHE (CM. pUCyHOK B.2.) BbIGpaTh Npon3BonbHOE
nMs gomeHa (B JaHHOM npuMepe BbibpaHo nMsi myplctest.ddns.net).
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£) Create a Hostname

Hostname Domain

myplctest dedns.net w

Record Type IPv4 Address

BEEBA

Wildcard

MX Records

| Cancel I

PucyHok B.2 — CospgaHne Hostname B naHenu ynpaBneHusi DDNS npoBaigepa no-ip.com

4. BeecTn no6on npounssBornbHbii IPv4-agpec ansa gaHHoro goMmeHa (B 4aHHOM NpuMepe JOMEHY Oblin
npuceoeH agpec 8.8.8.8). Heobxogmmo BBecTM 3aBegomMo HeBepHbIn IPv4-aagpec, utobbi MJ1K210
aBTOMaTU4eckun Nposepun n obHoBUN agpec.

5. Haxatb kHonky Create Hostname. B pasaene Hostnames ctpaHuusl Dynamic DNS 6yaet

oTOo6paXEH BHOBb CO3[aHHbI JOMEH, KaK NMOKa3aHo Ha puCyHke B.3.
Hostname = Last Update IP /[ Target

B R £ Modify x

PucyHok B.3 — Tabnuua «Hostnames» B naHenu ynpaBneHuss DDNS npoBangepa no-ip.com

B.2 Hactpoiika cnyx6b1 DDNS Ha MJ1K210

Ins HacTporkn cnyxobl DDNS Ha MJ1K210 cnenyer:
1. Mepeiitn B BeG-uHTepdenc ynpasneHus MNJIK210 1 BeINONHUTL BXOA, B CUCTEMY.
2. Nepentn Ha cTpaHnuy DDNS pasgena Cny0bl rnaBHOMO MeH!O.

3. Ha ctpaHnue DDNS HaxmuTte kHornky [lo6aBUTb HOBYHO CIyX0y... B nogpasgene Cnyxo6bl. B
OTKPbIBLLEMCS! BCMMbIBatoLLEM OkHe B norne Umsa BBeanTe nponsBonbHoe nMs HoBoi DDNS cryx6bl (B
OaHHOM npumepe «myplctest») 1 Haxkmute kHorky Co3aaTtb cnyxoy:

Dobaeuts HoByIO cnymby...

Hazsanme | mypictest

PucyHok B.4 — lo6aBneHne HoBo DDNS cnyx6bl
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4. B oTKpbIBLLUEMCS OKHE pefakTupoBaHust HacTpoek HoBoi DDNS crnyx0bl Ha Bknagke OCHOBHbIe
HaCTPOMKMN YCTaHOBUTE CreaytoLLMe HACTPOVKK (CM. pucyHok B.5.):

* BknroueHo — fg;

* NMpoBangep cnyx6b61 DDNS — no-ip.com;

* Mouck umeHmn xocta — BbIOpaHHOE UMS AomeHa (B JaHHOM npumMepe — myplctest.ddns.net);
* lomeH — BbIOpaHHOE MMs JoMeHa (B 4aHHOM npumepe myplctest.ddns.net);

* Umsa nonb3oBaTensa — nmMs nonb3oBatenst ydéTHom 3anmcn DDNS-npoBangepa no-ip.com

* Maponb — naponb y4éTtHon 3anncu DDNS-nposangepa no-ip.com

* Ucnonb3oBatb HTTPS — ga;

* Myt kK CA-cepTudpmukaty — /etc/ssl/certs.

Craywiba DDNS » myplclest

TRORKS LONOMHATELHLIE HICTRORKK | HaoTpofka TaRMepa | MpocssdTp CHCTEMHOMD MypHanES

BrrmsaHo |

MK HMEHR XOCTE

Bepcw® IP-agpeca |Pva-gapec -

Mpoaakaap ciymin: DONS [IPv4] NO-ip £Bm -

Dosaeq rmypicie

MR NONe30SATENR
Napons smsssnan
HeotRaaTEnEHBIR KOJEPOEaHHBR NADEMETD
HentAsaTENuHMA NERasMETh
Wenontaosats HTTRS 7

K CA-coprudeary fetcisslicents/ca-certificates ot

PucyHok B.5 — OcHoBHble HacTponku HoBo DDNS cnyx6bI
5. Ha Bknagke [lononHuTesibHble HACTPOMKM 3a4aTb CreaytoLLmne HaCTPONKK:
* IP-appec ucrouyHumka — URL;
* URL gansa o6HapyxeHusi — http://checkip.dyndns.com
Bce npoune HacTponku crnegyeT OCTaBMTb CO 3HAYEHMAMW NO YMOMYaHWIO.
6. Haxatb kHonky CoxpaHuTb U NPUMEHUTD.

Ha ocHoBHol cTpaHuue DDNS B Tabnuue DDNS cnyx©6 gomkHa otobpaxaTtbcs HoBast DDNS cnyx6a,
Kak nokasaHo Ha pucyHke B.6.
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Cny»6bi
Nocneguee

Monck uMen xocTa
Umn 3aperncTpHpPOBaHHBIN IP- BunoveHo SH— CocTonAxne

P L= Cnepyouwee

ec

Aap obHoBneHne
rraycking Joed yourhost.example.com 0 Hukorga He - il -

ourhost.example.com Hukorga He a o o -
myddns_ipvé yH P O o A 5

myplctest.ddns.net = Hukorga He

TyprEtast HeT AaHHbix HeussecTHo abotaer
8 ’ m el

PucyHok B.6 — CospgaHHasa DDNS cnyx6a

7. HaxaTtb kHomnky CTapT 1 nogoxaaTe HekoTopoe Bpems (He 6onee 1 muHyThl). Ctpoka DDNS cnyx6bI B
Tabnvue [oMmKHa N3MEHUTLCS, Kak Noka3aHo Ha pucyHke B.7.

b MepesanycTuTo =
myplctest.ddns.net il Hukorga PaboraeT:

myplctest

PucyHok B.7 — Co3aaHHasa DDNS cnyx6a ¢ 3anyLweHHbIM CKpUNTom

A BHUMAHUE

[na aBTomaTtnyeckoro 3anycka ckpuntoB cnyx6el DDNS npu 3arpyske cuctemsl He06xoanmo
BKITHOYMTb HACTPOWKY aBTo3arpy3ku cnyx6bl npu nomoLum kHonku 3anyctutb DDNS Ha cTpaHuue
DDNS B nogpasgene UHdopmanums.

CocTorHMe AsTosanyck DDNS oTkniouéH

3anyctuTe DDNS

MNepeaanyctuto DDNS

Kak BngHo Ha pucyHke B.8., npu nocnegHen nposepke 6bin onpegenéH IP-agpec 8.8.8.8 (nmeHHo aT10T agpec
yKasblBarcsa npu permctpauumn gomeHa B naHenu ynpaeneduss DDNS npoBangepa) ons gomeHa myplctest.
ddns.net.

B Hactporikax DDNS cnyxbel gns  onpegenenns IP-agpeca Obima  ykasaHa — cTpaHuua
http://checkip.dyndns.com. NoTtom npwu BbinonHeHun ckpunta ang DDNS-3anvcy nonyyeHHbIn TeKyLnin agpec
ans gomeHa (8.8.8.8) v agpec, onpenenéHHbin ctpanuuen http://checkip.dyndns.com 6binn npoBepeHbI, 1 Tak
Kak OHM He coBnagatoT, cTpanuua http://checkip.dyndns.com otnpaeuna DDNS-npoBaiiaepy nHdopmanmio ¢
HoBbIM IP-agpecom.

B Tabnmue DDNS-3anuceit Ha ctpaHuue DDNS HoBbili IP-agpec 6yaet otobpakéH(cMm. pucyHok B.8.) Tonbko
Npw BbIMOMHEHWUM CIEAYHOLLEN NNAHOBOW NPOBEPKM (MO YMONYaHUo NpoBepKa BbINOMHAETCS pa3 B 10 MUHYT).

MepeaanycTuts =
myplctest.ddns.net 2020-02-19 04:27 PabGoTtaeT:

PucyHok B.8 — CozaaHHass DDNS 3anuckb ¢ o6HoBnéHHbIM IP-agpecom

myplctest
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B.3 [lononHuTenbHbIE NPOBEPKU

MpoBepnTb NpaBunbHOCTL OOHOBNEeHus IP-agpeca ans pgomeHa DDNS 3anucu MOXHO crnegyrolmmm
[OMNONMHUTENBHbLIMK cnocobamu:

1. B cucteMHoM xxypHane Ha yctpounctse J1K210 (cm. pasaen 3.5.2) AomkHbI NPUCYTCTBOBATL 3anuci,
nogoOHble NpMBeaéHHbIM:

053637 info : Starting main loop at 2019-06-06 05:36
053639 : Detect local IP on 'web'
053640 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr

/var/run/ddns/myplctest.— err --capath /etc/ssl/certs —--noproxy '*' 'http://checkip.d
053645 : Local IP '"XXX.XXX.108.190'

detected on web at 'http://checkip.dyndns.com'

053647 : Update needed - L: 'XXX.XXX.108.190' <> R: '8.8.8.8"
053649 : parsing script '/usr/lib/ddns/update no-ip com.sh'
053650 : sending dummy IP to 'no-ip.com'

053652 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat

--stderr /var/run/ddns/myplctest.

«~ err --capath /etc/ssl/certs --noproxy'*'
'"https://***USERNAME* ** : ***P[J* **@dynupdate.no-ip.com/

—~ nic/update?hostname=myplctest.ddns.net&myip=127.0.0.1"
053659 : 'no-ip.com' answered:
good 127.0.0.1
053702 : sending real IP to 'no-ip.com'
053703 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat
--stderr/var/run/ddns/myplctest.

— err --capath /etc/ssl/certs --noproxy'*'
'https://***USERNAME* * * : ***P[{* **@dynupdate.no-ip.com/

—~ nic/update?hostname=myplctest.ddns.net&myip=XXX.XXX.108.190"' 053710

'no-ip.com' answered:

053712 info : Update successful - IP 'XXX.XXX.108.190' send
053713 info : Forced update successful - IP: 'XXX.XXX.108.190' send
053715 : Waiting 600 seconds (Check Interval)

B nucTtuHre peanbHbi nyonuyHein IP-agpec 3ameHéH Ha XXX. XXX.108.190.

2. B naHenwu ynpasnexus DDNS-npoBavgepa gomkeH otobpaxaTtscs 0bHoBRNEHHLIN IP-agpec, kak
nokasaHo Ha pucyHke B.9.

Hostname a Last Update IP [ Target
1yplctest.d Jun g, 2019 .108.190 £ Modify ®
05:35 MSK

PucyHok B.9 — Tabnuua «Hostnames» c o6HoBNéHHbIM IP-agpecomMm goMeHa B naHenu
ynpaeneHus DDNS npoBangepa no-ip.com

3. DNS-3anpoc c nto6oro komnboTepa gomKeH BepHyTb 06HOBNEHHbIN IP-aapec:
# nslookup myplctest.ddns.net
Server: 127.0.1.1
Address: 127.0.1.1453
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Non-authoritative answer:
Name: myplctest.ddns.net
Address: XXX.XXX.108.190

B nucTtuHre peanbHbI nyonnyHbin IP-agpec 3ameHéH Ha XXX.XXX.108.190.
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MpunoxeHue I". Mpumep HacTpoukn OpenVPN knueHTa

B paHHOM npunoxeHun B KavyecTBe Npumepa MpPUBELEHO OnucaHue Mpoueaypbl HAacTPOWKM ak3emnnspa
OpenVPN knueHTa ¢ ncnonb3oBaHnem cepsuca 6ecnnatHoro VPN goctyna freeopenvpn.org.

1 YyéTHble paHHbIe u KoHdUrypaumoHHbsin ¢pann OVPN

1. MepenanTe Ha canT cepsuca freeopenvpn.org no ceolinke https://www.freeopenvpn.org ¢
ncnonb3oBaHneM ntoboro gocTynHoro 6pay3sepa. Ha oTkpbIBLUENCSA CTpaHuLEe HeobxXxoammo BblOpaTb
nobon goctynHeii VPN-cepeep B pasgene Cnucok 6ecnnatHbix VPN-cepBepoB. B faHHOM
MPUIOXEHWM B Ka4ecTBe nprmMepa 6bin BeibpaH cepBep HugepnaHabl.

Q1 Free OpenvPN - Becnnemmil - X | =

- C @ © & https//www freeopenvpn.org - @ mn o ae& =

I S

M x

ONLINE

} e
i
]

ONLINE

=
ES

= Tlomyunts gocryn ONLINE
Pocowa®
= Toayans gocryn ONLINE
Poccin-2*
- O I o
Poccus-3* .
! ! Noayuns gocryn ONLINE '
[epmanma’
— -
- oNLINE
Hmnpepranam®
— - — ‘ B ¥ N EEs
g T ’
Poroua a0 05:00
o BT U
CluA u 16:00
HAnoHun B8 16:00
—
B8 16:00

Tannang

PucyHok I1 — Cant cepBuca 6ecnnatHoro VPN goctyna

2. Ha otkpbiBLIencs cTpaHumLe B pasgene foctyn k 6ecnnatHomy VPN-cepBepy B Hugepnangax
ByayT pacnonoxeHbl ABE CCbINKN AN cKadnBaHus KoHdUrypaumoHHoro danna B goopmate OVPN u
YYETHbIE JaHHbIe B Bue uMeHu nonb3osaTtens n napons/PIN:

[nsa ckaunmBaHUA 4OCTYNHO ABa KOHGUrypaLnoHHbIX danna:
* Ang ncnonb3oBaHus npotokona UDP — cceinka UDP;

* Ansa ucnonb3doBaHusa npotokona TCP — ccbinka TCP.

B oaHHOM OOKyMeHTe paccMaTpuBaeTcsi NpMMep ¢ ncnonb3oBaHneM npotokona TCP. MNoatomy 6bin ckavaH
coxpaHéH caiin no ccbinke TCP.

Y4éTHble AaHHble (MMS MONb30BaTeNs M Naposib) Ha AAHHOM Llare HeobXoAMMO 3anOMHUTb. ATU OaHHbIe
noTpebyloTCs Ha Lare HaCTPOWMKM NOAKIIOMEHNST HA YCTPOWCTBE.
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[D1 Free OpenVPN - Jocyn k Bec X | 4= - o v

«)=> Q © a httpsy/www.freeopenvpn.org/logpass/netherlands.php E - & ﬁ‘ i i @ =

[ocryn k GecnaatHomy VPN-cepsepy B Hulepaanaax |

©> Buumanwe! Npn obnapymxennn nobuix Gopm
HE3AKOHHOMH NERTENbHOCTH (Kaﬂepcﬂ“e atakm, m _
PA3AHYHOID POAa MOWEHHHYECTBO, CNaM M T.0.), | i
ol 31om daxre GyayT HelamennnTeNbHO i'm

b aHbl Np AT OpraHsi.

¥ s e 2 ¥ ¥

Cravatb: UDP | TCP (ouoaseso 05.01.2020)
Wma nonbaosatens: freeopenvpn

Mapons/PIN: {3SE4FEE Y. wooun

Bo wabemanne anoynotpeGrennii co CTOPoHLI
‘ nonbIoBaTenei, napons Kk GecnaaTHomy _

@ VPN-cepsepy ByaeT nepoaMyeckn MEHATLCS,

Napons Gkin uamened 01.09.2020 8 08:22 (MOCKOBCKOE BPEMA) W MRATRMTRANN 18 ueLeS T Y008

Cnegyotiias cMeHa napans ﬁ}'ﬂET NpoM3BEEHA HE panel vYem 01.09.2020 B 15:22

PucyHok I.2 — CanT cepBuca 6ecnnatHoro VPN poctyna freeopenvpn.org

.2 NMoaroTroBKka ceTeBOro NOAKMIO4YEHUs

1. Mepeniagnte B Web-nHtepdence ynpasneHus ycTponctsoM Ha cTpaHuuy UHTepdeinckl pasgena
rmaBHoro MeHio CeTb. Ha OTKpbIBLUENCA CTPaHULE HaxmuTe kKHonky [lo6aBUTb HOBbIN

A .
uHTepdenc...:
@ ple10 - Warepdeiiesi- ULl | X | + = o X
&« =2 C @ © & 172.16.0.1/coi-bin/lua/admin/network/network - @ N & @. =
- A
W l'l=ll c ABTOOGHOBNEHHE BITOYCHD
Cocronrnvwe ¥ J pleall
Cwucrema b
Wutephadcs | Dok caTH
nnK »
Crymbioi b WwuTepdencs!
Ceto » MpoTowon: CTaTMueckKi agpac

Bpems pabore:: 24 51M 54c

WiHTepheiRcs 20 MAGC: 40:80/32:2E:47.87 s Vo
i (A Beh Nep Ty HamennTe YaanaTs
B Nonysesme (RX): 0 & (0 nakeTos)

DHCP M DNS br-ian Nepeaava (TX): 0 6 (0 nakeros)
1Pv4: 192.168.0.1/24

MpoToxon: CTaTH4eckki agpec
CTaTnueckie MapwpyTsl Bpemn paboTbl: 24 44m 56C

MemceTeson skpaH & Monyseswe (RX): 0 6 (0 nakeTos) i &
etha

Nepepada (TX): 0 b (0 nakeTos)
Ouarvoctika IPvd: 192.168.11.10/24

MiMEHE XOCTOB

CratncTaks b NMpoTokon: CTatkseckni agpec
Bpema paboTe:: 04 19M 460

. useo ¥
Beiih 5 MAC: 40:80:32:2E.47:8C P e :
= Monysesme (RX): 4.52 ME (39113 nakeroa)

Mepepasua (TX): 31.54 ME (44509 naketoa)
IPvd: 172.16.0.1/16

TpoTokon: Knuext DHCP

_ Bpems paGoTsi: 7y 44s 47C
MAC: 40:BDI32:2E47BA A
= Monyyenwe (RX): 7.16 ME (25405 naketos)
S o S Nepepaya (TX): 88877 Kb (7642 naxeTos)
IPvd: 192.168.10.157/24

COXpaHHTE W NPUMEBHATE | . CoxpaHnTs

PucyHok I.3 — CosnaHue ceteBoro nirepdenca OpenVPN nogkntoyeHus
2. Hactpoiite ceteBorn untepdenc ans OpenVPN nogknoyeHus:

* UMa — npomn3BonbHoe UMs MHTepderca (B AaHHOM NPUITOXKEHUM B Ka4ecTBe npumMepa
ycTtaHaBnusaetcsa nmst OpenVPN);

* MMpoTokon — HeynpaensemMbI;
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* O6beAnHUTb B MOCT — BbIKIOYEHO (Ha KoHTpornnepax MNJ1K200 n CINK gaHHast HacTpowika
OTCYTCTBYET);

* UnTepdperic — nwvis BupTyanbHoro nHtepdernca OpenVPN nogkntoveHus. Cneayet BoibpaTthb
NPOWU3BOSIbHOE, HE KOHMPMKTYoLEee C ApyrMMun nHtepdencamm nma B popmarte tunX, rgpe X —
NPOU3BOSIbHbIN HOMep. B JaHHOM NpunoXeHun B ka4ecTBe Npumepa Obinio BbiGpaHo nMs
tun100. Tak kak Ha MOMEHT co3flaHus nHTepdenca ero eLé He CyLLLeCTBYET, TO UMS
nHTepdenca HeobxoanumMo BBECTU BPY4HYHO B NMosie — Nofb30BaTeNbCKUMi—, KOTOpoe
NOSIBNSAETCA NPU PACKPbITUKN CNMCKA OOCTYMHbIX UHTEPMENCOB.

NobaBuTb HoBLIAR MHTepde#Rc...

Haasanue OpenVPN
IpoToKon Heynpasnsempti

OfveawHMTL B MOCT

HuTepeic *| tun100

s 'EEE] | Coapath wHTepheic

PucyHok 4 — HacTpowku ceteBoro nirepdgernica OpenVPN nogknroueHums
3. MNocne BBOAA HACTpOEK HOBOrO UHTEpPdEeNca HeobxoauMOo HaxaTb KHoMKy Co3aaTb uHTepdenc.
4. B oTKpbIBLLEMCS OKHE NepenTy BO BKkNagky HacTponkn MexceTeBOro akpaHa v BblopaTts 30Hy wan B
cnucke Co3aatb / HA3HA4YUTb 30HY CETEBOrO 3KpaHa. HaxaTtb kHornky COXpaHUTb.

WnTepdeicsl » OPENVPN

[onon{MTenbHLIE HBCTPORKM | HacTpo#kK Kananalll HacTpoHKK MEMCETEBOTD JKPaH:

OBWMe HACTPORKK

Co3ath / HE3HAYATE 30HY CETEBOTD IKPaHa wan wan: '

PucyHok I.5 — HacTpoiika 30HblI MexXceTeBOro akpaHa uHtepdgenca OpenVPN nogknioveHus

5. Ha ocHOBHOW cTpaHuLe HaCTPOMKM CETEBbIX MHTEPEENCOB HaXxaTb KHOMKY COXpaHUTb U NPUMEHUTD.

.3 Hactpoika ak3emnnsapa OpenVPN knueHTa

1. Nepenante B Web-nHtepderice ynpasneHust ycTponcTBoM Ha cTpaHuly KoHdurypauuma pasgena
rmaBHoOro MeHo Cnyx6bl -> OpenVPN knueHT. Ha oTKpbIBLLEACS CTPaHWULLE OTMETLTE (DIIaXXoK
Bkniountb aBTo3anyck OpenVPN u HaxxmuTe KHOMNKY [lo6aBUTbL HOBbLIN 3K3eMNnsAp...:
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@ plc210- KoHdurypawn - LuCl X .‘i‘- O

L€ c @ © & 172.16.0.1/cgi-bin/lud/admin/services/ovpnclient/configuratic o me & =

UBEH i

we b plezin

Cocroanme | Koxduwrypaums

Kondurypauma OpenVPN KnueHTOB

MnobanbHbie HACTPOWKM

OpERVIN KNWeHT I BRMOUATS aBToaanyox OpenveN [ I

IKsemnnapbl

Wun BRMOMEHD KougurypausoHbil gain OVPN Wmn yeTpoiicTea

3TOT pA3fen He COREpMNT JaHHbIX

PucyHok I.6 — HacTponka aksemnnsipa OpenVPN knueHTa

2. B oTKpbIBLIEMCS BCNSbIBAIOLLEM OKHE HEOBXOAMMO BBECTU NPOU3BOSIBHOE MMS HOBOIO 3K3eMnnspa
OpenVPN knueHTa. B gaHHOM NpunoXeHUn B Ka4ecTBe nNprvMepa Tak Kak paHee 6bin BbibpaH VPN-
cepBep B Huaepnangax, Ans HarnagHocTn ucnonb3yetcsa nvs netherlands:

DNobaeuTe HOBLIA aK3emnnsap OpenVPN KnuenTa...

Hazsanue | |

A ORANEETCA: HE NYCTOS 3HaueHWe

[o6asuTb HOoBbI sK3emnnnap OpenVPN kKnueHTa...

Haasanwe | netherlandg

o

PucyHok I.7 — BBog umeHu HoBoro ak3emnnspa OpenVPN knueHTa

3. B oTkpblBLLIEMCSH OKHE HacTpoek ak3emnnsapa OpenVPN knveHTa He0bXoAMMO YyCTaHOBUTL
criegylolime 3HavYeHus:

* BKnro4yeHo — BKIHOUNUTD;

* KoHdpurypaumoHHsbie chainn OVPN— BbIGpaTh (3arpy3antb) KOHUrypaumoHHbIn dainn B
dopmate OVPN. MNMpoueaypa ckadmBaHmsa nogobHoro danna Ha npumMmepe cepsuca freeopenvpn.
org paccmoTpeHa Bbiwwe B pasgerne 1. O6was npoueaypa 3arpy3ku KOHPUIYPauNOHHbIX
dannoe OVPN nogpobHo paccmoTpeHa B pasgene 7.3.2.

* Umsa ycTponcTBa — BBECTU UMS YCTPONCTBA, KOTOPOE ObINo BbIGpaHO Npu NOAroTOBKE CETEBOMO
nHtepdpenca OpenVPN nogknodeHus (Hanpumep, tun100);

* AYTeHTI/I(*)MKaLIMﬂ no UMeHU nonb3oBaTenid U NApPOoNK— BKITHOYNTDb,

* Umsa nonb3oBartens, Maponb— y4€THbIE AaHHblE, NOMy4YeHME KOTOPbIX PACCMOTPEHO B
pasgene I.1.
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Kondwmrypauus OpenVPN knueHToB » netherlands
Brniouewo  [¥]

KoHdmrypaumnoHHbii haiin OVPN [ /ete/openvpn/Netherlands_freeopenvpn_tep.ovpn (2.01 KB)

saTe OVPN. Boibpakib PUrypaLMoHHDbIA Gain JOMKEH COEPXHETD BOE HEOGXOIMMBIE IaHHbIE
LMK, CEPTMOMKATI, KK [ h3083TE b, K

[ Koxdurypaumn koppekTHan (2 npeaynpexeHns) J

Npeaynpexpaeqns
o CTpoka 46: Hi
o CTpoka 48:

MoXeT GbiTb yaaneHa s

nyuux sepeusx OpenVPN

WMma yetpoiicTea tun100

AyTeHTUBUKALMA NO WMEHW NONL3OBATENA W Napon [V

WA nonbaosatens freeopenvpn

Mapons ssssssseses

S

PucyHok .8 — BBog HacTpoek HoBoro ak3emnnsipa OpenVPN knueHTa

4. Haxatb kHonky CoxpaHuTb. Ha ocHOBHOM CTpaHuLe HacTpoek ak3emnnsapo OpenVPN knueHToB
HaxxaTb KHOMKy COXpaHUTb U MPUMEHUTD:

Cocronnue | Kondurypauma

KoHdpurypauus OpenVPN KMeHTOB

LMK H WM HECKONbKKX aK3eMnnapos OpenVPN knueHTa

31eCb Bbl MOXETE BbINONHWTL KOHDHIYPaLMIO OfHOTC

MnobanbHble HacTPoOMKK

BkniounTb aeTozanyck OpenVPN [

x3emMnnapbl
Uma Brno4eHo KoHpurypauuoxHbin aiin OVPN WMA ycTpoicTEa
netherlands % Netherlands freeopenvpn_ tcp.ovpn tun100 =

No6GaBWTb HOBBIW 3K3EeMNNAP...
COKPEHHTb

PucyHok I'9 — CoxpaHeHue M NpMMeHeHue HacTpoeKk HoBoro ak3emmnsipa OpenVPN knueHTa

.4 NMpoBepka noaknoveHna aksemnnsapa OpenVPN knueHTa

1. Mepengnte B Web-nHTepdence ynpasneHuns ycTponcTBoM Ha cTpaHuuy CoctosiHue pasgena
rmaBHoro MeHio Cnyx6bi -> OpenVPN knueHT. Ha OTKpbIBLUENCA CTpaHWLIE AOIMKHO 0TOOpaXaTbes
cocTosiHMe co3gaHHoro (cM. pasgen I1.3.) aksemnnsipa OpenVPN knveHTa:
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CocToAHWe | KoHburypauua

CoctoAHue U ynpaeneHue OpenVPN KnueHTamu

Ha 3Tol CcTpaHWUE Bbl MOMETE N POCMOTPETH COCTOAHUWE 3aNylleHHbIX 3K2EMNNAPOB OpenVPN knueHTa
3K3eMnnapsbl
HazeaHue Pafoyee cocTOAHME CTaTMCTHKa NeAcTEnA
openvpn PID 12322 O6HoBNEHo: 2024-05-16 11:37:41 SanycTUTb

Yetpo#icTeo: tun100
MpuuaTo: 1.43 Knb
OTtnpaeneno: 1.02 Kub

PucyHok 10 — CocTosiHue ak3zemnnsapa OpenVPN knueHTa

2. MNpw nomoLLm ceTeBom MarHOCTUKM (CM. pasgen 8.6.4) MOXXHO MOCMOTPETb peanbHbIN BHELWHWI |P-
agpec:

i Buewmun |P-agpec |

|

PucyHok 11 — BHewHun IP-agpec npu BkntoyéHHom OpenVPN nogkntovyeHun

3. Ha ctpaHuue O630p B pasgene CoctosiHue NOopToB ceTeBbIX MHTepdencoB byaeTt otobpaxaTbes
ceTeBou nHTEepdenc co3gaHHoro ak3emnnsipa OpenVPN knueHTa:

CocTosiHMe NOPTOB CeTeBbIX HHTep(eHcoB
Wma n MAC-agpec  CocTosHHe WuTepdeiic B cocTaee 30HbI MEXCETEBOTD Monyyexne (RX) Mepegaua (TX)
NOAKNIOHEHHA mocTa IKpaHa
Ethernet 1 @ eth1 br-lan (LAN), lan = -
40:BD:32:2E:47:87 nopr 1
Ethernet 2 w eth2 br-lan (LAN), lan = =
40:BD:32:2E:47:B9 nopt 2
Ethernet 3 w 100 MGuT/c, eth3 (WAN) - ‘wan 6.91 Mub 896.86 Knub
A0:BD:32:2E:47:BA = MOAHbIA AYNAEKC — (26144 naketoB) (7887 nakeTos)
Ethernet 4 W ethd (REDU) - lan - -
40:BD:32:2E:47:B8
USB RNDIS MNogxntoueHo usb0 (USBO) - = 4.44 Mub 30.59 Mub
40:BD:32:2E:47:BC (40035 nakeToB) (45462 nakeToB)
VPN 10 MéuT/c, tun100 = ‘wan 2.85 Kub 3.22 Kub
) BN ronmbii gynnekc  (OPENVPN) . (35 nakeTos) (40 nakertos)

PucyHok .12 — CocTosiHMe NopToB ceTeBbiXx MHTEPdEeNCoB
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